Chapter Application rapp ers There are three prop erties an application wrapp er should ha e: It should easy to wrap around an application. It should allo the application to run only after getting ermission from license serv er, and thereafter eep in con tact with the serv er as long as the application is running. While main tai ning the previous prop erties, it should mak it reasonably di�- cult for the user to defeat the system and run the application an yw The �rst prop ert implies that the wrapp er isn’t going to doing an mo di�cation of the application binary or eha vior. The second is just description of the an ything running under license serv er should eha e. The third implies that the ra application should not left lying around where the user can just run it, ypassing the licensing system. The general idea for satisfying the third prop ert is to ha most of the application binary ai lable as it ould normall for giv en platform (whether on lo cal disk or through net ork �lsystem), with critical blo ks missing. When the wrapp er starts, it gets ermission from the serv er to run, and then someho supplies the complete application to the system to run, without it falling on to �lsystem where the user could grab it. The last bit is the tric k, and in certain cases it migh mak sense to settle for the application eing on disk for only short erio of time (i.e., BSD Unix). oll wi ng are reasonably simple ys to do this: BSD rite the application to lo cal disk, including the extra bits obtained from the license serv er, and vfork. The hild executes the binary while the paren unlinks it as so on as its hild has started executing. AIX, SunOS, Ultrix rite the application to lo cal disk, not including the extra bits, and fork. The hild requests tracing its paren t, then execs the binary When the hild is loaded, the paren writes the extra bits in to its image, and then detac hes from the hild to let it run indep enden tly Mac’s and PC’s The op erating systems aren’t as restrictiv here, so ou can prett uc do whatev er ou wish. 22 ping requency with whic clien main tai ns con tact with serv er (180 seconds) Num er of consecutiv pings the serv er misses efore timing out the clien (3) Num er of consecutiv ping replies the clien misses efore seeking new serv er (3) update requency with whic master sends up date messages (60 seconds) Num er of consecutiv up dates bac kup misses efore en tering frozen mo de (3) Num er of consecutiv up date replies master misses efore assuming bac kup is unreac hable (3) oz en Num er of up date cycles the frozen state lasts (3) spl it Time after net o rk partitioning that clien ts ma timed out (3600 seconds) Relations: ping update oz en so that when the clien times out the master and go es to seek new master, the bac kups already ha the problem in hand. 3.5 Administration Proto col 3.5.1 Learning Serv er State yp e: State Request Con text: Administrato Serv er Authen tication: No Con ten t None yp e: State Reply Con text: Serv er Administrat or Authen tication: No Con ten t arious in teresti ng state informat ion ab out the serv er 3.5.2 orcing License Gran ts The serv er will gran pac age access to the user when it is requested (one time only), regardless of whether or not the user has access. If the record sa ys that queueing is undesirable, the license is gran ted regardless of whether or not there are an ail able; otherwise, the user is placed in the queue. yp e: Gran License Con text: Administrato Master Authen tication: es Con ten t Access Description Record Errors: Same as Access Request No Error (for an ac k) 21 3.4.2 Serv er-Serv e Message Descriptions Master State Message The master will send out Master State message ev ery update seconds regardless of hanges to the database. This message serv es purp oses: First, the bac kups kno the master is up. Second, it enables the bac kups to eep their in ternal databases up-to-date. This message ma con tain the en tire master database in the case of merge op eration. yp e: Up date Con text: Master Bac kup Authen tication: es Con ten t Activ size of database Database ersion this up dates from Database ersion this up dates to Num er records follo wi ng Records yp e: Up date Reply Con text: Bac kup Master Authen tication: No Con ten t Latest database ersion Brain Dum ps yp e: Brain Dump Request Con text: Master Bac kup Authen tication: es Con ten t Starting database ersion (0 for eginning) Ending database ersion (-1 for most recen t) yp e: Brain Dump Reply Con text: Bac kup Master Authen tication: es Con ten t Starting database ersion Ending database ersion Num er of records follo wi ng Records 3.4.3 Timing arameters pol During clien startup, the timeout erio for resp onse from orien tat ion request (1 second) pol During clien startup, the um er of times eac master should olled efore giving up (10) etr General timeout alue for serv er requests etr Num er of retries allo ed for serv er requests 20 Releasing License When user quits an application, or no longer desires to ait to come to the head of the queue, the clien should tell the serv er to release the license. If this fails to happ en, the license will not ecome a ila ble un til the clien t-serv er connection times out. Because this is rather imp ortan to the exp ediency of gran ti ng licenses, this message is ac ed. yp e: Access Release Request Con text: Clien Master Authen tication: es Con ten t Access gran record yp e: Access Release Ac kno wl edge Con text: Master Clien Authen tication: es Con ten t The hec ksum from the released record Authen tication Messages Some forms of authen ticati on ma require more initializati on messages et een hosts than is pro- vided for in the rest of the proto col. Th us the proto col pro vides generic authen tication message to used for these purp oses. This message con tains only an authen ticatio record of the yp eing used for authen ticati on. yp e: Authen tication Message Con text: An An Authen tication: es Con ten t None 3.4 Serv er-Serv er Proto col 3.4.1 Records Used in Serv er-Serv e Messages Global Database ID/Status bits State informat ion (curren t/future, frozen, bits sen t) yte Index of gran ting host short Serial um er of gran on that host License Iden ti�er yte Num er of licenses required ytes License index Database Record long Global ID/Status long IP Address long License Iden ti�er 19 Prom otion of uture License to Curren License In the case where clien t’s ess quest resulted in future license rather than curren license, the clien needs to informed when its access is promoted to curren t. This is done via an es Up gr ade message from the master. The es Up gr ade message con tains new es Gr ant or whic the clien ma use in subsequen Bits quest The old es Gr ant or should thro wn It also con tains new Pr oto ol Par ameters or as the timing for net ork connection eri�cation ma di�eren t. yp e: Access Upgrade Con text: Master Clien Authen tication: es Con ten t Access gran record Proto col parameters record Net ork Connection eri �cation When clien t-serv er connection has een established, it is erio dically eri�ed Ping messages. yp e: Ping Query Con text: Clien Master Authen tication: No Con ten t The clien t’s concept of whether it has curren or future license. yp e: Ping Con text: Master Clien Authen tication: No Con ten t The Master’s concept of whether the clien has curren or future license, including queue state if applicable. Errors: Not master Database inconsisten (send Access Gran Record) Request for Access Gran Record Sometim es, the clien ma not receiv its es Up gr ade message, and notice via Ping message that it has een promoted. This message pro vides for the clien to request the upgrade resen t. Con ersely the clien ma ha lost con tact with its serv er, and egun sending ping requests to all of the serv ers. In this case, the serv er ma wish to erify the iden tit of the clien (or up date its database) requesting cop of the clien t’s access gran record. yp e: Access Gran Record Request Con text: Clien Master or Master Clien Authen tication: No Con ten t None yp e: Access Gran Record Reply Con text: Master Clien or Clien Master Authen tication: No Con ten t Access Gran Record 18 Acquiring er m i ssi on to Run Once the clien has determined who the master is (and ossibly done preparatory ork for au- then ticatio n), it has the informat ion it needs to send request to the master for license. If the user/mac hine com binat ion has su�cien ermission, license will alw ys gran ted. The license ma of one of forms: curren license, allo wing use of the resource no w, or future license (i.e., the user is placed in queue). yp e: Access (license) Request Con text: Clien Master Authen tication: es Con ten t Access description record Proto col supp ort record Errors: Proto col not supp orted Access denied (b user, group, mac hine) Maxim um licenses already hec ed out user ac ag unkno wn ac ag disabled Authen tication failed Unrecognized address yp Not Master (and who is) yp e: Access Gran Con text: Master Clien Authen tication: es Con ten t Access gran record Proto col parameters record Queue osition Obtaining Application Data Once the clien has license, it can use that to get the magic bits required to actually run the application. These magic bits ma missing parts of the application, or ey to decrypt part or all of the application. yp e: Bits Request Con text: Clien Master Authen tication: es Con ten t Access gran record Errors: Couldn’t read bits Gran record hec ksum failed Gran record timestam expired yp e: Bits Con text: Master Clien Authen tication: es Con ten t Bits record 17 Bits Record Sequence of o�set o�set to place bits length length of bits (in ytes) 1’s and 0’s the bits 3.3.2 Clien t-Serv er Message Descriptions General Error Messages An Err or message giv es informati on ab out wh request could not satis�ed. An error resp onse of \Proto col violatio n" is ossible in cases where the clien tries to do something that is just not ev er allo ed; for instance, asking bac kup to supply bits. yp e: Error Con text: Serv er Clien Authen tication: No Con ten t yp of pac et this is resp onse to Serial um er of pac et this is resp onse to Error co de Error co de dep enden data ext the clien should giv to the user (i.e., for access failure, who to con tact for informa tio n) Finding the Master License Serv er When clien starts up and gets list of serv ers, it do esn’t kno whic one is the master. Th us, there is an Orientation q uest whic the clien ma pass to an serv er to �nd out who is master. Note that the clien passes an en tire Lic en se quest or to the serv er. This allo ws the oten tial functionalit of allo wing di�eren serv ers to masters for di�eren pac ages, or to handle di�eren proto cols. yp e: Orien tatio Request Con text: Clien Serv er Authen tication: No Con ten t Access Description Record Errors: ac ag unkno wn ac ag disabled Proto col ersion not supp orted Authen tication Class not supp orted yp e: Orien tatio Resp onse Con text: Serv er Clien Authen tication: No Con ten t In ternet address ort um er 16 short Serv er timeout erio Serv ers to ping on timeout short requency of ping eq ac age Iden ti�cation Record The Package Identi�c ation or iden ti�es what pac age license request or license ertains to. string ac ag name string ac ag ersion User Iden ti�cation Record ma an to supp ort more than one user iden ti�cation record yp e. Curren tly this consists of the Kerb eros triple: principal instance realm Mac hine Iden ti�cation Record The Machine Identi�c ation or is mainly used to determine for what mac hine yp partic- ular pac age is eing requested, in order to send the appropriate pac age-dep enden bits. This informati on ma also used for access con trol along with the User Identi�c ation or string Mac hine yp string OS yp string Mac hine name long Mac hine address Access Description Record The ess Description or sp eci�es exactly what is eing requested, and for whom. It addi- tionally sp eci�es whether future access gran (en try in the queue) is acceptable or not. When used as part of an ess Gr ant or this access yp �eld sp eci�es whether the gran as for the presen or the future. User Iden ti�cation Record Mac hine Iden ti�cation Record ac ag Iden ti�cation Record Access yp e: Curren or uture Access Gran Record Access Description Record Timestam (time of hec out) Authen ticator (authen ticati on proto col dep enden t) 15 yp the yp of proto col message Con text what con text this message is used in, e.g. B, where A, ma an of: Clien oten tial licensee Master master serv er of licenses Bac kup bac kup serv er of licenses Serv er either kind of serv er An an kind of serv er or clien Administrat or administra tion clien Authen tication Whether or not this message is authen ticated. An authen ticati on record is app ended to the other data in the pac et. Con ten The con ten of the message not including the message header. 3.3 Clien t-Serv er Proto col 3.3.1 Records Used in Clien t-Serv er Messages Authen tication Proto cols The authen ticati on proto cols that ma used are fairly indep enden of the license serv er proto col. The authen tication proto col to used with the clien is hosen in the initial license gran ting messages. Serv ers are assumed to alw ys use the same authen ticatio proto col amongst themselv es. An authen ticati on proto col can in olv using di�eren yp es of authen ticati on records in di�eren messages. or instance, the �rst message from clien to master ma con tain setup informat ion for the authen tication system. Null The ev er opular empt proto col Kerb eros-S1 The �rst ersion of the Kerb eros in ter-serv er authen ticati on proto col Kerb eros-C1 The �rst ersion of the Kerb eros clien t-serv er authen ticati on proto col Authen tication Record short Authen tication Proto col short Record yp for proto col short Length of authen tication record Proto col/t yp dep enden data Proto col Supp ort Record shorts Proto col ersions supp orted shorts Authen tication proto cols supp orted Proto col aram eters Record It ma desirable to hange di�eren timing haracterist ics of the clien eri�cation proto col without needing to recompile all of the clien ts. Therefore, the serv er pro vides this informatio n. The sp eci�c details of the clien eri�catio proto cols are discussed in later section. 14 Note that during the time master is in \frozen" mo de, its database ma still actually hange; it is allo ed to gran licenses as it as prior to the freeze. An particular serv er ma in the frozen state for maxim um of oz en up date messages. It will exit the frozen state so oner than this (and en ter bac kup mo de) if it decides from another serv er’s up date message that that serv er should ecome the master. If in this time it do esn’t hear from smarter serv er, it will ecome the master itself. bac kup is considered to ha lost con tact with its master when it misses up date mes- sages. When this happ ens, the bac kup en ters frozen master mo de, whic is di�eren from the yp masters en ter in that the bac kup is not allo ed to gran licenses. It do es, ho ev er, send out up date messages. During the time they are in frozen master mo de, the bac kups will learn ab out eac other, and just lik masters in this mo de, will determine whic of them is to ecome master. serv er at startup time eha es lik bac kup whic has lost its master. License Database Consistency Master serv ers eep bac kup serv ers up to date using up date messages. Ev ery update seconds, the master sends out an hanges that ha ccurred to the database since the last up date. Included in the up date message are the database ersion um er whic the hanges amend, and the ersion um er the hanges bring the database up to. The bac kups reply with their database ersion um ers. The bac kups do not apply the hanges if their wn ersion um er do es not matc the ersion whic the hanges are to amend, and in this case reply with their older database ersion um er. In this the master kno ws when bac kup has an out of date database (due to dropp ed pac ets or other reasons), and can either retransmit all hanges necessary to bring the bac kup up to date, or dump the en tire database. When ulti ple masters connect and select master among themselv es, the new master needs to in tegra te the database informatio from the rest in to its wn database, and then dump the new database to the bac kups. or this purp ose, there is brain-dump request master can mak of bac kup. It obtains the necessary informatio from the former masters this merges databases in ternally then sends out up date messages to the bac kups to bring them up to date. 3.2 General In ter-Pro cess Proto col ollo wing is general description of the proto col. All messages in the proto col ha the follo w ing form: short Proto col ersion short ac et yp long ac et length Bo dy The con ten of the dy is determined the proto col ersion and pac et yp e. In general, requests are \ac ed" their replies. If the reply not receiv ed for some reason, the request is retransmitt ed. Exceptions to this rule are noted in the detailed proto col description. Proto col messages are describ ed in standard format That format is: 13 It ma also happ en that new serv er app ears within reac on the net ork. That serv er ma also master, and the masters will decide et een them whic should ecome the single master. In this case, clien ma ha to hange masters. This is done the clien t’s former master returning an error to ping request rather than returning ping reply This error message will tell the clien what serv er to switc to as master. 3.1.2 Serv er Op eration License Gran ting Beha vior The license gran t ing eha vior of master serv ers is fairly straigh tforw ard. If master is in con tact with all of the serv ers, then it kno ws that it is the only master. Because it is the only master, it is allo ed to gran all of the licenses. When master loses con tact with an of its bac kups (and it do es not kno that the bac kup has crashed) it assumes that the net ork has een partitioned in to pieces, as this is the most lik ely case. This assumption has sev eral consequences. First, all of the bac kups it has lost con tact with are no in their wn partition, and will establish new master. The new master will not in con tact with all of the serv ers (namely at least, the original master) and mak the same assumption that there is one other master gran ti ng licenses. Since there are masters gran ti ng licenses, eac should only gran half of the remaining free licenses in order to prev en erg ran t ing. or time spl it after the net or partition, licenses ma not returned to the free ol due to timeouts, since the clien ts with said licenses will only able to ping one of the masters. Ho ev er, master ma timeout clien with whic it has had con tact since the partition. Additionally master ma notice it has lost con tact with all clien ts on particular subnet. This will also assumed to the result of net ork partition, with the result that clien ts on that subnet ma simil arly not timed out for time spl it Establishm en of Master Serv ers Changes in net or connectivit ma cause subsets of serv ers to establish or lose con tact with one another, but at all times there should at most one serv er op erating as master within single net ork partition. There are three cases from serv er’s oin of view where its state, whether it is master or bac kup, migh hange. First there is the case of master making con tact with another master. Second, there is the case of bac kup losing con tact with its master. Finally there is the case of serv er oting up that needs to determine whether it should ecome bac kup or master. The database up date message (in conjunction with its corresp onding reply), whic all masters send out erio dically (frequency update ), is the mec hanism whic con tact et een serv ers is main tai ned. The case of masters making con tact (when one master receiv es the up date message of another) can only happ en in the case where net ork partitions merge, as in net o rk hanging from Figure 3.2 to Figure 3.1. When this happ ens, master en ters fr ozen master mo de where its data base state, as indicated its up date messages, app ears to freeze. In freezing their states as seen the outside orl d, ul tiple masters after short time will all ha consisten picture of the orld. With this picture, all of the masters can decide based on the same data whic serv er should remain master with assurance that the other masters will ha made the same decision. 12 ma used. Ho ev er, only one yp of authen ticatio n, Kerb eros, is referenced in this description. 3.1.1 Clien Op eration Clien Startup When clien starts up, it �rst asks Hesio what hosts are license serv ers. As an one of the mac hi nes Hesio returns could the master license serv er, and the authen ticatio proto col ma need to kno the iden tit of the master host, the clien ust ask one of serv ers whic of them is master. The one it asks should selected randomly and if it do esn’t get resp onse after time pol should try another host at random with the same timeout un til it gets resp onse. It should mak the request of eac host at most pol times. This pro cess will referred to as the �nd master pro cedure, as it is used in other instances as ell. (Note: alues represen ho man times something should done. alues sp ecify time in terv a ls for retries or timeout alues, in seconds. alues are prop osed in later section.) If �nd master pro cedure fails to lo cate master, the clien should return to the user an appropriate error message. Kno wing the iden tit of the master, the clien ma pro ceed with master-iden ti dep enden authen ticatio pro cedures (if an y), and con tact the master with an authen ticated license request. If no reply is returned after time etr the clien should resend the request up to etr times (sub ject to authen ticator alidit constrain ts). If this cycle fails, the clien should fall bac to the �nd master pro cedure, exiting if no master is found, trying license request again if master is found. The clien will receiv from the master either an error reply or license gran reply The license gran reply ma of one of yp es: it ma either curren license (the clien has ermission to run no w), or future license (the clien has een placed in the queue, to receiv ermission to run at some time in the future). In the case of curren license, the clien ma need to request application sp eci�c informat ion from the serv er to able to run. Once again, it should use the etr and etr parameters for getting resp onse from the serv er. If the serv er fails to resp ond, the clien should use the �nd master pro cedure. In the case of no resp onse, it should exit with an appropriate error message. or success, it should ask the (p oten tial ly new) master for the application informatio n. Authen tication pro cedures should pro vide for the new master trusting the ord of the clien that it has een gran ted license di�eren master, as describ ed later. Main tenance of Clien t-Serv er Con tact Once the application is running, or while it is aiti ng for its future license to ecome curren license, the clien should testing the connection with the serv er at ping in terv al If the serv er fails to receiv consecutiv pings, it will consider the clien to dead, and free the license for use someone else. The serv er should reply to the clien pings. If the clien fails to receiv consecutiv replies, it should consider the master out of reac and use the �nd master pro cedure to lo cate new master to ping. It should only giv up �nding the master in the case that the application exits. Once it �nds new master, it should egin pinging it. The new master ma not ha full informat ion ab out the clien t, and request that informatio of the clien t. 11 Figure 3.2: Serv ers in partitioned net ork Figure 3.3: Another partitioned net ork 10 Chapter License Manager Com unica tions 3.1 Ov erview The license managem en system consists of set of one or more serv ers, of whic normally only one is master license serv er and the rest are bac kup serv ers. master license serv er do es the ork of gran ting licenses and eeping trac of ho man licenses are hec ed out, while bac kup license serv er stands ready to ecome master should it lose con tact with its master; the master eeps its bac kups’ license databases up-to-date should an of them need to ecome masters. Figure 3.1 depicts set of three serv ers running in normall op erating net ork. Solid lines indicate net o rk connectivit et een hosts. Since all hosts are in con tact here, there is only one master. Figure 3.2 depicts the same three serv ers after net ork partition has ccurred. Dotted lines indicate lac of net o rk connectivit et een hosts. There is one master for eac net ork partition; this should alw ys true. Whatev er happ ens to the net ork, the serv ers will notice what is going on and adapt accordingly clien t, once it is in con tact with master license serv er, is resp onsible for main tai ning con tact with the license managem en system. If clien loses con tact with its master, it should activ ely seek con tact with another master un til it mak es con tact or it exits. Master serv ers mak the assumption that the clien eha es in this and so nev er in estig ate timed-out clien t. sp eci�c yp of authen tication et een clien ts and serv ers is not required the proto col. Instead, the proto col uses generic authen ticatio records, so that man forms of authen tication Figure 3.1: Serv ers in normally functioning net ork There will other informat ion in the �le as ell, suc as oin ter to where to get an application sp eci�c bits that need to sen to the clien when license is gran ted. Chapter License Manager Con�guration The license serv er reads license description data from �les when it starts up. Changes to these �les are managed separate system to eep the complexit from the license serv er. or eac soft are pac age, there is �le describing the arious asp ects of the licenses. First, there ma sev eral ols of licenses for giv en pac age. Eac ol ma ha its wn restrictions. or instance, the �rst ol for giv en pac age ma express the fact that �ft licenses are reserv ed for use particular class of users. The second ol could then sa that the remaining undred licenses can used an one. or eac ol, license use ma restricted on the basis of platform host, or user. or eac h, the restriction ma sp eci�ed lists of included and excluded sets. What can done is most easily sho wn random example. POOL LICENSES 50 PLATFORMS decmips/2 vax/1 HOSTS eecs foo.mit.edu bar.mit.edu USERS course6 -joehacker POOL LICENSES 100 PLATFORMS decmips/2 vax/1 HOSTS *.mit.edu USERS -joehacker ACCESSMSG Go away Joe. The �rst ol of licenses reserv es 50 licenses for use on hosts in the eecs group, fo o, and bar. run on decmips tak es licenses; to run on ax tak es one. The user ust in the course6 group and not jo ehac er. If the requester do es not satisfy the requiremen ts for the ol, the next ol will tried. The second ol con tains the remaining 100 licenses, and allo ws an one in *.mit. edu ha the licenses execept for jo ehac er. message is returned to those who are denied access, sp eci�ed CCESSMSG. The \groups" suc as course6 and eecs (con taining users and hosts, resp ectiv ely) comes from merge of the Moira database and sp ecially managed license-serv er database. The latter is used oth for data that needs to hanged in real time and for data that has no purp ose in cluttering the Moira database. The license serv er should able to pro vide informat ion on application usage, lik ho man licenses are out at particular time and ho long the queue is. As the amoun of soft a re using the license serv er gro ws, it will ecome imp ortan for the eople resp onsible for it to able to hange the restrictions placed on it (suc as um er of licenses, hosts allo ed to run the soft are, etc.). There should simple administra tio in terface to the serv er, allo wing eople resp onsible for the soft a re to hange the conditions of limi tati on easily it ork with the license serv er. There are other tec hnical requiremen t s, whic should true of most services in our net ork en vironm en t The license serv er clien should implemen ta ble on micro com puter platforms as ell as orksta tio ns. The license serv er system should scale, eing able to service thousands of clien ts. The service should reliable, and therefore o�ered in redundan fashion. rom the motiv ati on for ha ving license serv er, egin the list of yp es of restriction the license serv er should able to do. The license serv er should able to restrict soft are usage to limited um er of concurren users. This kind of restriction reduces our resources (as measured in um er of applications ail able to run) from those ou ha with site license, and so ou need y of allo cating them. or instance, piece of soft are ma in tended (or licensed) for use only subset of the user comm unit suc as studen ts taking particular class, or mem ers of researc group. The license serv er should able to restrict soft are usage to sp eci�ed subsets of the user comm unit Soft are ough an organization is probably in tended only for use in that organization. Th us, the license serv er needs to restrict use to subsets of mac hi nes on the In ternet (mac hines on campus, mac hi nes in particular lab oratory etc.) The license serv er should able to restrict soft a re usage to particular set of host mac hines. There are some imp ortan requiremen t from the user’s standp oin t. First of all, when all licenses are in use, it is not nice to force the user to erio dically retry running the application un til license is a ila ble. The license serv er should ha facilit for queueing users when all licenses are in use, and informi ng them when license is ai lable for their use. Secondly it is unkind to ot the user out of the application when con tact with the license serv er is lost. urthermore, in our en vironm en this is un tenable, since the user ma not able to sa his �les at that time for the same reason con tact with the license serv er has een lost. The license serv er should not an ti-so cial. Users should not urt in an the license system when their applications lose serv er con tact. There are also few requiremen t from an administra tio standp oin t. Application usage statis- tics should a il able for arious purp oses, including ev aluating the demand for particular application to determine if ha reasonable um er of licenses with whic to satisfy it. Chapter Requirem en ts license managemen system is general mec hanis for restricting the use of applications. On startup, an application queries license serv er for ermission to run. The serv er ma gran or den ermission on the basis of an informati on it has ai lable to it, and then the application will act accordingly The main feature license managemen system can pro vide in terms of access restrictions that other mec hanism cannot is the abilit to restrict access on the basis of ho man eople curren tly ha access. This is the primary motiv at ion for using license managem en system. Without suc system, if ou an to able to run an application from the net o rk on an of our mac hines, ou need to buy site license. With suc system, ou can run an application an ywhere ou an t and only pa for some limited um er of copies ou exp ect to need to run concurren tly Some endors ship their applications with license serv ers, so can buy soft are from them in terms of um ers of concurren licenses. Ho ev er, as exp ect to buy soft a re from man di�eren endors, ma wind up with as man di�eren kinds of license serv ers. This is oten tial headac he for three reasons. First, will need to main tain all of these serv ers. Second, di�eren serv ers ma incompatible, and ma therefore need to run on di�eren hosts, increasing the um er of hosts need to main tain for license services. Finally di�eren endor license serv ers ma not suitable to our needs in terms of things lik access restriction and redundancy urtherm ore, other endors do not et ha license serv er tec hnology but ould still lik to license their pro ducts um er concurren users rather than site. or these reasons, it is imp ortan for us to ha license serv er distinct from those pro vided our soft a re endors. The idea here is that endors without license serv ers will trust us su�cien tly to use our tec hnology with their pro duct in order to incorp orate concurren license restrictions in to their pro duct, allo wi ng us the kind of licensing desire. urther, hop to con vince other endors with license serv er tec hnology to o�er us their pro duct without it, so that can use ours instead. The result of these e�orts ould more homogeneous system, easier to main tai n, whic etter meets our needs. Applications generally ha license serv er supp ort compiled in. Since companies tend to protectiv of their source co de, or migh un willi ng to do the ork to incorp orate our tec hnology in to their pro duct, need solution that is indep enden of the application wish to license. This brings us to our �rst requiremen t: There should generic metho of taking endor supplied soft a re and making Con ten ts Requirem e ts License Manager Con�guration License Manager Com unications 3.1 Ov erview 3.1.1 Clien Op eration 11 3.1.2 Serv er Op eration 12 3.2 General In ter-Pro cess Proto col 13 3.3 Clien t-Serv er Proto col 14 3.3.1 Records Used in Clien t -Serv er Messages 14 3.3.2 Clien t-Serv er Message Descriptions 16 3.4 Serv er-Serv er Proto col 19 3.4.1 Records Used in Serv er-Serv er Messages 19 3.4.2 Serv er-Serv er Message Descriptions 20 3.4.3 Timing aram eters 20 3.5 Administrat ion Proto col 21 3.5.1 Learning Serv er State 21 3.5.2 orcing License Gran t 21 Application rapp ers 22 TO DO Note This is not �nal draft. Changes to come include: rewrite of hapter 2, License Manager Con�guration, including in tro duction of regular expressions for matc hing, and ho they are used in hostnames. Explanation in section 3.3.2, Finding the Master License Serv er, of non-Hesio mec hanism for �nding the license serv ers. Changes in the serv er-serv er proto col remo ving the exc hange et een serv ers of sp eci�c details on licenses gran ted, as this informat ion is not required; only details on the um er of activ licenses need distributed. Settling of alues for the timing parameters in 3.4.3. Filling out the Administratio Proto col, 3.5. Man other unmen tioned details... Please send ames, commen t s, or suggestions on this design or do cumen to c�elds@mit.edu. COPYRIGHT NOTICE Cop yrigh 1992 the Massac usett Institute of ec hnology (MIT). erm issi on to use, cop mo dify and distribute this do cumen tati on for an purp ose and without fee is hereb gran ted, pro vided that the ab cop yrigh notice app ear in all copies and that oth that cop yrigh notice and this ermission notice app ear in supp orting do cumen tation, and that the name of MIT not used in adv ertisi ng or publicit ertaining to distribution of the soft are without sp eci�c, written prior ermission. MIT mak es no represen tations ab out the suitabilit or merc han t abili of this soft are for an purp ose. It is pro vided "as is" without express or implied arran TRADEMARK NOTICES Pro ject thena, thena, thena Dash oard, thena MUSE, Discuss, Hesio d, Kerb eros, Moira, Windo System, and Zeph yr are trademarks of the Massac usett Institute of ec hnology (MIT). No commerci al use of these trademarks ma made without prior written ermission of MIT. License Manager Design Do cumen Craig Fields June 4, 1992