Using ELROS To Implement ISO ApplicationProtocolsM.L. BranstetterJ.A. GuseD.M. NessettL.C. Stanberry"Elros Son of E�rendil and Elwing, who at the end of the First Age chose to be numbered among Men, andbecame the first King of N�menor (called Tar-Minyatur), living to a very great age." [The Silmarillion, J.R.R.Tolkien] i i DISCLAIMERThis document was prepared as an account of work sponsored by an agency of theUnited States Government. Neither the United States Government nor the Universityof California nor any of their employees, makes any warranty, express or implied, orassumes any legal liability or responsibility for the accuracy, completeness, orusefulness of any information, apparatus, product, or process disclosed, or representsthat its use would not infringe privately owned rights. Reference herein to any specificcommercial products, process, or service by trade name, trademark, manufacturer, orotherwise, does not necessarily constitute or imply its endorsement, recommendation,or favoring by the United States Government or the University of California. Theviews and opinions of authors expressed herein do not necessarily state or reflect thoseof the United States Government or the University of California, and shall not be usedfor advertising or product endorsement purposes.Work performed under the auspices of the U.S. Department of Energy by LawrenceLivermore National Laboratory under Contract W-7405-Eng-48.

iAcknowledgmentsThe design and implementation of a sophisticated system like ELROSgenerally involves a large number of contributors. We greatly appreciateand acknowledge the work and assistance of the following people withoutwhich we could not have brought ELROS into the world.Robyne Sumpter worked with us for approximately a year on theimplementation of the ELROS runtime system. She provided us with veryvaluable expertise in multi-tasking and communications interfaces.Robyne left the ELROS project to become a project leader in the storagegroup and we wish her all the best in her new responsibilities.Rob Shaw spent about five months reworking the ELROS preprocessorparser, converting it to an enhanced C-based grammar. We didn’t havemuch time to get to know Rob, but during his time with the project, we werevery impressed with his abilities. We are sure that he will excel in hisgraduate studies in computer science and will miss his exuberance andstrong work ethic.Both Gary Long and Ashley Allen were early participants in the ELROSdesign effort. While their tenure with the project was short, severalfeatures of the ELROS embedded language are the result of theirsuggestions and contributions.Mark Boolootian has recently joined the ELROS project to work onoptimizing communications performance. We expect him to make majorcontributions to our work in the future.

i i I. Introduction. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1II. Writing Simple ELROS Programs...................................................... 32.1 The ELROS Model of Programming. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32.2 The Structure of ELROS programs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52.3 Defining basic ASN.1 data types. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62.4 Type constructors. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122.4.1 Defining Arrays. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122.4.2 Defining Records. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162.4.3 Defining Unions............................................................... 172.5 Operation definitions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192.6 Translating ASN.1 into ELROS data structures. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202.7 Specifying an ELROS interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 242.8 Using an ELROS interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 272.8.1 Writing the invoker. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 282.8.2 Writing the performer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 342.8.3 On Done. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 372.9 Advanced data structure techniques. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 432.9.1 Recursion in Records and Unions........................................... 432.9.2 Anonymous types and DynamicArrays. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 462.9.4 The behavior of string type variables in give and acceptstatements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 502.9.5 Freeing space allocated within recursive data structures andindefinite string types. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51III. Controlling ASN.1 Encoding Rules.................................................... 543.1 Controlling the tag of an ELROS type. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 543.2 Controlling Record element tags. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 563.3 Optional and default values of Record elements.................................. 573.4 Controlling Union element tags. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 633.5 Controlling the encoding of constructed types..................................... 653.6 Controlling the generation of free routines. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67IV. ELROS Error Handling. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 704.1 Exceptions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 704.2 Rejects. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75V. Encode and Decode - Dealing Directly With ASN.1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 775.1 ASN.1 Communications Instances. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 775.2 Encoding ASN.1 Directly. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78 i i i 5.3 Decoding ASN.1 Directly............................................................ 815.4 The Any Type. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87VI. Miscellaneous Features. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1006.1 Fully specified type names. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1006.2 Managing Remote Operations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1026.2.1 Application and presentation context names. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1026.2.2 Managing invoke and linked ids. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1036.3 Communication Instance Support Routines and Statements. . . . . . . . . . . . . . . . . . . . 1096.3.1 set_timeout().................................................................... 1096.3.2 abort_inst(). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1106.3.3 flush_inst(). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1116.3.4 get_invokeID(). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1126.3.5 set_invokeID(). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1126.3.6 get_addr()....................................................................... 1136.3.7 bind_mem. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1146.3.8 bind_file. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115VII. Debugging. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1177.1 ELROS generated print routines.................................................... 1177.2 Tracing ELROS program execution. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1207.2.1 Level 7 tracing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1207.2.2 Level 6 tracing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1227.3 Using the ELROS tracing routines in realtime. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124VIII. ELROS and Multithreading........................................................... 1278.1 PADS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1278.2 ELROS I/O and PADS................................................................ 129Appendix A - An ASN.1 Fragment From the X.500 Recommendations. . . . . . . . . . . . . . . . 130Appendix B - The ELROS Data Structures Corresponding To The X.500 Fragment ofAppendix A. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137Appendix C - The Syntax of Basic Type Constants. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145 i v Notice,Disclaimer,andConditionsofUse(C) Copyright 1992 the Regents of the University of California. All rightsreserved.ELROS is a preprocessor that accepts language statements embedded in Cprograms and produces C code to encode/decode ASN.1 as well as send andreceive remote operations. The ELROS software is available for use underthe following conditions. Permission to use, copy, modify and distribute thesoftware and its documentation without fee or royalty is hereby granted,provided that you agree to comply with the copyright notice and followingstatements, including the disclaimer, and that the same appear on ALLcopies of the software and documentation, including modifications that youmake for internal use or for distribution.1. ELROS is copyrighted by the University of California. Title to copyright toELROS and to any material associated therewith shall at all timesremain with the UNIVERSITY. ELROS was developed under ContractW-7405-ENG-48 between the University of California and the U.S.Department of Energy.2. UNIVERSITY MAKES NO REPRESENTATION OR WARRANTIES,EXPRESS OR IMPLIED. By way of example, but not limitation,UNIVERSITY makes no representations or warranties ofmerchantability or fitness for any particular purpose or that the use ofsoftware components or documentation will not infringe any patents,copyrights, trademarks or other rights. UNIVERSITY shall not be liablefor any direct, indirect or consequential damages with respect to anyclaim by USER or any third party on account of or arising from thisAgreement or use of ELROS.3. USER shall observe all applicable United States and foreign laws,regulations, rules and decrees with respect to the transfer of Programand related technical data to foreign countries, including withoutlimitation, the US Foreign Corrupt Practices Act, The ExportAdministration Act, the US Anti-Boycott Laws and any regulationspromulgated thereunder, including, but not limited to, the InternationalTraffic in Arms regulations.

1I.IntroductionDeveloping distributed applications is a sometimes onerous chore rarelymade easier by good programming tools. ELROS is an attempt to improvethis situation, at least with respect to writing distributed application code.ELROS stands for Embedded Language for Remote Operations Service.Remote Operations Service is a generalization of remote procedure call(RPC), being different by virtue of its potential asynchronicity. The modeland protocol associated with remote operations are ISO standards (ISO9072-1 and 9072-2), which uses the services of other ISO standard protocols,including Abstract Syntax Notation 1, abbreviated ASN.1, (ISO 8824) andthe ISO presentation-layer protocol (ISO 8822 and 8823). ELROS providesspecification and runtime interfaces to control certain aspects of each ofthese protocols.The designers of ELROS intend it to be used for a variety of purposes.The main goal is to provide a convenient programming language forwriting distributed scientific applications. This affected the design mainlyby motivating certain language primitives, such as the call statement,elidable parameters, and the runtime specification of the length of Arraysthat are operation parameters. A second goal was to support the writing ofprograms that implement ISO application layer protocols.An ELROS primer is available1 that explains the use of ELROS inwriting distributed scientific applications. The purpose of this tutorial is toexplain the features of ELROS that are useful in writing implementationsof ISO application protocols.It is assumed that readers of this document are generally familiar withthe ISO remote operations model, ASN.1 and the services of the ISOpresentation layer. Readers unfamiliar with these concepts should consultthe appropriate literature before proceeding2. Also readers should be1 M.L. Branstetter, J.A. Guse, D.M. Nessett and L.C. Stanberry, "An ELROS Primer", LawrenceLivermore National Laboratory Technical Report UCRL-MA-108543 (rev. 1), Oct. 16, 1992.2 A good introduction to ISO protocols, including the ISO presentation layer, ASN.1 and remoteoperations is found in The Open Book by Marshall Rose, Prentice Hall, Englewood Cliffs, New Jersey,1990.

2familiar with the concepts of distributed programming, including theclient/server model (or to use the corresponding ISO terminology, theinvoker/performer model); communications issues such as timeouts,addresses, and the various types of communications failures; task/threadmodels of concurrent computing and presentation layer functions toaccommodate big-endian/little-endian incompatibilities, differentnumerical representations (e.g., different floating point formats), anddifferent representations of complex data structures such as Records,Arrays and Unions. Since ELROS statements are embedded in C languageprograms, readers should be familiar with that language. Finally, topromote pedagogical clarity this tutorial assumes ELROS runs over theISODE communications platform; although, ELROS is designed to becommunications platform independent. Readers familiar with ISODE willfind some parts of the document easier to comprehend than thoseunfamiliar with that platform.

3II. Writing Simple ELROS ProgramsTo ensure the reader shares with us a common set of concepts todescribe the advanced features of ELROS, we provide a basic outline of howto write elementary ELROS programs. Readers who find this descriptiondifficult are advised to read the ELROS primer3 before proceeding.2.1 The ELROS Model of ProgrammingA distributed application is composed of many parts, which we call itscomponents. Distributed application components normally interact witheach other in pairs. During a particular interaction, one componentrequests service from another. We say that the component seeking serviceacts in the role of an invoker, while the component providing the remoteservice acts in the role of a performer (fig. 1). Invoker role Performer role ServiceRequestServiceResultDistributed ApplicationFigure 1 - Distributed application components acting in the role of invokerand performerIn general components are not limited to one role. They may act as aninvoker when interacting with one component and act as a performer whileinteracting with another. It is even common for components to act in the3 See footnote 1.

4role of an invoker and concurrently act in the role of a performer foranother interaction (fig. 2).Distributed Application ServiceRequestServiceResult ServiceRequestServiceResult Invoker role Invoker role Performer role Performer roleFigure 2 - Distributed application component concurrently acting as bothinvoker and performerWhen the role of a remote component can be either an invoker or performer,we refer to it as a correspondent.The actions that a component takes when assuming the role of aninvoker are different from its actions when assuming the role of aperformer. As an invoker, a component must locate the performer thatsupplies the remote service, make a service request of it and then accept theresults (if any) that it returns. A performer waits for a service request,carries out the activity that satisfies the request and then returns anyresults of that activity to the invoker.Invokers and performers can interact in two different ways. If theinvoker makes a service request and then blocks its activity until theperformer returns the results, we say the interaction is synchronous. If theinvoker makes a request and then continues computing while the request isbeing processed by the performer, waiting at some later point in time for theresults of the request, we say the interaction is asynchronous. Generally,synchronous interactions are useful when the invoker cannot continuecomputing until the results of a service request are received. On the otherhand, asynchronous interactions are useful in two cases. There aresituations in which an invoker wishes to compute in parallel with theperformer. This requires it to make asynchronous service requests so that it

5does not block. Secondly, sometimes an invoker desires to make severalrequests of a performer in a closely connected series, not blocking on eachindividual request. Sending several requests to a performer before receivingresults is known as batching.A service request made by an invoker will generally contain a parameterthat specifies data required by the performer to satisfy the request.Obviously, the invoker and performer must agree on the identity and datatypes of operation parameters so that their interactions are not confusing.Definition of the services offered by a performer (and used by an invoker),including the definition of parameters for service requests, is collected inone place called an interface. There is a set of ELROS statements used todefine interfaces, which are text files input to the ELROS preprocessor.When the ELROS preprocessor compiles a program implementing invokerand/or performer interactions, the program must specify the interfaces ituses. We say a program imports the interfaces it needs to carry out itsservice interactions. There are several ELROS statements that areconcerned with defining and using service interfaces.Finally, interactions between an invoker and performer can generatevarious errors. For example, if the communications network that connectsthe machines of the invoker and performer fails, it may not be possible foran invoker to make a service request or for a performer to return the resultsof a request. As another example, if an invoker mistakenly uses aninterface definition different from the one used by the performer, variouserrors are possible, such as service requests unsupported by the performer,results incomprehensible to the invoker and parameters of the wrongidentity or type. ELROS supports an exception facility that allows theprogrammer to specify actions to take when such errors occur.2.2 The Structure of ELROS programsIn addition to specifying a remote operations interface, an ELROSprogrammer embeds ELROS executable statements into the C languageprogram of an invoker or performer. When the invoker or performer iscompiled, the files containing the interface specification and the embeddedlanguage program are given as inputs to the ELROS preprocessor. The

6preprocessor produces a C program that is compiled by a C compiler toproduce an executable (fig. 3). ELROS Pre-processor& C CompilerInterfaceSpecificationEmbeddedLanguageProgramExecutableFigure 3 - ELROS preprocessor input and outputAn ELROS interface has the following general form:interface interface-name optional-information;type-definitionsoperation-definitionsend;The reserved words interface and end are used to bracket interfacedefinitions. Each interface is given a name (interface-name) that identifiesit4. The optional-information is described in chapter 3. Interface definitionstatements are either type definitions or operation definitions, the lattercorresponding to the specification of individual service requests5.2.3 Defining basic ASN.1 data typesType definitions allow an interface designer to describe the datastructures used by operations. Each type definition in the type definitions4 Each interface name imported into an invoker or performer must be unique. There are ways, using Cpreprocessor commands, to rename an interface within an embedded language program, therebycircumventing problems associated with duplicate interface names.5 At present ELROS interfaces cannot be nested (we intend to correct this problem in a future version).However, there is a way to achieve the same effect. If ELROS type-definitions and operation-definitions are placed in a file and the C preprocessor #include command is used within the body of an

7section is terminated by a semicolon. There are 17 basic data types and fourtype constructors, the latter being used to create Arrays, Records andUnions. The basic data types are :Boolean- a value either true or falseInteger- a signed integer valueReal- a signed floating point valueBitString- a value consisting of an array of bitsOctetString- a value consisting of an array of octetsEnumerated- a discrete set of values defined by the programmerObjectIdentifier- a value consisting of an array of non-negative integersNull- no valueAny- any value6NumericString- a character string value of numeric charactersPrintableString- a character string value of printable charactersTeletexString- a character string value of teletex charactersVideotexString- a character string value of videotex charactersVisibleString- a character string value of visible charactersIA5String- a character string value of characters from the IA5 setGraphicString- a character string value of graphic charactersGeneralString- a character string value of general charactersThe last 8 data types are string types limited to characters from variousstandard alphabets. However, ELROS does not check to ensure thatvariables of these types contain only characters from the specifiedalphabets.With two exceptions, the specification of a basic ELROS type requires notonly identifying the base type (e.g., Integer, BitString), but also specifyingthe range of values supported by the type (for the moment we ignore analternative form for �string types� described below). This is accomplished byinterface specification to include these definitions, the same type-definitions and operation-definitionscan be used in multiple interfaces.

8concatenating to the base type identifier a positive integer (or in some casesa pair of positive integers), contained within parentheses. In most cases theinteger specifies the number of octets used to represent the type. Forexample, an integer type capable of containing values in the range (-231,231-1) would be defined as Integer(4). This follows because in twos-complement arithmetic7, it takes 32 bits (i.e., 4 octets) to represent integersin that range. Similarly, an OctetString type capable of holding 16 octetswould be defined as OctetString(16). The meaning of the positive integer(s)attached to the basic type names are :Boolean(n) n is the number of octets used to represent theboolean value (all bytes equal to zerorepresenting false, all other valuesrepresenting true).Integer(n) n is the number of octets used to represent thetwos-complement integer.Real(m, e) m is the number of bits used to represent themantissa and e is the number of bits used torepresent the exponent. ELROS interpretsthese numbers as specifying a base 2normalized format in which the exponent isbiased half-way between its range.BitString(b)b is the number of bits in the BitString.OctetString(n)n is the number of octets in the OctetString.Enumerated(n) n is the number of octets used to represent thediscrete values.ObjectIdentifier(c,o) c is the maximum number of components inthe ObjectIdentifier and o is the number ofoctets per component.Null

Null represents a type with no value, so nointeger is specified.6 The Any type is special, since in practice it is the union of all types. Any values must be encoded anddecoded by special macros that are discussed in chapter 5.

9Any

Any represents an indeterminate type, so nointeger is specified.<chartype>String(n) n is the number of characters in thecharacter string.The ELROS preprocessor translates each of these types into C typedefequivalents. This translation is controlled by the parameters.dat file read bythe preprocessor each time it runs. For a typical machine the ELROS typesmight be translated according to the following rules (NB:ceiling(expression) represents the smallest integer greater than or equal toexpression):Boolean(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Boolean(1) -> Boolean(2) translates to typedefunsigned short, Boolean(3) -> Boolean(4)translates to typedef unsigned int, Boolean(5)-> Boolean(8) translates to typedef unsignedlong, and Boolean(n), where n > 8, translatesto typedef struct { unsigned char val[n] ;}.Integer(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Then Integer(1) -> Integer(2) translates totypedef short, Integer(3) -> Integer(4)translates to typedef int, Integer(5) ->Integer(8) translates to typedef long, andInteger(n), where n > 8, translates to typedefstruct { unsigned char val[n]; }.7 Signed integers in ELROS are assumed to be representated in twos-complement arithmetic.

10Real(m, e)

Assume float represents a number with 24mantissa bits and 8 exponent bits, and doublerepresents a number with 53 mantissa bitsand 11 exponent bits. Then Real(m,e), wherem£24 and e£8, translates to typedef float;Real(m,e), where either 24<m£53 and e£11 orm£53 and 8<e£11, translates to typedef double;and Real(m,e), where either m > 53 or e > 11translates to typedef struct { unsigned charval[x]; }, where x = ceiling(m/8) + ceiling(e/8)+ 1.BitString(b) translates to typedef struct { unsigned longlen; unsigned char val[n] ;}, where n =ceiling(b/8).OctetString(n) translates to typedef struct { unsigned longlen; unsigned char val[n] ;}.Enumerated(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Then Enumerated(1) -> Enumerated(2)translates to typedef short, Enumerated(3) ->Enumerated(4) translates to typedef int,Enumerated(5) -> Enumerated(8) translatesto typedef long, and Enumerated(n), where n> 8, translates to typedef unsigned char [n].ObjectIdentifier(c,o) translates to typedef struct { int size, unsignedlong comp[c];}. size represents the number ofcomponents in the ObjectIdentifier. o must beless than or equal to sizeof(unsigned long).Nulltranslates to typedef void *.Any translates to typedef struct { unsigned char*pointer; unsigned long count; unsigned longsize;}. pointer holds the address of the buffercontaining the Any value, count is thenumber of bytes in that buffer used torepresent the value, size is the length of thebuffer, and sig is used for internal checking.

11<NULTerm>String(n) translates to typedef char [n+1], whereNULTerm is either Numeric, Printable,Visible, or Graphic. Strings of zero length arerepresented by a single NUL character.<LenTerm>String(n) translates to typedef struct { unsigned longlen; char val[n];} where LenTerm is eitherTeletex, Vidoetex, IA5, or General.The distinction between NULTerm and LenTerm character string types isthat NULTerm types are terminated by the NUL character, while LenTermtypes, which may validly contain NUL characters, are terminated by thevalue in the �len� field.There is an optional representation for certain ELROS basic types, calledthe string types, which consist of BitString, OctetString, ObjectIdentifierand the 8 character string types. This representation substitutes anindefinite value (represented by the character �*�) in place of the stringlength or number of ObjectIdentifier components. The ELROS preprocessortranslates these indefinite length representations into the following Ctypedef equivalents.BitString(*) translates to typedef struct { unsigned longlen; unsigned char *val; }, where len =ceiling(b/8), b is the number of bits, and valholds the address of the BitString value.OctetString(*) translates to typedef struct { unsigned longlen; unsigned char *val; }, where val holdsthe address of the OctetString value.ObjectIdentifier(*, o) translates to typedef struct { int size, unsignedlong *comp;}. size represents the number ofcomponents in the ObjectIdentifier. o must beless than or equal to sizeof(unsigned long) andcomp holds the address of the ObjectIdentifiervalue.

12<NULTerm>String(*) translates to typedef char *, where NULTermis either Numeric, Printable, Visible, orGraphic. Strings of zero length arerepresented by a pointer to a single NULcharacter, not by a NULL pointer.<LenTerm>String(*) translates to typedef struct { unsigned longlen; char *val;} where LenTerm is eitherTeletex, Vidoetex, IA5, or General.To use variables of these types, the programmer must ensure that therelevant variable pointer references memory holding the variable value. Wecover the use of the indefinite length types in more detail below.2.4 Type constructorsThe ELROS type constructors allow the programmer to define types inan interface specification that can be used as arguments in remoteoperation requests and replies within an embedded language program.While declarations using one of the basic ELROS types may appear inembedded language programs as well as interface specifications, ELROStype constructors may only appear within interface specifications.2.4.1 Defining ArraysArrays of data elements are defined using the Array type constructor :Array element_type name_of_array_type [number_of_elements]Element_type may be any type, including one of the basic types as well asa type defined previously in the interface specification. The programmeridentifies the Array type with name_of_array_type, which follows theelement_type. The number_of_elements in the Array is given in squarebrackets following element_type and name_of_array_type. By default

13ELROS represents an Array at the presentation layer as an ASN.1SEQUENCE OF8.An ELROS declaration of this type translates to the following typedef:typedef element_type name_of_array_type[number_of_elements]For example, consider the following ELROS declaration:Array Integer(4) vector[1000];This defines a type with the name "vector". Variables of this type arecapable of holding 1000 Integer(4) values. A declaration of a variable of thistype in an embedded language program is made as follows:vector sorted_list;The ELROS preprocessor translates this into a C declaration that isequivalent to the following text (assume Integer(4) translates into the C typeint):int sorted_list[1000];There is another array constructor available, which is useful when aprogrammer wishes to manage arrays on the heap, rather than on thestack. Arrays of this kind are defined using the DynamicArray typeconstructor :DynamicArray element_type name_of_array_typeElement_type may be any type, including one of the basic types as well as atype defined previously in the interface specification. The programmeridentifies the DynamicArray type with name_of_array_type, which followsthe element_type. By default ELROS represents a DynamicArray at thepresentation layer as an ASN.1 SEQUENCE OF.8 In chapter 3 we describe how to override this as well as other defaults.

14This ELROS type constructor translates to the following typdef :typedef struct name_of_array_type{unsigned long len;element_type *val;} name_of_array_type;For example, suppose the following type declaration appears in an interfacespecification:DynamicArray RelativeDistinguishedName RDNSequence;This defines a type with the name RDNSequence. Suppose the followingdeclaration appears in an embedded language program:RDNSequence path;The ELROS preprocessor translates it into the following C declaration:struct{unsigned long len;RelativeDistinguishedName *val;} path;A DynamicArray is treated differently by the ELROS generated code9depending on whether the value it contains is being sent, i.e., used in a givestatement, or received, i.e., used in an accept statement (see section 2.8 fora description of give, and accept statements). When being sent, the ELROSgenerated code assumes the programmer has stored the appropriate valuesin �len� and �val�. That is, the ELROS generated code treats the memory(which may be either on the stack or on the heap) pointed to by �val� as a9 We use the phrase �ELROS generated code� to represent the combination of generated code andruntime system library code.

15buffer containing �len� elements of element_type. In the example, theruntime system assumes �val� points to a buffer containing �len�RelativeDistinguishedName elements.When the ELROS generated code is receiving into a DynamicArray, onthe other hand, it allocates enough space from the heap (using malloc) tohold the elements sent and stores the address in �val�. Consequently, anypointer value in �val� is clobbered on a receive. The �len� field of theDynamicArray struct is set to the number of elements received.Since the ELROS generated code allocates space from the heap forDynamicArrays, the programmer must free it before losing track of thevalues in �len� and �val�. To make this more convenient, the ELROSpreprocessor generates free routines for DynamicArray types and for alltypes that contain one or more DynamicArray components (i.e., a Record orUnion containing a DynamicArray component or a component that has aDynamicArray nested somewhere within it). Access to these free routinesis possible by using the �rofreei()� and �rofree()� routines.Rofreei() is called with the following parameters :rofreei("type", &variable, interface)The first argument is the ELROS type of the variable. Note that the type isplaced within double quotes. The second argument is the address of thevariable containing heap space to be freed. The third argument is the nameof the interface from which the type is drawn (see section 2.7 for adescription of interface definition and interface names). Note that theinterface name is not placed within double quotes. A call to rofreei() freesthe space allocated either by the programmer or by the runtime systemassociated with �variable�.The ELROS runtime system must know the interface from which a typeis drawn in order to call the correct routine to free its space (e.g., twointerfaces imported into the embedded language code might define types ofthe same name). Rofreei() specifies the interface name through its thirdargument. The ELROS runtime system remembers this interface name inan internal variable, allowing a subsequent call of rofree() :rofree("type", &variable)

16The first argument is the ELROS type of the variable. Again, notice that thetype is placed within double quotes. The second argument is the address ofthe variable containing heap space to be freed.To illustrate how rofreei() and rofree() might be used, consider thevariable �path� declared above. Assume it has been defined in an interfacewith the name �X_500_DAP_interface�. When the user sets the �len� and�val� fields of path, he normally would allocate space from the heap to holdthe DynamicArray element values. After sending the values, he could freethe space he allocated by calling :rofreei(�RDNSequence�, &path, X_500_DAP_interface);If he subsequently received a value into �path�, after using the values itreferences, he could free the space allocated from the heap by the ELROSruntime system by calling :rofree(�RDNSequence�, &path);Eliminating the interface name is possible because he previously calledrofreei().2.4.2 Defining RecordsELROS also provides a way to define Record types. The ELROS Recordtype constructor syntax is very much like the struct syntax in C :Record { Record-list˚} Record-type-name;All Record type definitions begin with the reserved word Record,followed by a semicolon-separated list of Record element definitions(Record-list) contained within braces and then by the name of the Recordtype (Record-type-name), terminated by a semicolon. The simplest elementdefinition is of the following form :type-nameelement-name;

17Record elements also may be definitions of other Records, Arrays orUnions. By default ELROS represents a Record at the presentation layer asan ASN.1 SET.For example, consider the following ELROS Record type declaration:Record{ObjectIdentifier(20,4) type;DynamicArray Any values;} Attribute;This defines a type with the name "Attribute" consisting of anObjectIdentifier and a DynamicArray of Any values. The ELROSpreprocessor would translate this into the following C typedef:typedefstruct{struct /* ObjectIdentifier */{int size;unsigned long comp[20]} type;struct /* DynamicArray */{unsigned long len;struct any /* Any */{unsigned char *pointer;unsigned long count;unsigned long size;struct any * sig;} val;} values;} Attribute;

182.4.3 Defining UnionsELROS allows the definition of data types that are Unions of other types.A Union type is defined with the Union type constructor :Union {Union-list} Union-type-name;All Union type definitions begin with the reserved word Union, followed bya semicolon-separated list of Union elements (Union-list) contained withinbraces and then by the name of the Union type(Union-type-name),terminated by a semicolon. The simplest element definition is of thefollowing form :type-nameelement-name;Union elements also may be definitions of other Records, Arrays or Unions.ELROS represents a Union at the presentation layer as an ASN.1 CHOICE.Union types in C are non-discriminated. That is, there is no informationavailable at runtime that specifies which element is held within the Union.ELROS Union types, on the other hand, are discriminated, since theremust be a way to identify the valid Union element in order for the ELROSruntime system to encode or decode it properly. Consequently, ELROSUnions map to a C struct with two elements — one the Union specified inthe ELROS Union definition and the other a tag that specifies whichelement is present in the Union.For example consider the following ELROS Union type declaration:Union{AttributeaddAttribute;ObjectIdentifier(10,4)removeAttribute;AttributeaddValues;AttributeremoveValues;} EntryModification;

19ELROS maps this declaration into the following C typedef :typedefstruct{int tag;Union{AttributeaddAttribute;ObjectIdentifier(10,4)remoteAttribute;AttributeaddValues;AttributeremoteValues;} un;} EntryModification;Here the ELROS types "Attribute" and "ObjectIdentifier(10, 4)" are used inthe EntryModification definition, rather than showing their mapping into aC struct, in order to maintain pedagogical clarity.To send a variable of this type to a correspondent, EntryModification.tagmust be set to the number of the Union element present in the C non-discriminated union. Elements are numbered consecutively beginning at 0.So, the Union element addAttribute is element 0, removeAttribute iselement 1, etc. When a Union variable receives information from acorrespondent, the tag is set to the number of the Union element received.2.5 Operation definitionsThere are four operation services in the remote operations standard : 1)invokes, 2) results, 3) errors and 4) rejects. ELROS allows the definition ofoperations from all of these service classes. We only cover invokes, resultsand errors here. The definition and use of rejects is described in chapter 4.The general format for an operation definition in an ELROS interface is:service_class operation_name operation_numberparameter

20The valid values for service_class are : 1) invoke, 2) result, and 3) error.The operation_name may be any valid C identifier and theoperation_number may be either an integer or ObjectIdentifier constant.The parameter is either an ELROS data type defined previously in theinterface or one of the basic ELROS data types10. The parameter field of anoperation definition is optional.For example, to define the operations necessary to read an X.500directory entry, we might use the following interface definitions:invoke ReadOp1ReadArgument;result ReadResultOp 1ReadResult;error AttributeErrorOp 1AttributeErrorParameter;error NameErrorOp 2NameErrorParameter;error ServiceErrorOp3ServiceErrorParameter;error ReferralOp4ReferralErrorParameter;error AbandonedOp 5;error SecurityErrorOp 6SecurityErrorParameter;10 ELROS supports operation definitions with multiple parameters. However, these parameters areenclosed within ASN.1 SETs and so are not compatible with most ISO standard application protocoldefinitions.

21These definitions assume the data types ReadArgument, ReadResult,AttributeErrorParameter, NameErrorParameter, ServiceErrorParameter,ReferralErrorParameter, AbandonedErrorParameter, andSecurityErrorParameter are previously defined in the interfacespecification.2.6 Translating ASN.1 into ELROS data structuresWe are now in a position to illustrate how an ELROS interfacespecification for an ISO Application protocol might appear. We will use anASN.1 fragment from the X.500 recommendations for this purpose. TheASN.1 definitions for this fragment are found in Appendix A. We drawcertain definitions from the fragment and show their correspondingELROS data structures.We have not yet explained how a programmer changes the default rulesused to encode and decode an ELROS data structure into ASN.1. Forexample, an X.500 Attribute type is encoded as an ASN.1 SEQUENCE.However, an Attribute is represented in ELROS as a Record, which bydefault is encoded as an ASN.1 SET. Similarly, each element of theAttribute type has a unique context specific tag, which is not shown in theELROS Record. In chapter 3 we discuss how to annotate the data structurein order to control its encoding rules. For the moment we ignore thisproblem and show the ELROS data structures as if the default rulesproduced the correct encodings.The ReadArgumentType definition shown in Appendix A reads :ReadArgumentType::=SET {object [0] Name,selection [1] EntryInformationSelectionDEFAULT {},[30] ServiceControls DEFAULT {},[29] SecurityParameters DEFAULT {},requestor [28]DistinguishedName OPTIONAL,[27] OperationProgressDEFAULT {notStarted}

22aliasedRDNs [26]INTEGER OPTIONAL,extensions [25] SET OF ExtensionOPTIONAL }The ELROS data structure corresponding to this definition is :Record{Name object;EntryInformationSelection selection;ServiceControls serviceControls;SecurityParameters securityParameters;DistinguishedName requestor;OperationProgress operationProgress;Integer(4) aliasedRDNs;DynamicArray Extension extensions;} ReadArgumentType;Comparing the two definitions, there are several things to note. First, the order inwhich types and element names appear is switched. ASN.1 puts the name of the SETelement first and its type second. ELROS puts the type first and the element namesecond. We chose this ordering for ELROS because it is the same as that used forstruct definitions in C, the host language in which ELROS is embedded.Secondly, none of the ASN.1 information specifying context specific tags,DEFAULTs and OPTIONAL elements is present in the ELROS definition givenabove. The annotations required to specify this information are covered in chapter 3.Thirdly, some of the ASN.1 SET elements are specified only by their types withoutan associated element name. Elements in an ELROS Record definition must be givenan associated name.Finally, when specifying the aliasedRDNs element in the ELROS definition, alength for the Integer is given. The corresponding ASN.1 simply specifies thiselement is an INTEGER, which can be of arbitrary size. The programmer mustdecide a reasonable bound for the range of any basic type used in an interfacedefinition.

23We will examine two elements of ReadArgumentType in order to illustrate otherfactors in building ELROS data structures from ASN.1 specifications. The ASN.1definition of EntryInformationSelection is :EntryInformationSelection::=SET {attributeTypes CHOICE { allAttributes [0] NULL, select [1] SET OF AttributeType˚}DEFAULT allAttributes NULL,InfoTypes [2] INTEGER{attributeTypesOnly (0), attributeTypesAndValues (1)} DEFAULTattributeTypesAndValues }The corresponding ELROS type definition is :Record{Union{NULL allAttributes;DynamicArray AttributeType select;} attributeTypes;Integer(4) InfoTypes;} EntryInformationSelection;This example is notable because it uses an embedded Union definition within theRecord definition corresponding to the CHOICE in the ASN.1 specification.The second element of ReadArgumentType that we will examine isOperationProgress. Its ASN.1 specification is :OperationProgress::=SET {nameResolutionPhase [0]ENUMERATED {notStarted (1),

24proceeding (2),completed (3) },nextRDNToBeResolved [1]INTEGER OPTIONAL }The corresponding ELROS type definition is :Record{Enumerated(1) nameResolutionPhase;Integer(1) nextRDNToBeResolved;} OperationProgress;ReadArgumentType is used in the definition of ReadArgument as follows :ReadArgument::=CHOICE {ReadArgumentType,SEQUENCE {ReadArgumentType,AlgorithmIdentifier,BIT STRING } }This translates to the following ELROS data structure :Union{ReadArgumentType read_argument;Record{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadArgument;

25These data structures are used in chapter 3 to demonstrate how tospecify an ELROS interface used in an implementation of an ISOApplication protocol.2.7 Specifying an ELROS interfaceAs described in section 2.2, an ELROS interface is a set of data structureand operation definitions collected into a named unit. The format of aninterface is :interface interface-name optional-information;type-definitionsoperation-definitionsend;For example, an interface using the data structures we have developedso far might look like :interface X_500_DAP_interface;Record{Union{NULL allAttributes;DynamicArray AttributeType select;} attributeTypes;Integer(4) InfoTypes;} EntryInformationSelection;Record{Ennumerated(1) nameResolutionPhase;Integer(1) nextRDNToBeResolved;} OperationProgress;

26Record{Name object;EntryInformationSelection selection;ServiceControls serviceControls;SecurityParameters securityParameters;DistinguishedName requestor;OperationProgress operationProgress;Integer(4) aliasedRDNs;DynamicArray Extension extensions;} ReadArgumentType;Union{ReadArgumentType readArgument;Record{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadArgument;invoke ReadOp 1ReadArgument;result ReadResultOp 1ReadResult;error AttributeErrorOp 1AttributeErrorParameter;error NameErrorOp 2NameErrorParameter;error ServiceErrorOp 3

27ServiceErrorParameter;error ReferralOp 4ReferralErrorParameter;error AbandonedOp 5;error SecurityErrorOp 6SecurityErrorParameter;endObviously, the interface definition given above is missing a significantportion of its definitions. Most of the data structure definitions for ReadOpare missing as well as all of the data structures for the remainingoperations. Appendix B contains the complete ELROS interfacespecification for the X.500 fragment found in Appendix A.2.8 Using an ELROS interfaceOnce we have defined an interface, we are in a position to write aninvoker and performer that uses its operations. There are two activities thatmust be programmed for invoker-performer interactions: 1) makingcontact between them, and 2) making and handling service requests.Since distributed application components may be engaged in severalinteractions concurrently, there must be some way to discriminate betweenthem. In ELROS we use the notion of a communications instance to do this.Communications instances are much like open files, and communicationsinstance variables are similar to file pointers in that they represent thestate of an on-going interaction. In particular, a communications instancerepresents an active connection between the invoker and performer.Programs are allowed to have many communications instances activeconcurrently and are even allowed to have multiple communicationsinstances to the same invoker or performer concurrently active.A communications instance variable is declared with the controlreserved word. For example the following ELROS statement declares two

28instance variables (to economize writing style, we often refer tocommunications instance variables simply as instance variables), inst1and inst2 :control(X_500_DAP_interface) inst1, inst2;Notice in the instance variable declaration we have placed the word"X_500_DAP_interface" in parentheses after the reserved word control.This is the name of the interface that includes the definitions of operationsthat will be used over the instance.Since the ELROS preprocessor must be able to read and process thisinterface, we must tell it the name of the file in which the interface islocated. This is called importing the interface and we do this with aninclude statement11. Suppose the interface "X_500_DAP_interface" isstored in the file "~/dist/interfaces/X_500_DAP_fragment.i". This interfaceis made known to the ELROS preprocessor by including in the embeddedlanguage program the statement :#include "~/dist/interfaces/X_500_DAP_fragment.i"The include statement must appear before the declaration of any instancesthat use the X_500_DAP_ interface.The include statement and instance declaration are the first statementswe have described that are inserted by the programmer into C programsdirectly, rather than appearing in interface specifications. Interfacespecifications usually are located and maintained in files separate fromthose containing the ELROS embedded language programs in order toshare them between different programs. 2.8.1 Writing the invoker11 It is possible to place an interface specification in the same file as, and textually preceding, anembedded language program. However, this is not recommended, since doing so would require theprogrammer to maintain at least two copies of the interface specification, one in the invoker programand the other in the performer program.

29Once we have imported the appropriate interface and declared aninstance variable associated with it, we are in a position to program theinteractions between an invoker and performer. In ELROS a componentuses the bind_addr statement to contact a correspondent. bind_addr takesfour arguments : 1) an instance variable, 2) rules, 3) a pointer to an addressstructure, and 4) a timeout value. The instance variable is the outputparameter of bind_addr, being set to a value that can be used by otherELROS statements (much like a file pointer is initialized by an fopen call).The rules argument is an enum type with only two choices at present,asn_1_ber and asn_1_ler. The timeout value is used to timeout both ELROSstatements that block (including bind_addr statements) as well as theunderlying communication routines in the ELROS runtime system.The address structure argument contains information that identifiesthe performer. It has the following general format:struct address{bind_platform platform; /* isode, puresockets */bind_role role; /* initiator, responder */union{struct{...} isode_addr;struct{...} puresocket_addr;} un;};This structure is available as a typedef with the identifier bind_address.(NB: not all elements of the address structure are shown above.

30Consequently, application programs should always use the bind_addresstypedef when declaring address structures).The address structure argument must be filled in by the invoker orperformer before calling bind_addr. To ease the programming chore thisimposes, platform dependent routines are provided that initialize theaddress structure and fill in the appropriate content. For the ISODEplatform this routine is init_isode_addr(&addr, role, <address_string>).The first argument is a pointer to the address structure. The secondargument specifies the role the component is taking in interactions over thecommunications instance12. In the case of an invoker, this role isinitiator13. The third argument is a string in one of two formats. When theprogrammer wishes to specify only the IP address and port (i.e., theprogrammer is willing to use the default transport, session andpresentation selectors14), the string consists of the substring �Internet=�followed by the dotted IP address, a "+" character and a port value.Init_isode_addr fills in the IP address and port into the appropriateposition in the ISODE address structure and sets the transport, session andpresentation selectors to the default values.The second format allows the programmer to specify presentation,session and transport selectors. Each selector is represented by a �#�character followed by a decimal value, which must be in the range 0 to65,535. The presentation selector is given first, followed by the sessionselector and then the transport selector. The presentation and sessionselectors are optional. Following the selector field(s) are the IP address andport values, which are separated by a �+� character and preceded by thestring �Internet=�. The selector fields are delimited by a �/� character,which also separates the transport selector field from the IP address andport field. For example, the string �#0/#0/#521/Internet=12 The �role� argument is of type �bind_role�, which is an enum with constants �initiator� and�responder�.13 Actually, this is not necessarily true. ELROS makes no restriction on which correspondent may be aninitiator and which a responder. However, in most applications the invoker is the inititator and theperformer is the responder. Both �initiator� and �responder� are values of an enumeration.14 The default transport selector is 1024, the default session selector is 0, and the default presentationselector is 0.

31134.8.20.12+17003� represents an ISODE address with zero presentation andsession selectors, a transport selector of 521, an IP address of 134.8.20.12and a port of 17003.To illustrate how init_isode_addr() would be used in a program,consider an invoker that contacts a performer implementing the ReadOpoperation shown above. If the invoker and performer interact using theISODE communications platform and the performer is at IP address134.8.20.12 and port 17003, the invoker code to contact the performer wouldlook something like the following (assuming a timeout value of 10 seconds) :#include "~/dist/interfaces/X_500_DAP_fragment.i"control(X_500_DAP_interface) X_500_performer;bind_address addr;init_isode_addr(&addr, initiator, "Internet=134.8.20.12+17003");bind_addr(X_500_performer, asn_1_ber, &addr, 10);Once a communications instance is bound by executing bind_addr, itcan be used by the invoker to request a ReadOp operation with the ELROSgive statement, which has the following form :give instance-variable C-statement The give statement begins with the reserved word give, followed by aninstance variable and then by a C language statement (which may be acompound statement and include other ELROS embedded languagedeclarations and executable statements). To send an operation to theperformer, the programmer embeds a reference to it in the C statement,giving within parentheses an expression for its parameter. For example,sending the ReadOp operation to an X.500 performer could be accomplishedwith the following embedded ELROS code :ReadArgument read_arg;

32/* fill in read_arg */..give X_500_performer{ReadOp(read_arg);}In this simple example, only one operation appears within the givestatement. However, it is possible to batch remote operations in a singlepresentation protocol data unit (PPDU) by including multiple operationreferences in a single give statement. Each reference to an operation thatoccurs within the context of a give statement is placed in a separatepresentation data value (PDV) of the PPDU. The PPDU is sent when controlpasses from the give statement.Operation references that occur within a loop or another controlstructure embedded within the give statement cause the creation of a newPDV each time the operation reference is executed. This provides theprogrammer with a tool to optimize communications performance when aseries of operations are sent to the performer before a result is required.To receive the results of an operation, an invoker uses the acceptstatement, which has the following form :accept instance-variable{on operation1(parameter1)C-statement1on operation2(parameter2)C-statement2...on operation(parameter)C-statementn}

33The accept statement is tied to a particular communications instance bythe instance variable given immediately following the accept reserved word.Following the instance variable and contained within opening and closingcurly braces is a series of on-clauses, each of which starts with the reservedword on, that specify an operation (in this case a result operation) in theinterface to which the instance variable is tied by its declaration. Theoperation specified in each on-clause takes a parameter, which specifiesthe variable into which the ELROS runtime system stores the valuecommunicated by the correspondent. Note there is no punctuation markfollowing the line containing the reserved word on, the operation and itsassociated parameter. In this way the syntax of an accept statement differsfrom that of a switch statement, which terminates the case statement witha colon. The C-statement following each operation specification can be anygeneral C language statement, including a compound statement. It maycontain not only C programming constructs, but also other ELROSembedded language statements, including declarations, bind_addrstatements, accept statements, and give statements.When the accept statement is executed, the program blocks waiting foran operation to arrive over the interface. When an operation is received,control passes to the appropriate on-clause. Control passes out of the acceptstatement if an operation doesn’t arrive within the timeout period specifiedin the bind_addr call. This error condition can be detected using theexceptions clause described in chapter 4.After sending the ReadOp operation to the performer and obtaining theresults, the invoker should let the performer know that no more operationswill arrive over the communications instance (this is like closing an openfile). Consequently, the invoker should unbind the instance with the ELROSunbind primitive before proceeding. Unbind takes one argument, a boundinstance variable, e.g.,.unbind(X_500_performer);The complete program that contacts an X.500 performer, reads an X.500entry and unbinds the communications instance is :/* import the X_500 interface */

34#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variables and operationparameters */control(X_500_DAP_interface) X_500_performer;bind_address addr;ReadArgument read_argument;ReadResult read_result;/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, initiator, "Internet=134.8.20.12+17003");/* establish communications with the performer */bind_addr(X_500_performer, asn_1_ber, &addr, 10);/* fill in read_arg */.../* make a read request of the performer */give X_500_performer{ReadOp(read_argument);}/* wait for the read_result */accept X_500_performer{on ReadResultOp(read_result)

35/* process the read_result */...}/* unbind the communications instance */unbind(X_500_performer);2.8.2 Writing the performerA component acting in the role of a performer waits to be contacted by aninvoker and then carries out the operations the invoker requests.Performers wait for contact by executing bind_addr, specifying the role ofresponder. As with an invoker, the performer must first initialize anaddress structure. For example, the following code would be typical for theX_500 performer used by the invoker described above :/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variables and operationparameters */control(X_500_DAP_interface) X_500_performer;bind_address addr;ReadArgument read_argument;ReadResult read_result;/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, responder, "Internet=134.8.20.12+17003");

36/* establish communications with the invoker */bind_addr(X_500_invoker, asn_1_ber, &addr, 10);Note that this program fragment is very similar to that executed by theinvoker, except �init_isode_addr� is called with its role parameter set to"responder". Since the address structure role specifies responder,bind_addr will block waiting for contact from an initiator specifying thisaddress.Once contact is made with an invoker, the performer accepts servicerequests, carries out the activity to satisfy them and returns any results ofthe requests to the invoker. Normally, a performer supports more than oneoperation; although, in our simple example this is not so. Consequently, theperformer must first determine which of its operations the invoker isinvoking. The performer uses an accept statement to accomplish this.When the accept statement is executed, the program blocks waiting foran operation to arrive over the instance. When an operation is received,control passes to the appropriate on-clause.For example, the code to implement an X_500 performer might look like :/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variables and operationparameters */control(X_500_DAP_interface) X_500_invoker;bind_address addr;ReadArgument read_argument;ReadResult read_result;/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, responder, "Internet=134.8.20.12+17003");

37/* establish communications with the invoker */bind_addr(X_500_invoker, asn_1_ber, &addr, 10);/* obtain a ReadOp request and service it */accept X_500_invoker{on ReadOp(read_argument){/* call the subroutine that performs a read on the X_500database */read_database(&read_result, &read_argument);/* return the read result to the invoker */give X_500_invoker{ReadResultOp(read_result);}}}/* unbind the communications instance */unbind(X_500_invoker);There are two notable things about this program fragment. First there isa distinct symmetry between the invoker and performer code. Theinit_isode_addr call is the same, except the invoker specifies a role ofinitiator, while the performer specifies a role of responder. The invokercontains invoke operations in a give statement that the performer accepts inon-clauses of an accept statement. Similarly, the performer contains resultoperations in a give statement that the invoker accepts in on-clauses of anaccept statement.

38Secondly, this program will accept exactly one operation and thenterminate. In order to write a performer that potentially accepts more thanone operation over a bound communications instance, the accept statementmust be placed within a loop.2.8.3 On DoneThe invoker and performer developed in the previous sections have asignificant deficiency. The invoker contacts the performer, reads an X.500database entry, unbinds the communications instance and continuescomputing. The performer waits for a ReadOp request to arrive, accessesthe indicated entry, returns the results read and then terminates. Thisstrategy is not going to work well if the invoker wishes to read more thanone entry. The strategy is also deficient if the performer interacts with morethan one invoker.The obvious solution to this problem is to program the invoker so itexecutes calls to the performer in a loop. The performer can also beprogrammed to wait for contact from an invoker and then loop servicingnew ReadOp requests. The invoker program fragment that does this lookslike :/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variables and operationparameters */control(X_500_DAP_interface) X_500_performer;bind_address addr;ReadArgument read_argument;ReadResult read_result;/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, initiator, "Internet=134.8.20.12+17003");

39/* establish communications with the performer */bind_addr(X_500_performer, asn_1_ber, &addr, 10);/* make 8 read requests of the performer */for(i=0; i<8; i++){/* fill in read_arg */.../* make the next read request of the performer */give X_500_performer{ReadOp(read_argument);}/* wait for the read_result */accept X_500_performer{on ReadResultOp(read_result)/* process the read_result */...}}/* unbind the communications instance */

40unbind(X_500_performer);<remainder of program>Writing the performer program fragment is a little more problematical,since, as yet, we have not described a way for the performer to discoverwhen the invoker is finished with the communications instance (i.e., whenthe invoker executes an unbind). ELROS provides a mechanism for theperformer to discover this, which is also used by both invokers andperformers to react to errors. We concentrate here on how a performer isinformed when an invoker unbinds an instance.ELROS allows the attachment of an exceptions clause to many of itsexecutable statements, including the accept statement. The exceptionsclause begins with the reserved word exceptions and is followed by a set ofon-clauses (much like the structure of an accept statement) that specifycertain exceptional termination conditions, each followed by a (possiblycompound) statement to execute when those conditions occur. The "done"condition represents an unbind by a correspondent (this condition isspecified by the reserved word on followed by the reserved word done).When the performer executes an accept statement with an attachedexceptions clause containing a done on-clause and the invoker executes anunbind, control in the performer passes to the code immediately after the ondone reserved words. For example, suppose we attached the followingexceptions clause to the accept statement in the X_500 performer :accept X_500_invoker{on ReadOp(read_argument){/* call the subroutine that performs a read on the X_500database */read_database(&read_result, &read_argument);/* return the read result to the invoker */

41give X_500_invoker{ReadResultOp(read_result);}}}exceptions{on doneunbind(X_500_invoker);}When the invoker unbinds the communications instance, control in theperformer passes from the accept statement to the done on-clause withinthe exceptions clause, causing the performer to unbind its instancevariable.This still doesn’t allow the performer to handle more than one ReadOprequest in a single execution. The accept statement is not a loopingstatement. It executes once, either branching to the ReadOp on-clause, tothe done on-clause or timing out. To accept more than one ReadOp request,the accept statement must be placed in either a for or a while loop. Using awhile loop, the complete performer program fragment is :#define FALSE 0#define TRUE 1short bound;/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variables and operationparameters */control(X_500_DAP_interface) X_500_invoker;

42bind_address addr;ReadArgument read_argument;ReadResult read_result;/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, responder, "Internet=134.8.20.12+17003");/* establish communications with the invoker */bind_addr(X_500_invoker, asn_1_ber, &addr, 10);/* obtain the ReadOp requests and service them. When the invoker unbinds,unbind the communications instance and exit the while loop */bound = TRUE;while(bound){accept X_500_invoker{on ReadOp(read_argument){/* call the subroutine that performs a read on the X_500database */read_database(&read_result, &read_argument);/* return the read result to the invoker */give X_500_invoker{ReadResultOp(read_result);}}}

43exceptions{on done{unbind(X_500_invoker);bound = FALSE;}}}The details of the while loop may bother some programmers concernedwith good programming style. They might suggest using a break statementwithin the done on-clause to exit the while loop. This would be a graveerror. The ELROS preprocessor translates accept statements andexceptions clauses into switch statements. Consequently, the use of breakwithin these statements is dangerous. Break may only be used to re-routecontrol within a C language statement embedded in an ELROS statement(e.g., within a while loop embedded in the C language statement part of anon-clause). Break must never be used to re-route control outside of an acceptstatement or on-clause.2.9 Advanced data structure techniquesELROS supports a number of advanced features for programmers whorequire sophisticated data structures. In particular, ELROS supportsrecursive data structures, the use of nested type definitions (i.e.,anonymous types), forward referencing of certain kinds of type definitions,the use of indefinite length variables, and heap space managementroutines to support recursive data structures, DynamicArrays, andindefinite length variables.2.9.1 Recursion in Records and UnionsMost ISO Application protocol specifications utilize the capability ofASN.1 to define recursive data structures. Since one of the design goals ofELROS is to support ISO protocol implementations, the interface definition

44language allows recursive references within Record and Union datastructures and as the element type of a DynamicArray. A recursivereference may appear nowhere else. Furthermore, the type beingreferenced must be either a Record or Union. Recursive references may benested arbitrarily deep.To define a recursive data structure, its identifier is used within itsdefinition. For example, when specifying the SearchArgument for an X.500Search operation, the programmer provides a filter data structure thatcontrols the search activity. The filter data structure is defined in ASN.1 as:Filter::=CHOICE {item[0]FilterItem,and[1]SET OF Filter,or[2]SET OF Filter,not[3]Filter }Note the reference to Filter in the �and�, �or� and �not� components of Filter.Also note that Filter is referenced as a CHOICE item (i.e., as the type of�not�) and as the element type of a SET OF constructor (i.e., within the typedefinitions for the �and� and the �or� components).A recursive reference in ELROS is specified in one of two ways. If theidentifier is used as the type of a Record or Union component, the recursivereference is indicated by appending the characters �(*)� to the typeidentifier. If the identifier is used as the element type of a DynamicArraythat defines a Record or Union component type, these characters are notappended.The difference in syntax exists because a recursive reference occurringas the type of a Record or Union component generates a struct pointer in thecorresponding C data structure. However, a recursive reference occurringas the element type of a DynamicArray generates a struct pointer as thetype of the �val� field within the struct corresponding to the DynamicArray.Consequently, recursive references within DynamicArray definitions donot cause any change in the architecture of the data structure (i.e., the �val�field is a pointer whether or not the DynamicArray element type isrecursive.

45The ELROS data structure that corresponds to the ASN.1 definition ofFilter (assuming FilterItem is already defined) is :Union{FilterItem <context 0> item;DynamicArray <context 1 set> Filter and;DynamicArray <context 2 set> Filter or;Filter <context 3> (*)not;} Filter;Note that the recursive references to Filter occurring as the element type ofthe �and� and �or� DynamicArrays do not have the characters �(*)� suffixed,while the recursive reference that specifies the type of the �not� componentdoes suffix these characters.The ELROS preprocessor translates recursive references within anELROS data structure to a pointer to the recursive type within thecorresponding C struct or union. For example, the C data structurecorresponding to the Filter definition (simplified somewhat for pedagogicalreasons) is :struct Filter{int tag;union{FilterItem item;struct{unsigned long len;struct Filter *val;} and;struct{unsigned long len;struct Filter *val;

46} or;struct Filter * not;} un;} Filter;The use of variables of a recursive type follows the model forDynamicArrays. That is, when they are received, the ELROS generatedcode allocates space to accept all of the data transmitted and placesreferences to that space at the appropriate components within the variable.For example, when a variable of type Filter is received, the ELROSgenerated code allocates space to accept the recursive value and then placesthe appropriate references in the components �and�, �or� or �not�.2.9.2 Anonymous types and DynamicArraysIt is sometimes desirable to include the definition of a type within thebody of another type definition. For example, sometimes a Record is neededwithin a type, the Record is small (say, two or three components) and isused nowhere else. In this case it is convenient to simply embed the Recorddefinition within the encapsulating type definition.When a type is defined within another type, it cannot be referenced byname, since there is no provision in the ELROS data structure definitionlanguage for naming the internal type. Consequently, such types are said tobe anonymous.Normally, there is no problem with using anonymous types. Referencesto their components are made through references to components of theencapsulating type. However, one situation does occur in whichanonymous types pose a problem, i.e., when the element type of aDynamicArray is anonymous.The problem occurs when a programmer needs to allocate space for theDynamicArray using malloc(). Since the element type is anonymous, thereis no type name that the programmer can use to cast the pointer returnedby malloc(), nor is there a type name to provide as the argument to sizeof() tocompute the size of the DynamicArray in bytes.To illustrate this problem consider the following two type definitions :

47Record{Integer(4) i;Boolean(1) b;} InternalType;DynamicArray InternalType array1;DynamicArray Record { Integer(4) i; Boolean(1) b;} array2;When allocating space for a variable of type array1, the programmer canuse the identifier �InternalType� both as the cast type as well as theargument to sizeof(). However, such an identifier is unavailable forallocating space for array2. To be specific, the following code allocates 10elements of the variable �a1� :array1 a1;a1.len = 10;a1.val = (InternalType *) malloc(sizeof(InternalType) * 10);However, no corresponding code can be written for a variable of type array2.This suggests that programmers should normally avoid the use ofanonymous types in DynamicArray definitions.2.9.3 Indirect type references

48Consider the implementation of an n-ary tree, where �n� is unbounded.Each node in the tree contains references to �i� direct descendants as wellas a datum associated with the node. Assume the datum is a characterstring.One way to implement this data structure is to use a forward typereference. For example, the following ELROS defintions implement an n-ary tree :DynamicArray Node Nodes;Record{PrintableString(*) data;Nodes subtree;} Node;Notice that a forward reference uses exactly the same syntax as arecursive reference (which is just a special case of a forward reference).Futhermore, the forward reference generates a struct pointer as the type ofthe �val� field, as does a recursive reference. For example, the C typedefproduced by the ELROS preprocessor from the �Node� and �Nodes� typedefinitions are :typedef struct Nodes{unsigned long len;struct Node *val;} Nodes;typedef struct Node{char * data;Nodes subtree;} Node;ELROS allows forward type references only in certain cases. The typebeing forward referenced must be either a Record or a Union. Also, the

49forward reference may occur only as a component of a Record or Union oras the element type of a DynamicArray.Forward type references occurring as Record or Union componentdefinitions use the �(*)� suffix, as for recursive references. For example, thefollowing alternate definition of EntryInformationSelection is acceptable :Record{AttributesUnion(*) attributeTypes;Integer(4) InfoTypes;} EntryInformationSelection;Union{NULL allAttributes;DynamicArray AttributeType select;} AttributesUnion;The C typedefs corresponding to these ELROS defintions (again simplifiedsomewhat for pedagogical reasons) would be :typedefstruct EntryInformationSelection{struct AttributesUnion * attributeTypes;int InfoTypes;} EntryInformationSelection;typedefstruct AttributesUnion{int tag;union{NULL allAttributes;struct select{unsigned long len;

50AttributeType *val;} select;} un;} AttributesUnion;So that data structures can be moved within an interface definitionwithout generating a syntactic error, the �(*)� notation also may be used tobackward reference a type. As with a forward reference, the ELROSpreprocessor translates a type reference postfixed by �(*)� as a structpointer. Backward references are restricted in the same manner asforward references. That is, the type being backward referenced must beeither a Record or a Union and the backward reference may occur only as acomponent of a Record or Union.Generically, forward and backward references using the �(*)� notationor forward references within DynamicArray element type definitions, arecalled indirect references. An indirect reference possesses the followingcharacteristics.When used as the element type of a DynamicArray, they are translatedas a struct pointer rather than as a pointer to the referenced type. Whenused as the component of a Record or Union, they are translated as a structpointer rather than as a type expanded inline. Indirect references inRecord or Union fields are never treated as arrays. That is, the ELROSgenerated code will send or receive one element of the type when the pointeris non-NULL and will not send any value at all when the pointer is NULL.The ELROS preprocessor generates free routines for all indirectreferences that are freeable. Indirect references may be annotated in thesame way as normal references to control free routine generation (seesection 2.9.5).

512.9.4 The behavior of string type variables in give and accept statementsIn most scientific work the use of definite length string types, i.e., thosethat specify an integer value in parentheses after the base type name, issufficient when writing distributed applications. However, whenprogramming applications that implement ISO protocol specifications(e.g., X.500), there are situations in which the programmer must use theindefinite length form. Indefinite length string variables, i.e., those whosetype is one of the indefinite length string types, behave somewhat differentlyin give and accept statements than their definite length cognates15.When a definite length BitString, OctetString, ObjectIdentifier, orLenTerm character string variable is given as the parameter to anoperation in the on-clause of a give statement, the ELROS generated codetransmits as many bits, octets, components, or characters as the �len� fieldindicates. If the variable is one of the 4 NULTerm character string˚types,the ELROS generated code transmits characters from the string until aNUL character is encountered. If a NUL character is not encountered inprocessing the n+1 characters of the array, an exception is generated.When using an indefinite length variable as the parameter to anoperation in the on-clause of a give statement, the programmer mustensure that the relevant pointer references memory holding the variable�svalue. This can be either the address of a local variable or the address ofmemory allocated from the heap. Furthermore, the �len� field of aBitString, OctetString, ObjectIdentifier or LenTerm character stringvariable must be set to the number of elements to be sent.When a definite length BitString, OctetString, ObjectIdentifier orLenTerm character string variable is given as the parameter to anoperation in the on-clause of an accept statement, the ELROS generatedcode stores the bits, octets, components, or characters received into thevariable�s �val� array and sets the �len� field to the number received. Ifmore than bits, octets, components or characters are received, an exceptionis generated. If the variable is one of the NULTerm character string˚types,the ELROS generated code stores characters into the variable until either15 While we concentrate on the give and accept statments here, these comments also apply to theencode and decode statements described in section V.

52all of the received characters are stored, at which point the generated codeterminates the string with a NUL character, or the number of charactersexceeds the number given in the type declaration. In the latter case, theELROS generated code raises an exception.When the programmer uses an indefinite length variable (either aBitString, OctetString, ObjectIdentifier or any character string type) as theparameter to an operation in the on-clause of an accept statement, theELROS generated code allocates space from the heap to hold the valuereceived and updates the variable�s pointer to reference the allocated space.Consequently, any value previously in the variable�s pointer component islost after the accept statement completes. If the variable is a NULTermcharacter string type, the generated code stores a NUL character at the endof the received value.2.9.5 Freeing space allocated within recursive data structures andindefinite string typesAs described in section 2.4.1, the ELROS preprocessor generatesroutines that free any space allocated either by the programmer or by theELROS generated code and referenced by the �val� field of a DynamicArray.These routines are generated for each DynamicArray type as well as for alltypes containing one or more DynamicArrays.The ELROS preprocessor also generates free routines for recursivetypes, for indefinite length string types and for types containing these types.These routines are accessed through the rofreei() and rofree() routinesdescribed in section 2.4.1.For example, suppose a program declares a variable of type ListResult,allocates space for all embedded components of type ListResult (i.e., those inthe unsignedListResult components), and then uses the variable. After itslast use the programmer should write a call to rofreei() to free the spacereferenced within its parts. That is, the following call should be made(assuming the ListResult variable is called �list_result� and the ListResulttype occurs in the interface �X_500_DAP_interface�) :rofreei(�ListResult�, &list_result, X_500_DAP_interface);

53This call will free all allocated space associated with the variablelist_result, including all space recursively referenced by the�uncorrelatedListInfo� components as well as any other DynamicArraysthat contain allocated space (e.g., the �subordinates� component), alsorecursively.A free routine will attempt to free all DynamicArrays, indefinite lengthstrings and recursive data structures contained within the variablespecified. However, there are situations when this can cause problems. Forexample, if the programmer has stored the address of a local variable (i.e.,one allocated on the stack, not on the heap) in the pointer component of afreeable data structure, the free routine will attempt to return that space tothe heap by calling �free()�. This will result in a system error that typicallyterminates the program.Normally, ELROS generates a free routine for all types that are orcontain DynamicArrays, indefinite length strings and recursive datastructures. However, the programmer can annotate data structures so thata free routine will not be generated. This technique is covered in detail insection 3.6.Free routines called through rofree() and rofreei() cannot be used to freespace referenced through user specified C pointers. For example, supposethe programmer declares :ListResult *list_result_pointer;Since this variable is a C pointer to a ListResult type value, the programmermust allocate the space for this value by calling malloc(), e.g.,list_result_pointer = (ListResult *) malloc(sizeof(ListResult));A subsequent call to rofreei() does not free this space. That is, the followingcall leaves the space referenced by �list_result_pointer� allocated, whilefreeing all space referenced �within� the ListResult value :rofreei(�ListResult�, list_result_pointer, X_500_DAP_interface);

54III.ControllingASN.1EncodingRulesThe mapping of ELROS data structures into ASN.1 uses defaultencoding rules unless these defaults are overridden by the programmer.This is accomplished by annotating the data structure definitions in anELROS interface. The annotations allow complete control over the ASN.1generated by the embedded code.ELROS annotations are always enclosed in angle brackets. They areinserted at various points in the data structure definition, usually followinga reserved word, and are treated as part of the typing information.Consequently, two ELROS data structure definitions that are identicalexcept for their encoding annotations are not type equivalent.3.1 Controlling the tag of an ELROS typeAny of the basic types may be annotated with tag values that overridetheir default encoding. The annotations include the following possibilities :application integercontext integerprivate integeruniversal integer implicitapplication integer implicitcontext integer implicitprivate integer implicitTag value annotations are given in angle brackets following the name of thebasic type. The integer following the tag class specifies the number of thetag.For example, there are two useful type definitions given in the ASN.1specification that are not ELROS basic types : 1) Generalized Time and 2)Universal Time. Using the annotation feature of ELROS these definitionsare made as follows :VisibleString(16) <universal 24 implicit> GeneralizedTimeVisibleString(16) <universal 23 implicit> UTCTime

55These specifications, when included in an interface definition, definetwo types, GeneralizedTime and UTCTime, that can be used subsequentlyeither as elements in further data structure definitions or to definevariables of these types in embedded language programs.The programmer should use universal implicit with great care toensure the compatibility of ELROS data structure encoding with otherASN.1 implementations. In particular, universal class numbers in therange 1-27 should not be used since they are the standard values used forthe basic ASN.1 types.ASN.1 allows type definitions to have a string of tag values precedingtheir length and value fields. We support these types in ELROS by allowinga string of class definitions to appear in angle brackets.For example, suppose we needed a private type, call it TimeStamp, thatmapped directly to UTCTime. It could be defined in two ways :UTCTime <private 1> TimeStamporVisibleString(16) <private 1 universal 23 implicit> TimeStampThe first definition makes use of a UTCTime definition that must appearpreviously in the interface specification. The second definition defines theTimeStamp type directly from the predefined ELROS types.The definition of TimeStamp given above results in an encodingconsisting of two tags, "private 1" and "universal 23 implicit". Either of thetwo following definitions eliminates the universal 23 tag in the typeencoding :UTCTime <private 1 implicit> TimeStamporVisibleString(16) <private 1 implicit universal 23 implicit> TimeStampThe second definition, while legal, is exactly equivalent to :VisibleString(16) <private 1 implicit> TimeStamp

56A series of contiguous implicit tags collapses to the first. Although we showonly two tags in this example, ELROS places no restriction on the numberof tags that may appear in the string inside the annotating angle brackets.3.2 Controlling Record element tagsProgrammers control Record element tag encodings as they control thetag encodings of ELROS types. Following the type of a Record element anoptional angle bracket annotation specifies its encoding. For example,consider the ReadArgumentType data structure defined in section 2.6.Each element of the Record requires a context specific tag to discriminate itfrom the other elements. Using the ASN.1 definition shown in the samesection (as well as in Appendix A), the properly annotated ELROS datastructure would be :Record <noautotag>{Name <context 0> object;EntryInformationSelection <context 1> selection;ServiceControls <context 30> serviceControls;SecurityParameters <context 29> securityParameters;DistinguishedName <context 28> requestor;OperationProgress <context 27> operationProgress;Integer(4) <context 26> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;When a ReadArgumentType variable is encoded and decoded, the contextspecific tags given in the type definition control the ASN.1 generated andparsed by the ELROS runtime system.There is another aspect of this example that requires discussion, i.e.,the noautotag annotation that appears after the reserved word Record. Bydefault ELROS tags each Record element with a context specific tag so thatit is guaranteed that each element type is unique. These tags begin at 0 andproceed sequentially by 1. That is, the first context specific tag is 0, the nextis 1, the next 2, and so forth.

57Using autotagging simplifies the ELROS preprocessor generated code,but interferes with manually tagging Record elements. In particular,unless the noautotag annotation is used after the Record reserved word, theELROS preprocessor will generate an error if element tagging isspecified16.Since ASN.1 specifications normally give context specific tags thatuniquely discriminate between SET elements, ISO protocolimplementations generally will always require noautotagging. For theconvenience of ISO protocol implementers, ELROS allows the programmerto chose the default (i.e., either noautotag or autotag) when an interface isspecified. This default applies for all types defined within the interfacespecification. The default selection is an optional field on the interfaceidentification statement. If it is not present, the default is autotag. Thesyntax of the interface identification statement is :interface interface-name [autotag | noautotag];The square brackets are not part of the identification line, rather they showthat the default selection reserved words are optional.Since the topic of this tutorial is programming ISO protocols withELROS, we assume the programmer has chosen noautotagging in theinterface definition statement in all subsequent definitions of ELROS datastructures (except briefly, when we discuss Unions).3.3 Optional and default values of Record elementsASN.1 supports SET and SEQUENCE OPTIONAL elements as well asDEFAULT values. When an element is optional, it need not be sent to the16 The reader may wonder why we chose autotagging as the default when it would seem thatnoautotagging would be a better choice. Our decision derives from the fact that those who funded thedevelopment of ELROS are interested in scientific rather than system programming. Scientificprogrammers have little or no interest in how the data is encoded (unless the data encoding strategyaffects performance). They are much more interested in the convenience of the programminginterface. Since scientific programmers want records to be properly sent and received without thinkingabout the uniqueness of their element types, we chose autotagging as the default.

58correspondent. If an element has a default value, it must not be sentwhenever its value is the default. When a correspondent receives a SET orSEQUENCE missing an element with a default value, the ELROS generatedcode sets the corresponding data structure entry to the default.ELROS supports optional elements and default values with datastructure annotations. Within the optional angle brackets that follow theelement type, the programmer may indicate two properties in addition tothe tag encoding information. The reserved word null is used to specifyvalues of the element that should not be sent to the correspondent. This isachieved in one of two ways.If the element is one of the basic ASN.1 types, a constant value of thattype may follow the reserved word null. This annotation directs the ELROSruntime system to compare the value of the element with the constantbefore it is encoded. If they are equal, the element is not sent to thecorrespondent. The grammar that specifies how to form a constant of anELROS basic type is given in appendix C.For example, the aliasedRDNs element of ReadArgumentType isoptional, according to its formal ASN.1 definition. Suppose theprogrammer decides not to send this element, which is of type Integer,whenever it equals 0. The annotated Record definition that accomplishesthis is :Record{Name <context 0> object;EntryInformationSelection <context 1> selection;ServiceControls <context 30> serviceControls;SecurityParameters <context 29> securityParameters;DistinguishedName <context 28> requestor;OperationProgress <context 27> operationProgress;Integer(4) <context 26 null 0> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;The second method of indicating values of an element that should not besent to a correspondent uses the reserved word null without following it

59with a constant. The ELROS preprocessor generates a flag element withinthe corresponding C struct typedef that controls whether the element is tobe sent. This flag is named _˚_element-name_absent, where element-nameis the name of the element. Below we refer to this as the �absent flag� for theelement.For example, the "requestor" element of ReadArgumentType is optional,according to its ASN.1 definition. However, since it is not an ELROS basictype17, there is no way to express a constant value that indicates when itshould not be sent. Using the null reserved word without a constant valuein the element annotations directs the ELROS preprocessor to generate theelement, _˚_requestor_absent, in the equivalent C struct typedef. Inparticular the specification :Record{Name <context 0> object;EntryInformationSelection <context 1> selection;ServiceControls <context 30> serviceControls;SecurityParameters <context 29> securityParameters;DistinguishedName <context 28 null> requestor;OperationProgress <context 27> operationProgress;Integer(4) <context 26 null 0> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;generates the typedef18 :struct{Name object;EntryInformationSelection selection;17 Eventhough the example shown here is for a non-basic ELROS type, this method is applicable to anytype including the basic ones.18 For pedagogical clarity, we have not shown the ELROS types expanded to their corresponding Cdefinitions.

60ServiceControls serviceControls;SecurityParameters securityParameters;DistinguishedName requestor;int _˚_requestor_absent;OperationProgress operationProgress;Integer(4) aliasedRDNs;DynamicArray Extension extensions;} ReadArgumentType;When the field _˚_requestor_absent equals 0, "requestor" is sent to thecorrespondent. When _˚_requestor_absent equals 1, "requestor" is not sent.ELROS also supports a default annotation that gives the value a receivershould use if a Record element is not received. This value is expressed bythe reserved word default followed by a constant of one of the basic types (seeAppendix C for a grammar of these constants). For example, the X.500element EntryInformationSelection maps into the following ELROS datastructure definition :Record{Union{NULL allAttributes;DynamicArray AttributeType select;} attributeTypes;Integer(4) InfoTypes;} EntryInformationSelection;The Record element InfoTypes defaults to 1. The annotation specifyingthis default is :Record{Union{NULL allAttributes;

61DynamicArray AttributeType select;} attributeTypes;Integer(4) <null default 1> InfoTypes;} EntryInformationSelection;Note that the annotation specifies not only a default value, but also a nullindication (in this case a null generating an �absent flag� for the element).ELROS requires a Record element with a default to be annotated with eitherof the two kinds of null. This is necessary so the ELROS runtime system ofthe sending correspondent can determine when to send the element value.Whenever the receiving correspondent detects the absence of a Recordelement, it sets the corresponding C struct element to the default value. Notice that the programmer cannot specify a default value unless theelement is one of the basic types. Elements that are not a basic type thathave default values must be handled differently. In particular theprogrammer must initialize the element to the default value before it isused in an accept statement. If the ELROS runtime system does not receivea value for that Record element, it does not disturb the value that is alreadythere. Consequently, a Record element treated in this way retains thedefault value to which it was set prior to its use in the accept statement.Furthermore, if an element has the null annotation and no value isreceived for it when it is used in an accept statement, its absent flag is set to1.For example, the ReadArgumentType element "operation_progress"defaults to a singleton set consisting of the enumerated value "notStarted".The ASN.1 definition for the type OperationProgress is :OperationProgress::=SET {nameResolutionPhase [0]ENUMERATED {notStarted (1),proceeding (2),completed (3) },nextRDNToBeResolved [1]INTEGER OPTIONAL }

62This maps to the ELROS Record :Record{Enumerated(1) nameResolutionPhase;Integer(1) nextRDNToBeResolved;} OperationProgress; In order to create a default value of this Record, the nextRDNToBeResolvedelement must have a corresponding absent flag. Thus, the annotatedversion of this Record is :Record{Enumerated(1) <context 0> nameResolutionPhase;Integer(1) <context 1 null> nextRDNToBeResolved;} OperationProgress;In the operation_progress element of ReadArgumentType, theprogrammer initializes the absent flag of nextRDNToBeResolved to 1(indicating it is absent) and the value of nameResolutionPhase to 1 (whichis the integer equivalent of notStarted). If the operation_progress element ofReadArgumentType is not received, this default value and the value of theabsent flag is undisturbed by the ELROS generated code. If theoperation_progress element is received, the absent_flag will be set to 0 bythe ELROS generated code and the value of nameResolutionPhase will beset to the value transmitted by the correspondent.As another example, the ReadArgumentType elements "selection","service_controls", and "security_parameters" all default to the empty set.This situation is somewhat easier to deal with. Each of these elements areannotated with null, generating an absent flag. The Record definition thenappears as :Record{Name <context 0> object;

63EntryInformationSelection <context 1 null> selection;ServiceControls <context 30 null> serviceControls;SecurityParameters <context 29 null> securityParameters;DistinguishedName <context 28 null> requestor;OperationProgress <context 27> operationProgress;Integer(4) <context 26 null 0> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;When a ReadArgumentType variable is used in an accept statement, theprogram can test the absent flags "_˚_selection_absent","_˚_service_controls_absent" and "_˚_security_parameters_absent" todetermine whether those elements were sent. If the absent flag equals 1,they were not.3.4 Controlling Union element tagsThe encoding of Union element tags is controlled in the same way asRecord element tag encoding. Tag modifiers are given in angle bracketsafter the Union element type. For example, the ELROS data structuredefinition of EntryInformationSelection is :Record{Union{Null allAttributes;DynamicArray AttributeType select;} attributeTypes;Integer(4) <null default 1> InfoTypes;} EntryInformationSelection;According to the ASN.1 specification, the Union elements "allAttributes"and "select" are tagged respectively with context specific tags 0 and 1.Consequently, the proper ELROS definition is (ignoring for the moment that

64the DynamicArray "select" is improperly encoded as a SEQUENCE OFrather than a SET OF — see section 3.5) :Record{Union <noautotag>{Null <context 0> allAttributes;DynamicArray <context 1> AttributeType select;} attributeTypes;Integer(4) <null default 1> InfoTypes;} EntryInformationSelection;Note that the context specific tag for "select" annotates the type constructorDynamicArray, rather than the type of the elements in the array. This is anexample of controlling the tagging of constructed types, a topic we cover inmore detail below.Also note that there is a noautotag annotation after the reserved wordUnion. This is required because of the way ELROS treats Unions.ELROS Unions map into the ASN.1 CHOICE construct. According to theASN.1 standard, CHOICE is represented by the type of the underlyingselected element. For example, if the selected Union element of"attributeTypes" is "select", the element sent has a type of SEQUENCE, thedefault encoding of a DynamicArray. ASN.1 has no typing information thatindicates that SEQUENCE was the selected element of a CHOICE type.For this reason, all elements of a Union must be distinguishable by theirtypes. If this is not true, typing information must be added so that areceiving correspondent can determine which element of the Union wassent. ELROS supplies the necessary discriminating type information byautomatically tagging each Union element with a context specific tag. Aswith Records, these tags begin at 0 and are incremented by 1 for eachsubsequent element. If the programmer desires to manually tag Unionelements with typing information, he must turn off autotagging by usingthe noautotag annotation (otherwise ELROS will flag the Union elementannotations as an error).

65As with Record definitions, the tagging default (i.e., either autotag ornoautotag) appearing in the interface identification statement applies toUnions. For the purpose of subsequent discussions, we assume theprogrammer has selected noautotag as the default for all types we define.As an aside, note that for the particular example we have chosen,autotagging provides the correct result. That is, ELROS will correctly tagthe elements of the Union "attributeTypes" with the context specific tagsgiven in the ASN.1 specification. However, relying on such a coincidence isdangerous practice, since changes to the standard might introduceelements with context specific tags that are not sequential, which couldbecome a source of error. In general it is best to always manually tag theelements of a Union in an ISO protocol implementation.3.5 Controlling the encoding of constructed typesBy default a Record is encoded as a SET and an Array or DynamicArrayas a SEQUENCE OF. ELROS provides annotations that allow theprogrammer to override these defaults.We have already seen that Records and Unions can be annotated tocontrol autotagging. Records and arrays can also be annotated to controlthe tag of the constructed type. After the reserved words Record, Array, orDynamicArray an angle bracket annotation may appear that containseither the reserved word set or sequence (but not both). In addition, a seriesof type specifications drawn from the class definitions given in section 3.1may also appear within the angle brackets. This series must precede the setor sequence annotation, if either of these are present.For example, the ASN.1 specification for ReadArgument is :ReadArgument::=CHOICE {ReadArgumentType,SEQUENCE {ReadArgumentType,AlgorithmIdentifier,BIT STRING } }with the corresponding ELROS data structure definition :

66Union{ReadArgumentType readArgument;Record <sequence>{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadArgument;The annotation to the Record "signatureBlock" overrides the default Recordencoding (i.e., SET), specifying the encoding to be a SEQUENCE.Another example where the default encoding of a constructed type mustbe overridden occurs in the type EntryInformationSelection. Its ASN.1specification is :EntryInformationSelection::=SET {attributeTypes CHOICE { allAttributes [0] NULL, select [1] SET OF AttributeType˚}DEFAULT allAttributes NULL,InfoTypes [2] INTEGER{attributeTypesOnly (0), attributeTypesAndValues (1)} DEFAULTattributeTypesAndValues }which maps to the ELROS data structure definition :Record{Union{Null <context 0> allAttributes;

67DynamicArray <context 1 set> AttributeType select;} attributeTypes;Integer(4) <null default 1> InfoTypes;} EntryInformationSelection;Here the type of the DynamicArray "select" is encoded by a context specifictag of 1 followed by a SET tag (which according to the ASN.1 standard isequivalent to a SET OF tag).One final word about overriding the default constructed encoding of aRecord, Array, or DynamicArray. The reserved words set and sequencemust appear only once in the angle bracket annotation and can appear onlyat the end of a series of type specifications if present. These reserved wordsare special in the annotation in that they are not actually part of the typespecification series. A good rule to determine how a Record, Array, orDynamicArray is encoded is to first examine the end of the angle bracketannotation to see if a set or sequence keyword is present. If so, the tag of theconstructed type is changed. The series of type specifications is thenevaluated to modify the tag. This evaluation must take into account anyimplicit annotations as well as the position of the types in the series. Onlyafter this complete evaluation will the tag structure associated with theconstructed type be known.3.6 Controlling the generation of free routinesELROS allows a programmer to annotate type definitions to control thegeneration of free routines. These annotations appear in angle bracketsafter the Record, Union, Array and DynamicArray reserved words. Thereserved word freeable is used to instruct the preprocessor to generate afree routine and the reserved word unfreeable is used to instruct it to inhibitgeneration. Normally, if a data structure is unannotated, the preprocessorwill generate a free routine. However, the programmer is allowed toannotate the interface definition statement to specify that all Record, Union,Array and DynamicArray types are freeable or unfreeable. Theprogrammer can then override the interface default in the definition ofparticular types.

68For example, consider the ReadArgumentType definition from theX_500_DAP_interface. Suppose the programmer wrote the interface asfollows :interface X_500_DAP_interface <unfreeable>;...Record <freeable>{Name <context 0> object;EntryInformationSelection <context 1 null> selection;ServiceControls <context 30 null> serviceControls;SecurityParameters <context 29 null> securityParameters;DistinguishedName <context 28 null> requestor;OperationProgress <context 27> operationProgress;Integer(4) <context 26 null 0> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;end;The preprocessor would not generate free routines for types defined in theinterface unless the programmer specifically annotates the type definitionwith the freeable reserved word (as is done for ReadArgumentType). Thisimplies that the preprocessor will not generate a free routine for the�extensions� component of ReadArgumentType, since it is unannotated andconsequently is controlled by the interface default.Use of the freeable and unfreeable reserved words gives the programmersignificant control over the memory allocation strategies implemented inexecutable code. For example, assuming the definition ofReadArgumentType given above, when the ReadArgumentType freeroutine is called (by the appropriate call to either rofreei() or rofree()),storage referenced by the �extensions� component of that variable is notfreed. This allows the programmer the option of explicitly allocating andfreeing the space for the �extensions� component from the heap or storing

69the address of a local variable array of type �Extension� in the �extensions�val� field.Even with this flexibility, there may be times when the programmerwishes to use the address of a local variable for a freeable data structure orthe address of memory from the heap for an unfreeable data structure. Inthe latter case, the executable code must manually free the space allocated,since no free routine is available to do this. In the former case, theprogrammer must ensure that the type�s free routine is not called, since asystem error would result if it were. This can be problematical if thevariable is deeply embedded in an encapsulating data structure that has afree routine. When the free routine for the encapsulating data structure iscalled, it will automatically call the free routine for the variable holding theaddress of the local variable.To accommodate this situation, a free routine first tests to determine ifthe pointer it would pass to free() is NULL. If so, the free routine returnssuccessfully without calling free(). This allows the programmer toexplicitly store NULL in the pointers of embedded freeable data structuresthat reference local variables. When the encapsulating free routine iscalled, the call to the embedded free routine will not attempt to free thespace associated with the embedded variable, since the associated pointer isNULL.

70IV.ELROSErrorHandlingThere are two categories of error that can occur in an ELROS program :1) errors generated by the ELROS embedded language program (calledexceptions), and 2) application errors causing a correspondent to send anerror or reject operation.4.1 ExceptionsThe experienced distributed application programmer knows that errorhandling is one of the most troubling aspects of his craft. The error modesthat arise in distributed systems include those that occur in stand-alonesystems as well as others that are significantly harder to correct.We have already seen in another context the basic mechanism providedby ELROS for handling ELROS generated exceptions, i.e., the exceptionsclause. The exceptions clause can be attached to the bind_addr statement,the unbind statement, the accept statement, the give statement and otherstatements described in later chapters. We have used the exceptions clauseto detect the unbinding of an instance using the done clause. However,there are other on-clauses that may appear within the exceptions clause.They are (in the following definitions square brackets are used to showoptional fields; they are not literal text) :on com_error(status [, string-variable]) C-statementWhen a communications error occurs during the execution of thestatement to which the exceptions clause is attached, control passesto the com_error on-clause. An example of a com_error is atimeout on a bind_addr, give, or accept statement. The firstparameter in parentheses, status, is an integer variable whichreceives the numerical code of the communications error. Thesecond optional parameter, string-variable, is a string variablecapable of storing at least 512 characters. This variable will receivea textual description of the error. The C-statement is executed whenthe com_error on-clause gains control.

71on internal_error(status [, string-variable]) C-statementIf an ELROS runtime system failure occurs, control passes to theinternal_error on-clause. The first parameter in parentheses,status, is an integer variable which receives the numerical code ofthe internal error. The second optional parameter, string-variable,is a string variable capable of storing at least 512 characters. Thisvariable will receive a textual description of the error. The C-statement is executed when the internal_error on-clause gainscontrol.on protocol_error(status [, string-variable]) C-statementWhen an error in the underlying Remote Operations protocol occurs,control passes to the protocol_error on-clause. This error indicatesthat the remote operations service element of the correspondent isfaulty. The first parameter in parentheses, status, is an integervariable which receives the numerical code of the protocol error.The second optional parameter, string-variable, is a string variablecapable of storing at least 512 characters. This variable will receivea textual description of the error. The C-statement is executed whenthe protocol_error on-clause gains control.on missing_op(string-variable) C-statementWhen an accept statement receives an operation for which no on-clause is specified, control passes to the missing_op on-clause. Thefirst parameter, string-variable, is a string variable capable ofstoring at least 32 characters. This variable will receive theoperation name, if the operation is defined for the interface.Otherwise, it indicates that the operation is unknown in theinterface. The C-statement executed when the missing_op on-clause gains control.on missing_arg(op-string-variable, arg-string-variable) C-statement

72When an accept statement receives an operation argument for whichno parameter is specified, control passes to the missing_arg on-clause. The first parameter, op-string-variable, is a string variablecapable of storing at least 32 characters. This variable will receivethe operation name. The second parameter, arg-string-variable,receives the identifier of the argument, which for ISO applicationprotocol implementations will always equal 1. The C-statement isexecuted when the missing_arg on-clause gains control.When more than one on-clause is present inside an exceptions clause,an exception is directed to the appropriate on-clause. When the on-clausecompletes, control passes outside the exceptions clause. This flow of controlis different from that provided by a switch statement, which continuesexecution of statements below a case label until either a break statement orthe end of the switch statement is reached.As an example of how to use an exceptions clause to catch and handleELROS generated errors, consider the program fragment we give in section2.8.3 corresponding to an X.500 performer. Exceptions can be generated bythe bind_addr statement, by the accept statement and its embedded givestatement, and by the unbind statement. Attaching an exceptions clause toeach of these statements and including the appropriate on-clauses in themresults in the following code :.../* establish communications with the invoker */bind_addr(X_500_invoker, asn_1_ber, &addr, 10);exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)internal_error_handler(status, text);on protocol_error(status, text)

73protocol_error_handler(status, text);}/* obtain the ReadOp requests and service them. When the invoker unbinds,unbind the communications instance and exit the while loop */bound = TRUE;while(bound){accept X_500_invoker{on ReadOp(read_argument){/* call the subroutine that performs a read on the X_500database */read_database(&read_result, &read_argument);/* return the read result to the invoker */give X_500_invokerReadResultOp(read_result);exceptions /* give statement exceptions */{on com_error(status, text)bound = com_error_handler(status, text);on internal_error(status, text)bound = internal_error_handler(status, text);on protocol_error(status, text)bound = protocol_error_handler(status, text);}}}exceptions /* accept statement exceptions */

74{on com_error(status, text)bound = com_error_handler(status, text);on internal_error(status, text)bound = internal_error_handler(status, text);on protocol_error(status, text)bound = protocol_error_handler(status, text);on missing_op(text)bound = missing_op_handler(text);on done{unbind(X_500_invoker);bound = FALSE;}}}/* unbind the communications instance */unbind(X_500_invoker);exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)internal_error_handler(status, text);on protocol_error(status, text)protocol_error_handler(status, text);}The C-statement following each on-clause may provide any semanticsthe programmer chooses, e.g., closing or flushing open files, printingexplanatory messages to a control terminal or log file, and perhapsterminating the process. In the example above, these semantics would beimplemented in the procedures with names ending in "_handler". These

75procedures should return FALSE, so that the performer will exit its whileloop when an exception occurs.When an exception other than done occurs, the state of thecommunications instance becomes indeterminate. The programmershould not execute any ELROS statement (including unbind) that uses aninstance on which an exception other than done occurs.When the ELROS preprocessor encounters a statement that takes anexceptions clause, but has none provided by the programmer, it attaches adefault exceptions clause to it. The default clause contains all legal on-clauses for the statement. These on-clauses catch the exception andterminate the process. The ELROS preprocessor also provides default on-clauses for an exceptions clause provided by the programmer, which doesnot specify all possible exceptions. These default on-clauses also terminatethe process. Consequently, if the programmer always wishes the process toterminate when an error exception occurs, he need supply only thoseexceptions clauses that handle the done condition.4.2 RejectsIn chapter 2 we stated that ELROS operations may belong to any one ofthe remote operations classes — invoke, result, error and reject. We describethe definition and use of invoke, result and error operations in chapter 2.We now cover the definition and use of reject operations.A reject operation is defined in an interface specification with thefollowing syntax :reject reject-name reject-problem reject-value ;reject-name is a character string that uniquely identifies the rejectoperation. It corresponds to the operation-name of invoke, result and erroroperations. reject-problem is an integer value in the range 0-3 specifyingthe type of reject. These problems are : 0) GeneralProblem, 1)InvokeProblem, 2) ReturnResultProblem, and 3) ReturnErrorProblem.These problem classes are described in ISO 9072-2, the remote operationsprotocol specification. reject-value is an integer specifying the rejection’svalue. The meaning of these values are also found in ISO 9072-2.

76ELROS only allows the definition of user rejects. The ELROS runtimesystem may generate a provider reject, which is captured and handled bythe correspondent’s runtime system, but there is no way for an applicationsprogrammer to define a provider reject.Reject operations are unique in that they take no parameter. They aredistinguished by their reject-problem and reject-value, which are constantsin the reject operation definition. Consequently, when reject operations areused in give and accept statements, no parameters are specified. Instead,the reject operation itself indicates exactly what problem occurred.

77V.EncodeandDecode-DealingDirectlyWithASN.1ELROS not only supports the sending and receiving of remoteoperations, it also allows the applications programmer to send and receiveASN.1 encoded data not formatted according to the remote operationsstandard. This capability is provided through the encode and decodestatements and the data instance declarator.5.1 ASN.1 Communications InstancesIn order to properly handle the encoding and decoding of user data,ELROS must know whether the programmer intends to use the remoteoperations standard for a particular communications instance or toencode/decode instance data directly into ASN.1. The programmercommunicates his intentions through the use of the instance declaration.We have already described the use of the control reserved word to declare aninstance variable that is used for remote operations. The reserved worddata is used to declare an instance variable that is used for direct ASN.1encoding. The syntax for a data instance declaration is very similar to thecontrol instance declaration :data (interface-name) instance-variable-list;Notice that the data instance declaration also takes the name of aninterface in parentheses. This ties all instance variables declared in theinstance-variable-list to that interface. The only data structures that can besent or received over instances represented by these variables are thosefound in the specification of interface-name.For example, suppose we want to send a ReadArgument value to acorrespondent without placing it in a remote operation19. This requires an19 This example is somewhat artificial. It is probably better programming practice to define an remoteoperation that takes a ReadArgument parameter and use it for communicating such values betweencorrespondents. The main justification for encode and decode is its use in the Any macros describedbelow. However, this use is hidden from the user. The only other utility of encode and decode is to

78instance tied to the X_500_DAP_interface. The appropriate instancedeclaration would be :data(X_500_DAP_interface) read_arg_inst;Once the instance variable is declared, it must be bound to a correspondentby calling bind_addr.5.2 Encoding ASN.1 DirectlyOnce a data instance is declared and bound to a correspondent, it can beused in encode and decode statements. An encode statement sends ASN.1encoded data to a correspondent, while a decode statement receives ASN.1encoded data.The encode statement begins with the reserved word encode, followed byan instance-variable and then by a C language statement. The exact syntaxis :encode instance-variable C-statementWithin the C-statement the programmer embeds encoding clauses of thefollowing form :expression => interface-typeThe value of expression is encoded in the ASN.1 representation thatcorresponds to interface-type. interface-type must be defined in the interfacespecification to which instance-variable was tied when it was declared.Normally the type of expression is interface-type.Each encode statement may contain any number of encoding clauses aslong as they are placed within a C compound statement. They may appearimplement non-ISO standard protocols that are represented directly in ASN.1. Examples are SNMPand Kerberos. However, ELROS is unsuitable for building SNMP implementations, since ELROS usesindefinite length encoding, which is prohibited by that protocol.

79within loops or any other C control structure. As with operation referenceswithin give statements, each time an encoding clause is executed within anencode statement, a new PDV is created and placed within the PPDU. ThePPDU is sent only after control passes from the encode statement.For example, suppose we have defined an array of ReadArguments andwish to send them to a correspondent. The following code accomplishes this:/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variable, control variable andread_argument array */data(X_500_DAP_interface) read_arg_inst;bind_address addr;int i;ReadArgument read_argument[20];/* fill in the values of the read_argument array */.../* initialize the address structure and fill in the correspondents address */init_isode_addr(&addr, initiator, "Internet=134.8.20.12+2046");/* establish communications with the performer */bind_addr(read_arg_inst, asn_1_ber, &addr, 10);exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)

80internal_error_handler(status, text);on protocol_error(status, text)protocol_error_handler(status, text);}/* send the 20 read arguments to the correspondent */for(i=1, done=0; i<20 && !done; i++){encode read_arg_inst{read_argument[i] => ReadArgument;}exceptions{on com_error(status, text){com_error_handler(status, text);done=1;}on internal_error(status, text){internal_error_handler(status, text);done=1;}on protocol_error(status, text){protocol_error_handler(status, text);done=1;}}}/* unbind the communications instance */unbind(read_arg_inst);

81exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)internal_error_handler(status, text);on protocol_error(status, text)protocol_error_handler(status, text);}There are two notable things about this example. First, the interface typeReadArgument is used to declare an array of variables by using normal Csyntax. That is, there is no definition of an array of ReadArguments in theX_500_DAP_interface specification. The use of normal C syntax toconstruct new types can sometimes be useful. Of course, types constructedin this way cannot be sent using ELROS. Only types defined in an interfacespecification are communicable over an instance.Secondly, the encode statement is shown with an exceptions clause. Bothencode and decode statements may attach an exceptions clause to handleELROS generated errors.5.3 Decoding ASN.1 DirectlyThe ELROS decode statement is used to receive data directly encoded inASN.1. Its syntax is very similar to that of an accept statement :decode instance-variable{on interface-type1 => (variable1)C-statement1on interface-type2 => (variable2)C-statement2...on interface-typen => (variablen)

82C-statementn}Each on-clause embedded in a decode statement specifies one type fromthe interface to which instance-variable is tied, followed by a parenthesisedvariable20 that will receive the value if the correspondent sends that type.The C-statement at the end of each on-clause performs any actions theprogrammer decides are necessary when a value of the indicated type isreceived.If a decode statement has multiple on-clauses, the encoding of each typeappearing in these on-clauses must be different at the outer most level. Forexample, if two on-clauses specify Integer types, they must be tagged insuch a way that their encoding tag values are different. This is also true ofconstructed types represented as SETs, SEQUENCEs or UNIONs. Toillustrate this point, consider the following ELROS code :interface example;Integer(2) int1;Integer(4) int2;Integer(8) int3 <private 1>;Record{Integer(2) i;Integer(4) j:} rec1;Record{Boolean(1) bool1;Boolean(1) bool2:} rec2;20 Any lvaule of the appropriate type may be used in place of variable.

83Record <sequence>{Integer(2) i;Integer(4) j:} rec3;end;Neither of the following decode statements are legal :decode inst{on int1 => (i)C-statement1on int2 => (j)C-statement2}decode inst{on rec1 => (ints)C-statement1on rec2 => (bools)C-statement2}Both int1 and int2 are encoded as base Integer types, while both rec1 andrec2 are encoded as SETs.However, the following decode statements are legal :decode inst{on int1 => (i)C-statement1

84on int3 => (j)C-statement3}decode inst{on rec1 => (ints1)C-statement1on rec3 => (ints3)C-statement3}They are legal since int1 is tagged as an Integer, while int3 is tagged as a�private 1�. Similarly, rec1 is tagged as a SET, while rec3 is tagged as aSEQUENCE.Like the accept statement, the decode statement does not loop.Consequently, if more than one value is expected, the decode statementmust be embedded within a C statement that iterates.Both the encode and decode statements take an exceptions clause. Thedone, com_error, internal_error and protocol_error on-clauses mayappear within the exceptions clause as well as the missing_arg on-clause,which gains control when a type not specified in a decode statement arrivesover the instance.To illustrate how the decode statement might be used, consider thefollowing program fragment that receives the 20 ReadArgument valuessent by the correspondent described in the previous section :/* import the X_500 interface */#include "~/dist/interfaces/X_500_DAP_fragment.i"/* declare the instance, address structure variable, control variable andoperation parameters */data(X_500_DAP_interface) read_arg_inst;bind_address addr;

85int i;ReadArgument read_argument[20];/* initialize the address structure and fill in the performer’s address */init_isode_addr(&addr, responder, "Internet=134.8.20.12+2046");/* establish communications with the invoker */bind_addr(read_arg_inst, asn_1_ber, &addr, 10);exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)internal_error_handler(status, text);on protocol_error(status, text)protocol_error_handler(status, text);}/* obtain the ReadArgument values. When the correspondent unbinds,unbind the communications instance and exit the while loop */for(i=1, done=0; i<20 && !done; i++){decode read_arg_inst{on ReadArgument => read_argument[i]{/* consume the value in read_argument[i] */...}}

86exceptions{on com_error(status, text){com_error_handler(status, text);done=1;}on internal_error(status, text){internal_error_handler(status, text);done=1;}on protocol_error(status, text){protocol_error_handler(status, text);done=1;}on done{unbind(read_arg_inst);done=1;}}}/* unbind the communications instance */unbind(read_arg_inst);exceptions{on com_error(status, text)com_error_handler(status, text);on internal_error(status, text)internal_error_handler(status, text);on protocol_error(status, text)protocol_error_handler(status, text);

87}5.4 The Any TypeEach of the ELROS basic types, except Any, is well defined in the sensethat the structure of the ASN.1 representing them is known at compile-time. The Any type, on the other hand, may hold a value of arbitrary ASN.1structure.When the ELROS runtime system sends a variable of type Any to acorrespondent (inside either a give or encode statement), it assumes thevalue of the variable is an appropriate ASN.1 encoding. Similarly, when avariable of type Any is received from a correspondent (inside either anaccept or decode statement), the ELROS runtime system moves the ASN.1encoding that represents it into the variable supplied by the applicationprogrammer.To manipulate variables of type Any, the programmer uses specialmacros that move the value of a variable to/from its ASN.1 encoding. Thesemacros are implemented using the ELROS encode and decode statements.The macro encodeAny encodes a value into its ASN.1 representation. Ithas the following form :encodeAny(interface, type_name, Any_variable, expression)Its four arguments are : 1) an interface name, 2) the name of a type definedwithin that interface, 3) a variable of type Any that will receive the ASN.1encoding, and 4) an expression, which must evaluate to a value of typetype_name.The macro decodeAny decodes the ASN.1 into a variable of type Any. Ithas the following syntax :decodeAny(interface, type_name, variable, Any_expression)

88 Its four arguments are : 1) an interface name, 2) the name of a typedefined within that interface, 3) a variable21 of that type, and 4) anexpression of type Any that holds the ASN.1 to be decoded.Two other macros support the encoding and decoding of Any values. ThecopyAny macro copies the value of one Any variable into another. It has thefollowing syntax :copyAny(destination, source)The value in the variable source is copied to the variable destination. Bothvariables must be of type Any.Note that two variables of type Any can be used in an assignmentstatement. For example, if X and Y are two Any variables, the statement X= Y is perfectly legal. However, it has a different effect than using thecopyAny macro, i.e., copyAny(X, Y). The assignment statement aliases thevariables X and Y. That is, when the value of X is changed, the value of Ychanges as a side effect and vice versa. The copyAny macro copies the valueof Y into X without creating the aliasing problem. When the copyAnymacro is used, subsequent changes to either X or Y do not change the valuein the other variable. Since aliasing can be the source of subtle programbugs, the ELROS programmer is advised to use copyAny rather than anassignment statement when copying the value of Any variables.The clearAny macro is used for storage management. In particular,when an Any variable is used in an encodeAny macro, space is allocatedfrom the heap to hold the generated ASN.1. This space must be freed beforethe Any variable itself is freed (if it was created using malloc) or beforeexiting the block containing its declaration (if it is an automatic variable).The clearAny macro executes the appropriate call to the free procedure. Ithas the following syntax :clearAny(Any_variable)21 Any lvalue that evaluates to the Any type is legal.

89It is good programming practice to immediately call clearAny after an Anyvariable has been used for the last time. This prevents memory leaks due tounfreed space allocated by encodeAny.The Any macros are implemented with normal ELROS statements thatmay generate exceptions. Since they are C language macros, there isn’t away to attach an exceptions clause to them. However, there is a definedsymbol used in the macro bodies in place of the ELROS statementexceptions clauses. This allows the programmer to specify an exceptionsclause that will be attached to each internal ELROS statement. The definedsymbol is AnyExceptions. For example, the following define statementspecifies an exceptions clause for all of the Any macros :#define AnyExceptions \exceptions\{\on com_error\{\.\.\.\}\This exceptions clause is used inside all Any macros until the symbolAnyExceptions is redefined or it is undef’d. The symbol is undefinedinitially, which causes the ELROS statements within the Any macros togenerated the default exceptions clause.As an example of how a programmer might use the Any macros,consider an application that sets the "object" element in a ReadArgumentvariable and makes a ReadOp request of an X.500 performer. The relevantASN.1 is :AttributeValue::=A N Y AttributeType::=OBJECT IDENTIFERAttribute::=SEQUENCE {

90typeAttributeTypevaluesSET OF AttributeValue}AttributeValueAssertion::=SEQUENCE {AttributeType, AttributeValue}RelativeDistinguishedName ::=SET OF AttributeValueAssertionRDNSequence::=SEQUENCE OFRelativeDistinguishedNameName::=CHOICE { RDNSequence }ReadArgumentType::=SET {object [0] Name,selection [1] EntryInformationSelectionDEFAULT {},[30] ServiceControls DEFAULT {},[29] SecurityParameters DEFAULT {},requestor [28]DistinguishedName OPTIONAL,[27] OperationProgressDEFAULT {notStarted}aliasedRDNs [26]INTEGER OPTIONAL,extensions [25] SET OF ExtensionOPTIONAL }ReadArgument::=CHOICE {ReadArgumentType,SEQUENCE {ReadArgumentType,AlgorithmIdentifier,BIT STRING } }

91Expanding only the relevant portions of ReadArgument into its ELROSequivalent data structures results in the following :Record <sequence>{ObjectIdentifier(20, 4) attribute_type;Any attribute_value;} AttributeValueAssertion;DynamicArray <set> AttributeValueAssertion RelativeDistinguishedName;Record{Union <context 0>{DynamicArray RelativeDistinguishedName RDNSequence;} object;EntryInformationSelection selection;ServiceControls serviceControls;SecurityParameters securityParameters;DistinguishedName requestor;OperationProgress operationProgress;Integer(4) aliasedRDNs;DynamicArray Extension extensions;} ReadArgumentType;Union{ReadArgumentType readArgument;Record{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadArgument;

92Here we have expanded many of the ELROS data structures inline, ratherthan using separate definitions, which would be the normal approach. Wechose inline expansion to achieve compactness in the presentation of theELROS data structures.Expanding the ELROS data structure definitions into their equivalent Cstruct typedefs results in :typedefstruct{struct{int size;unsigned long comp[20];} attribute_type;Any attribute_value;} AttributeValueAssertion;typedefstruct{unsigned long len;AttributeValueAssertion *val;} RelativeDistinguishedName;typedefstruct{struct{int tag;union{struct{

93unsigned long len;RelativeDistinguishedName *val;} RDNSequence;} un;} object;EntryInformationSelection selection;ServiceControls serviceControls;SecurityParameters securityParameters;DistinguishedName requestor;OperationProgress operationProgress;Integer(4) aliasedRDNs;struct{unsigned long len;Extensions *val;} extensions;} ReadArgumentType;typedefstruct{int tag;union{ReadArgumentType readArgument;struct{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} un;} ReadArgument;Given these definitions, the following program fragment loads a"common name" attribute into the object element of ReadArgumentType,

94which itself is an element of ReadArgument. The fragment then sends theread request to the X.500 provider and accepts the ReadResult the providerreturns. The fragment iterates over 4 values of "common name"./* import the X_500 interface, declare the instance, address structurevariable, control variable, and RelativeDistinguishedName pointer. */.../* Declare the operation parameters, the control variables and a variable toreceive encodeAny error messages, and declare and initialize thecommon_name array */ReadArgument read_argument;ReadResult read_result;int i;RelativeDistinguishedName *rdn;PrintableString(64) common_name[4];/* Initialize the address structure and fill in the performer’s address,establish communications with the performer. */...strcpy(common_name[0], "Danny M. Nessett");strcpy(common_name[1], "James A. Guse");strcpy(common_name[2], "Michael L. Branstetter");strcpy(common_name[3], "Linda C. Stanberry");/* set the outer Union tag to zero */read_argument.un.tag = 0;/* set the Union tag of "object" to zero */

95read_argument.un.read_Argument.object.tag = 0;/* set the number of Relative Distinguished Names to one */read_argument.un.read_Argument.object.un.RDNSequence.len = 1;/* malloc space for the Relative Distinguished Name */read_argument.un.read_Argument.object.un.RDNSequence.val = (RelativeDistinguishedName *) malloc(sizeof(RelativeDistinguishedName));/* malloc space for the Attribute Value Assertion within the RDN */read_argument.un.read_Argument.object.un.RDNSequence.val[0].val =(AttributeValueAssertion *) malloc(sizeof(AttributeValueAssertion));/* get an intermediate pointer for cleaner looking code */rdn = &read_argument.un.read_Argument.object.un.RDNSequence.val[0];/* set the number of attributes */rdn->len = 1;/* set the number of elements in the ObjectIdentifier */rdn->val[0].attribute_type.size = 4;/* set the ObjectIdentifier element of the attribute_type element (this uses theConst macro for ObjectIdentifiers which is covered in chapter 6) */Const_ObjectIdentifier(rdn->val[0].attribute_type.comp, 2.5.4.3, 20, 4);/* In a for loop, read the X.500 entity corresponding to each common name */for(i=1, done=0; i<4 && !done; i++)

96{/* encode the common name into the Any element of attribute_type */encodeAny(X_500_DAP_interface, PrintableString(64),rdn->val[0].attribute_value, common_name[i]);/* make a read request of the performer */give X_500_performer{ReadOp(read_argument);}exceptions /* give statement exceptions */{on com_error(status, text){com_error_handler(status, text);done = 1;}on internal_error(status, text){internal_error_handler(status, text);done = 1;}on protocol_error(status, text){protocol_error_handler(status, text);done = 1;}}/* Reclaim the memory allocated by encodeAny */clearAny(rdn->val[0].attribute_value);

97/* Wait for the result and process it */...} /* end of for loop *//* free the space allocated for the Relative Distringuished Name */rofreei(�ReadArgument�, &read_argument, X_500_DAP_interface);The performer program fragment accepts a ReadOp request and thencalls its read_database subroutine, giving the read_argument as aparameter. Within the read_database procedure, the Any part of the objectelement is decoded and used to access the appropriate data base entry. Theprogram fragment of read_database that decodes the Any might be :void read_database(read_result, read_argument)ReadResult *read_result;ReadArgument *read_argument;{/* declare some control variables, an intermediate pointer, a commonname variable and other possible types that might appear in theAttribute portion of "object" */int i, j;long attribute_id;RelativeDistinguishedName *rdn;PrintableString(64) common_name;.../* get an intermediate pointer for cleaner looking code */

98rdn = &read_argument->un.read_Argument.object.un.RDNSequence.val[0];/* loop through the attributes, extracting the values in theattribute_value element */for(i = 1; i < rdn->len; i++){/* get the object identifier. Use the last component to decide the type ofthe attribute. Initialize the "common_name" counter */j = (rdn->val[i].attribute_type.size) - 1;attribute_id = rdn->val[i].attribute_type.comp[j];switch(attribute_id){case 0 : /* Object Class */...break;case 1 : /* Aliased Object Name */...break;case 2 : /* Knowledge Information */...break;

99case 3 : /* Common Name */decodeAny(X_500_DAP_interface, PrintableString(64),common_name, rdn->val[i].attribute_value);break;case 4 : /* Surname */...}/* Access the data base and set read_result accordingly */...} /* end of for loop *//* free the space allocated by the runtime system for the RelativeDistinguished Name */rofreei(�ReadArgument�, read_argument, X_500_DAP_interface);}

100VI.MiscellaneousFeaturesELROS includes other functionality to control certain aspects of adistributed application. This chapter covers these features, which do not fitunder any previous topic.6.1 Fully specified type namesOne problem that arises in applications written using ELROS thatimport multiple interfaces is type name collisions. They occur when twointerfaces use the same type identifier. ELROS provides a way todisambiguate references to such types by prefixing the interface name tothe type, delimiting it from the type name by a double colon.For example, consider the specification for two interfaces — interfaceAand interfaceB, located respectively in files "interfaceA.i" and"interfaceB.i":interface interfaceA;Record{Real(14,7) x;Real(14,7) y;} XYCoordinate;...end;interface interfaceB;Record{Integer(4) x;Integer(4) y;

101} XYCoordinate;...end;An embedded language program that imports both of these interfacescannot declare variables of type XYCoordinate, since it is ambiguous to theELROS preprocessor which type is being declared. To disambiguate thesedeclarations, the programmer gives the appropriate interface name,followed by a double colon and then the type name.For example, consider the following program :#include "interfaceA.i"#include "interfaceB.i"XYCoordinate xy_coordinate;...The declaration of xy_coordinate will produce an ELROS preprocessorerror message indicating that the declaration is ambiguous. However,suppose the following code is used :#include "interfaceA.i"#include "interfaceB.i"interfaceA::XYCoordinate xy_coordinate;...Prefixing the typename by the interface name disambiguates the typeidentifier, allowing the ELROS preprocessor to properly parse thedeclaration.

1026.2 Managing Remote OperationsThere are two features in ELROS we have not discussed that are usefulfor managing remote operations. These are specifying application andpresentation context names, and managing invoke and linked ids.6.2.1 Application and presentation context namesIn order for a computational unit to understand the data it receives, itmust know the application protocol definitions its correspondent is using.Two names carried by the protocol�s underlying remote operations identifythese. The first is the presentation context name, which identifies the set ofdata structures being used by a correspondent. The second is theapplication context name, which identifies how these data structures willbe used. Both of these names are ObjectIdentifiers.ELROS provides a mechanism to specify the presentation andapplication context name associated with a particular interface. This isaccomplished by including the values of these identifiers in an optional fieldof the interface definition statement. This field immediately precedes theoptional field that specifies the autotagging default. In particular, thecomplete definition of the interface definition statement appears as follows(the square brackets indicate optional fields; they are not literals appearingin the interface identification statement) :interface interface-name [ (application-context-name,presentation-context-name ) ][autotag | noautotag];Both the presentation-context-name and application-context-name mustbe ObjectIdentifier constants formed according to the syntax given inAppendix C. When an instance that is tied to interface-name is bound to acorrespondent (by executing bind_addr), these context identifiers areprovided to the correspondent’s runtime system to identify the servicesselected. The correspondent’s runtime system compares them with thevalues provided when the correspondent performed its bind_addr and

103rejects the bind request if they are not equal. If the programmer does notprovide a presentation-context-name and application-context-name in theinterface specification, the ELROS preprocessor uses a default value.6.2.2 Managing invoke and linked idsThe remote operations service supports the labeling of operations withvalues called operation identifiers (operation ids). These are integer valuesthat identify individual operations, allowing an application receiving eithera result, error or reject operation, each of which carries the identifier of theinvoke operation that generated it, to match it to the appropriate servicerequest. The operation ids on invoke, result, error and reject operations, arecalled invoke identifiers (invoke ids)22. In addition, a performer is allowedto return an invoke operation in response to one it receives from an invoker,in order to obtain further information needed to satisfy the request. Thereturning invoke operation carries not only its own invoke id, but also theinvoke id of the original request, the latter value being known as the linkedidentifier (linked id).ELROS supports two forms of invoke id management. In the first form,the application programmer relies on the ELROS runtime system togenerate invoke ids. It does this by means of a per-instance internal statevariable that it initializes to 1 when the communications instance is bound,uses as the source of the invoke id for each invoke operation, andincrements by 1 after each use. Invoke ids on results, errors and rejectscome from another per-instance internal variable that is set to the invoke idof the last invoke operation received.Using this style of invoke id management, the application programmercan choose to ignore invoke ids, which is convenient when employing asynchronous style of remote operations, or when ensuring the correctnessof the invoke id of a result, error or reject by comparing it with the numberof operations sent since the instance was bound.22 We here follow the ISO terminology, which unfortuntately is somewhat confusing. The invoke id onan invoke operation refers to that operation. An invoke id on a result, error or reject operation refers tothe operation id of the invoke operation that generated the error, result or reject.

104The second form of invoke id management places the responsibility ofchoosing an invoke id value in the hands of the programmer. Thismanagement style uses optional fields in the give and accept statement tospecify and obtain invoke id values.The programmer specifies an invoke id value for a particular operationby including an integer expression in square brackets immediatelyfollowing the name of an operation reference. For example, to specify aninvoke id on a ReadOp reference within a give statement the following codecould be used :give X_500_performer{ReadOp[invoke_id] (read_request);}In this fragment, the value in the integer variable "invoke_id" is used to setthe invoke_id field of the ReadOp operation sent to the performer. Theperformer acts on the ReadOp request and returns a result to the invokerusing the same operation id that labeled the ReadOp request. The programfragment to accomplish might look like :give X_500_invoker{ReadResultOp[invoke_id] (read_result);}Here the variable invoke_id should contain the operation id value theperformer received in the corresponding ReadOp request.When a correspondent receives an operation request within an acceptstatement, a pointer to its invoke id is stored in a variable supplied by theprogrammer. This pointer variable is placed in square brackets after thereserved word accept. For example, an X.500 performer would normallyexecute the following accept statement to obtain an operation request froman invoker :long *invoke_id;

105accept [invoke_id] X_500_invoker{on ReadOp(read_argument){/* call the subroutine that performs a read on the X_500database */read_database(&read_result, &read_argument);/* return the read result to the invoker */give X_500_invoker{ReadResultOp [*invoke_id] (read_result);}}}Notice that a pointer to the invoke id of the ReadOp operation is stored in thevariable "invoke_id", this value being used by the ReadResultOp operationwhen the result is returned.An operation reference within the context of a give statement may alsotake a pointer variable to receive a pointer to a linked id. This variable isplaced within the square brackets after the operation identifier, separatedfrom the invoke id pointer variable by a comma. If no linked id is receivedfor the operation, the linked id pointer variable is set to null (i.e., zero).The X.500 directory service does not use linked ids, so we invent a simpleexample to illustrate their use. Suppose a performer is written to make areal-time determination that each operation it receives comes from alegitimate invoker and is not the replay of a previous operation request froman active wiretapper. It does this by challenging each operation requestwith a random number returned to the invoker, under the expectation thatthe invoker will encrypt this number with a key it holds in common withthe performer and return it to the performer.

106When the performer receives an operation, it sends a challengeoperation containing a random number to the invoker with its linked id setto the invoke id of the original operation. It expects to receive a response tothe challenge containing the encrypted value of the random number.The performer program fragment might look like the following :long *invoke_id, *linked_id, challenge_id;accept [invoke_id] invoker{/* wait for an Op request */on Op(op_argument){/* challenge the invoker and wait for its response */random_number = rand();give invoker{/* send the challenge */ChallengeOp [++challenge_id, *invoke_id] (random_number);/* get back the response from the invoker */accept [linked_id] invoker{on ResponseOp(response){/* if the invoke_id of the original Op request equalsthe invoke_id on the response and the response

107argument equals the encrypted value, do the Oprequest */if(*linked_id == challenge_id&&response == encrypt(random_number)){/* perform semantics of Op */}else{/* Otherwise, inform the invoker that the Oprequest failed because the response was bad */give invoker{ErrorOp [challenge_id] ()}}} /* end of inner on-clause */} /* end of inner accept statement */} /* end of the give statement */} /* end of the outer on-clause */} /* end of the outer accept statement */This program fragment assumes that Op and ChallengeOp are invokes,ResponseOp is a result and ErrorOp is an error. It also assumes thatchallenge_id is initialized outside the fragment. The instance variable"invoker" is assumed bound by a previous execution of the bind_addrstatement.The invoker must be able to receive the ChallengeOp sent by theperformer and check the linked id it contains to ensure it equals the invokeid that it sent previously. The invoker gets the linked id by providing a

108second pointer variable in square brackets after the reserved word accept.This variable is separated by a comma from the variable that receives theinvoke id pointer. Using the example described above, the invoker programfragment might look like :long invoke_id, *linked_id, *challenge_id;give performer{/* request Op service from performer */Op [invoke_id] (op_argument);/* wait for the challenge to arrive. Use a loop so that spuriouschallenges are rejected */looping = YES;while(looping){accept [challenge_id, linked_id] performer{on ChallengeOp(random_number){/* make sure this challenge is for the right invocation */if(*linked_id == invoke_id){/* if so, compute the response and return it to theperformer */response = encrypt(random_number);

109give performer{ResponseOp [*challenge_id] (response);}/* break out of the loop */looping = NO;}else{/* ignore the challenge and loop so the correct challengeis accepted */continue;}} /* end of on-clause */} /* end of accept statement */} /* end of while loop */} /* end of give statement */Once again, this fragment assumes the initialization of a number ofvariables as well as the binding of the instance performer outside theprogram fragment.6.3 Communication Instance Support Routines and StatementsELROS includes a set of routines and statements that allow theprogrammer to finely control activity on a communications instance. Wedocument these routines in this section.6.3.1 set_timeout()When a communications instance is bound to a correspondent usingbind_addr, a timeout interval is given that applies to all blocking activity on

110the instance. Examples of blocking activity are accept statements˚and callsby the ELROS runtime system to internal blocking communicationsprimitives. Sometimes the programmer desires to change this value toeither increase or decrease the amount of time an activity will block beforecausing a timeout error (represented as one of the com_error exceptions).The routine set_timeout() is provided for this purpose. Its interfacedefinition is :void set_timeout(instance_variable, timeout-value)The instance_variable argument is an active instance variable andtimeout-value is the number of seconds that the ELROS runtime systemshould wait before taking a timeout com_error exception.Set_timeout() is also useful for disabling and enabling timeouts on allinstances. If instance_variable equals NULL (i.e., zero) and timeout-valueis zero, timeouts on all instances are disabled. If instance_variable equalsNULL (i.e., zero) and timeout-value is non-zero, timeouts on all instancesare enabled, using the value previously established for each instance,rather than the value given in the enabling set_timeout() call. This use ofset_timeout() is especially useful when the programmer wants to disableand then re-enable timeouts for debugging purposes. In such situations,set_timeout() can be called from a debugger with a NULLinstance_variable.6.3.2 abort_inst()Normally, a programmer will call unbind to close communications witha correspondent. There are occasions, however, when unbind does notprovide the correct semantics.For example, if a responder wishes to close an instance, the underlyingcommunications semantics of unbind may not allow this. In accordancewith the remote operations standard, an unbind executed by an initiatorcauses an A-Associate.request to be transmitted to the responder.However, an unbind executed by a responder does not cause such atransmission. Instead, the responder blocks waiting for the initiator tounbind. The abort_inst statement causes an A-Associate.abort request to be

111sent irregardless of what type of instance is specified and whether theapplication executing the statement is the initiator or responder.The format of an abort_inst call is :abort_inst(instance_variable);The single argument of abort_inst, instance_variable, is an activecommunications instance variable.6.3.3 flush_inst()There are situations in which data is in an internal buffer associatedwith an instance waiting to be transmitted and the correct operation of theapplication requires it to be sent immediately. For example, if an acceptstatement using one instance is embedded within a give statement using adifferent instance, any operations referenced before the accept statement isexecuted will not be sent to the correspondent (since ELROS batchesoperations and sends them only when control passes out of the givestatement)23. If the accept statement depends on activity initiated due tooperations sent within the give statement, the accept statement willtimeout, since the responder will not receive the operations andconsequently not return operations over the accept instance. Theprogrammer must force ELROS to send the operations before the acceptstatement is executed. This is achieved by executing the flush_inststatement :flush_inst(instance_variable);The argument to flush_inst, instance_variable, is an active communicationsinstance variable.Both abort_inst and flush_inst are ELROS statements, rather than ELROSstandard subroutines. Since abort_inst never fails, there is no need to catchexceptions it might cause. However, flush_inst can fail and so takes an23 If the give and accept statements use the same instance, the code generated by the preprocessor callsflush_inst before control passes into the accept statement.

112optional exceptions clause. Exceptions raised by flush_inst include com_error,internal_error and protocol_error.6.3.4 get_invokeID()ELROS supports two forms of operation id management. If theapplication programmer selects not to specify an operation id for operationreferences inside give statements, the ELROS runtime system uses a per-instance internal state variable to generate these identifiers. This style ofprogramming is useful when the application protocol is synchronous, i.e.,the invoker waits for a reply to one request before sending another, andduplicate operations cause no harm, i.e., operations are idempotent.The other form of operation id management requires the user to managethe operation id sequence, specify the appropriate operation id in eachoperation reference that occurs within a give statement, and check theoperation id on each operation received in an accept statement. Specifyingan operation id in an operation reference signals the ELROS runtimesystem that it should not generate the operation id from the per-instanceinternal state.Sometimes the programmer wishes to change management techniquesin the middle of an operation sequence on an active instance. To move froman ELROS managed operation id sequence to an application managedsequence requires the program to ascertain the internal per-instance valuefor the next operation id. The routine get_invokeID() does this. Its interfacedefinition is :long get_invokeID(instance_variable);get_invokeID() takes an active instance_variable as its argument andreturns an invokeID, a long integer, as its result.6.3.5 set_invokeID()If the programmer wishes to change the operation id managementtechnique on an active instance from application managed to ELROSruntime system managed, there needs to be a way to set the internal per-

113instance value that will be used by the runtime system as the next operationid. Sometimes this is relatively straight forward, since the ELROS runtimesystem loads this internal value with the value supplied by the programmerin an operation reference. If the programmer elects to discontinuespecifying an operation id in operation references, the runtime system usesthe last value specified to begin its managed sequence.In other situations the application programmer wants to reset theinternal value without sending an operation. The routine set_invokeID()does this. Its interface definition is :void set_invokeID(instance_variable, invokeID);The first argument to set_invokeID is an active instance variable and thesecond argument is an invokeID, which is of type long.6.3.6 get_addr()ELROS is structured so that instance values, i.e., the value insideinstance variables, can be passed into and returned from C procedures24.Sometimes it is desirable for a subroutine to perform the bind_addrstatement on an instance variable. This hides the address information fromthe caller of the subroutine.When programmers use this type of program modularity, somemodules of the application may not have access to the addressinginformation that bound an instance variable. If the application needs toopen another instance to the same correspondent, a way of recovering theaddress information associated with a bound instance is required.The get_addr statement is provided for this purpose. Its syntax is :24 Currently, this feature is not fully supported in ELROS. give, accept, encode and decode statementsrequire instance variable names, not expressions that evaluate to instance values. To use an instancevalue passed between two procedures in either of these statements, it must be assigned to an instancevariable declared within the using procedure and tied to the correct interface. No checking isperformend by the ELROS runtime system to ensure an instance value is of the correct interface typewhen it is assigned to an instance variable. It is up to the programmer to keep things straight.

114get_addr(instance_variable, addr_struct_pointer)The first argument to get_addr is an active instance and the secondargument is a pointer to a bind_address that receives the addressinginformation associated with the instance.6.3.7 bind_memThe ELROS statement bind_addr is used to establish communicationsbetween two correspondents. Sometimes, for debugging or other purposes,a programmer wishes to capture the byte stream that the ELROS runtimesystem produces in response to the execution of an ELROS program. TheELROS statement bind_mem supports this requirement. The syntax ofbind_mem is :bind_mem(instance_variable, rules, Any_variable, openstring)Execution of the bind_mem statement binds instance_variable to thearea of memory described by the Any_variable argument, which is a Cstruct with the following format :typedef struct any{unsigned char *pointer;unsigned long count;unsigned long size;struct any *sig;} Any;As with the bind_addr statement, the rules argument takes only one valueat present, i.e., asn_1_ber. The openstring argument is a single letterstring, either "r" or "w". The "w" value specifies that the runtime system

115output should be written to memory. The "r" value specifies that a memorybuffer written previously by the runtime system should be read25.If the "w" value of openstring is specified, the programmer passes apointer to an uninitialized Any variable to bind_mem, which allocatesstorage from the heap and initializes the elements of the variable to theappropriate values. The "pointer" element is the address of the memorybuffer allocated, "count" is the number of bytes containing ELROS runtimesystem output, and "size" is the number of bytes in the allocated buffer. Thecomponent �sig� is used for internal checking. If the size of the buffer isexceeded during output, the runtime system allocates a new buffer twice asbig as the current one, copies the data from the old buffer to the new buffer,frees the old buffer and writes the remaining output to the new buffer. Toensure correct operation, the programmer should not access the elementsof the Any variable until the communications instance is unbound with anunbind statement.If the "r" value of openstring is specified, the programmer passes anAny variable to bind_mem. This variable should reference a memory bufferpreviously written by the ELROS runtime system. When thecommunications instance generates a done exception, the programmershould free the buffer, using the clearAny macro.Since bind_mem is a normal ELROS statement, it can generateexceptions. The programmer catches these exceptions with an exceptionsclause, which takes the same on-clauses as bind_addr. bind_mem is usedto implement the "Any" macros discussed in chapter 5.6.3.8 bind_fileELROS also supports input and output of runtime system data from/to afile. To bind a communications instance to a file, the programmer uses thebind_file statement, which has the following syntax :bind_file(instance_variable, rules, infilename, outfilename)25 Currently, bind_mem is limited to establishing an instance that either reads from memory or writesto memory. Thus, bind_mem establishes a simplex channel, rather than the duplex channel establishedbetween correspondents by bind_addr.

116The communications instance represented by instance_variable isbound as follows. Output generated by the ELROS runtime system for theinstance is written to outfilename, a quoted pathname. Input for theinstance is taken by the runtime system from infilename, a quotedpathname. The rules argument takes only one value at present, asn_1_ber.The bind_file statement takes an optional exceptions clause, which maycontain any of the on-clauses used for bind_addr and bind_mem.

117VII.DebuggingWriting a distributed application is generally the easiest part of itsdevelopment. Getting a distributed application to work correctly is onaverage much more time consuming.ELROS provides several tools that assist the applications programmer indebugging his code. These fall into three classes: 1) routines generated bythe preprocessor to print variables declared as ELROS types, 2) a set oflogging routines, and 3) a set of utilities for viewing and filtering the logdata generated by these routines. The print and logging routines can becalled from within an ELROS program or from a standard debugger suchas dbx.7.1 ELROS generated print routinesThe ELROS preprocessor generates print routines for the basic ELROStypes as well as for each type defined in an interface. These routines areaccessed through one of four standard routines: 1) roprinti(), 2) roprint(), 3)froprinti(), and 4) froprint().Roprinti() is called with the following parameters :roprinti("type", &variable, interface)The first argument is the ELROS type of the variable. The type is placedwithin double quotes so that the routine can be called from a debugger likedbx, which doesn’t have ELROS types available in its symbol table. Thesecond argument is the address of the variable to print. The third argumentis the interface from which the type is drawn.For example suppose we wish to print the value of a variableentry_modification of type EntryModification from the X_500 interface.From an embedded language program the call would look like :roprinti("EntryModification", &entry_modification, X_500_DAP_interface);

118Note that the interface identifier is not surrounded by double quotemarks. This is possible because the ELROS preprocessor declares a variablewith the same name as the interface, which is included in its generatedcode and thus appears in the symbol table of the debugger.To print the value of entry_modification from the dbx debugger thefollowing dbx command is executed (the prompt dbx> is produced by dbxand not typed) :dbx> call roprinti("EntryModification" &entry_modification, X_500_DAP_interface);The result of this call is (assuming the Union indicates theremoveAttribute element and its value is the ObjectIdentifier of "commonname") := {[removeAttribute] =2.5.4.3}The string "removeAttribute" in square brackets at the beginning of theoutput text indicates which of the Union components is present in thevariable entry_modification. The string "2.5.4.3" is the value of thiscomponent.The ELROS runtime system must know the interface from which a typeis drawn in order to call the correct routine to print its values (e.g., twointerfaces imported into the embedded language code might define types ofthe same name). roprinti() specifies the interface name through its thirdargument. The ELROS runtime system remembers this interface name inan internal variable, allowing a subsequent call of roprint() :roprint("type", &variable)The first two arguments of roprint() are the same as roprinti(), thedifference between the two routines being that the former does not specify

119an interface. Instead it uses the interface stored in the ELROS runtimesystem internal variable set by roprinti() (or froprinti() — see below). The useof roprint() relieves the programmer from typing the same interface nameover and over again.The output from both roprint() and roprinti() is directed to stdout.Sometimes it is desirable to print the value of an ELROS variable to a file.The routines froprinti() and froprint() accomplish this. Froprinti() takesfour arguments. The first argument is a file pointer to an open file intowhich the value of the variable is written. The last three arguments are thesame as the three arguments of roprinti(). For example, the following codeprints the value of the variable entry_modification to the file"~nessett/dump" :FILE *fd;fd = fopen("~nessett/dump","w");froprinti(fd, "EntryModification", &entry_modification, X_500_DAP_interface);...The routine froprint() operates like roprint() except the value of thevariable is printed to the file described by its first argument, rather than tostdout. Suppose there are two variables of type EntryModification,entry_modification1 and entry_modification2. The following code prints thevalues of these variables to the file "~nessett/dump":FILE *fd;fd = fopen("~nessett/dump","w");froprinti(fd, "EntryModification", &entry_modification1, X_500_DAP_interface);

120froprint(fd, "EntryModification", &entry_modification2);...7.2 Tracing ELROS program executionIn addition to routines to print ELROS data types, the ELROS packageincludes routines to trace the execution of ELROS embedded languagestatements. There are two sets of tracing routines : 1) the set used fortracing remote operation execution, and 2) the set used for tracing thegeneration and consumption of ASN.1. The first set is called level 7 tracing,while the second set is called level 6 tracing.7.2.1 Level 7 tracingFour routines are provided to trace remote operations activity : 1)start_log7i(), start_log7(), 3) stop_log7i(), and 4) stop_log7(). When aprogrammer desires to generate a trace of the remote operations sent andreceived by a program, he calls start_log7i(). Normally start_log7i() iscalled from a debugger, although it may also be called from an embeddedlanguage program. The routine takes two parameters : 1) an activeinstance (i.e., one which has appeared in a bind statement) and 2) the nameof a file to which trace information is output. The first parameter allows theprogrammer to specify a specific instance on which to conduct tracing.Tracing on that instance remains in effect until the instance is unbound oruntil stop_log7i() is called. If the first parameter to start_log7i() is NULL(i.e., zero), global tracing at level 7 is enabled. In that case level 7 activity onall instances is traced.The second parameter to start_log7i() is the name of the file, enclosed indouble quote marks, that will receive the tracing information. Ifstart_log7i() is called with a NULL second argument, the following set ofrules determines the trace output file. First, if start_log7i() has been calledpreviously, the ELROS runtime system uses the file established by that call.Trace information is appended to it. Otherwise, an environmental variable,RO_LOG7FILE is examined. If it contains a name, trace output is sent

121there. If RO_LOG7FILE is null, a default name is used — ELROS.log7. Notethese rules imply that if the file used by the ELROS runtime system alreadyexists when start_log7i() is called, then trace information will be appendedto whatever is in the file.The routine start_log7(), taking only a filename enclosed in doublequotes, turns on level 7 global logging. It uses the same filenameconventions as start_log7i().When a programmer wishes to turn off tracing, he calls stop_log7i().Stop_log7i() takes a single parameter, an instance. Tracing for thatinstance is deactivated, while tracing for all other instances remainsactive. If the instance argument is NULL, level 7 global tracing isdeactivated. The routine stop_log7() takes no parameter and turns off level 7global tracing (although tracing on specific instances activated by callingstart_log7i() remains in effect).To illustrate the use of these routines, suppose a programmer isdebugging an ELROS embedded language program from dbx. The followingcommand starts tracing on the instance "inst" with tracing informationgoing to the file "~nessett/trace".dbx> call start_log7i(inst, "~nessett/trace")The resulting trace information would appear as follows :A00004ab4:302X_500_invoker.c X_500_performerA00004ab4:ENTERING give statementA00004ab4:305X_500_invoker.c X_500_performerA00004ab4:GIVING ReadOp(invoke_ID=12, linked_ID=0)A00004ab4:read_argument = {A00004ab4:[ReadArgumentType] =A00004ab4:object = {...A00004ab4:312X_500_invoker.c X_500_performerEXITING give statement

122The first field in every line is an integer constant that identifies theparticular instance on which the activity occurred. Each trace entryconsists of multiple lines, the first of which indicates the line number in thesource file where the trace entry was generated, followed by the source filename and the name of the instance variable used in the traced activity.Subsequent lines describe the activity in detail.7.2.2 Level 6 tracingFour routines are provided to trace ASN.1 encoding and decodingactivity : 1) start_log6i(), start_log6(), 3) stop_log6i(), and 4) stop_log6().When a programmer desires to generate a trace of the ASN.1 sent andreceived by a program, he calls start_log6i(). Normally start_log6i() iscalled from a debugger, although it may also be called from an embeddedlanguage program. The routine takes two parameters : 1) an activeinstance and 2) the name of a file to which trace information is output. Thefirst parameter allows the programmer to specify a specific instance onwhich to conduct tracing. Tracing on that instance remains in effect untilthe instance is unbound or until stop_log6i() is called. If the first parameterto start_log6i() is NULL (i.e., zero), level 6 global tracing is enabled. In thatcase activity on all instances is traced.The second parameter to start_log6i() is the name of the file, enclosed indouble quote marks, that will receive the tracing information. Ifstart_log6i() is called with a NULL second argument, the following set ofrules determines the trace output file. First, if start_log6i() has been calledpreviously, the ELROS runtime system uses the file established by that call.Trace information is appended to it. Otherwise, an environmental variable,RO_LOG6FILE is examined. If it contains a name, trace output is sentthere. If RO_LOG6FILE is null, a default name is used — ELROS.log6. Notethese rules imply that if the file used by the ELROS runtime system alreadyexists when start_log7i() is called, then trace information will be appendedto whatever is in the file.The routine start_log6(), taking only a filename enclosed in doublequotes, turns on level 6 global logging. It uses the same filenameconventions as start_log6i().

123When a programmer wishes to turn off tracing, he calls stop_log6i().Stop_log6i() takes a single parameter, an instance. Tracing for thatinstance is deactivated, while tracing for all other instances remainsactive. If the instance argument is NULL, level 6 global tracing isdeactivated. The routine stop_log6() takes no parameter and turns off level 6global tracing (although tracing on specific instances activated by callingstart_log6i() remains in effect).To illustrate the use of these routines, suppose a programmer isdebugging an ELROS embedded language program from dbx. The followingcommand starts tracing on the instance "inst" with tracing informationgoing to the file "~nessett/trace".dbx> call start_log6i(inst, "~nessett/trace")The resulting trace information would appear as follows :N00091254:C00091254:BIND: platform=ISODE, role=RESPONDERC00091254:BIND: calling_address=128.115.80.31+18002/#0C00091254:BIND: called_address=128.115.80.31+18002/#0R00091254: 61 25 30 23 02 01 01 a0 1e a1 1c 02 01 01 02 01R00091254: 21 30 14 30 08 13 02 32 31 13 02 34 35 30 08 13R00091254: 02 38 37 13 02 39 39S00091254: 61 80 30 80 02 01 01 a0 80 a2 80 02 01 01 30 80S00091254: 02 01 21 31 80 a1 80 30 80 30 80 02 01 15 02 01S00091254: 2d 00 00 30 80 02 01 57 02 01 63 00 00 00 00 00S00091254: 00 a2 80 30 80 30 80 02 01 15 02 01 2d 00 00 30S00091254: 80 02 01 57 02 01 63 00 00 00 00 00 00 a3 80 30...S00091254: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00S00091254: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00S00091254: 00 00 00 00 00 00 00 00 00

124C00091254:UNBINDThe first field in every line is an integer constant that identifies theparticular instance on which the activity occurred. The letter that precedesthe integer specifies what kind of information is contained on the line. Themeaning of these letters are : 1) N — the creation of an instance, 2) R —information received on the instance, 3) S — information sent over theinstance, and 4) C — a comment generated by the runtime system (in theabove example these comments identify the binding and unbinding of theinstance).7.3 Using the ELROS tracing routines in realtimeSometimes a programmer debugging an ELROS embedded languageprogram desires to see the execution of ELROS statements in realtime asthey occur. Two utilities are provided to support this style of debugging : 1)logfilter and 2) loganal.Logfilter is a utility that accepts an ELROS trace file and filters outunwanted information. When filtering level 7 traces, its execute line is :logfilter -a filename @instanceFilename is the name of a file containing ELROS runtime system traceinformation. If filename isn’t specified, stdin is used. Instance is aninteger constant that identifies an instance in a trace file (i.e., it is theinteger constant that appears after the "A" on each line of the traceinformation). The output of logfilter is sent to stdout, so the programmercan view it on his terminal. If instance is not specified (i.e., the @instanceis left off the execute line), all information in the trace file is sent to stdoutwith the instance information (i.e., the A00004ab4 which prefixes each linein the above example) stripped off.When filtering level 6 traces, the appropriate execute line is :logfilter -r filename @instanceto analyze the data received on instance, or

125logfilter -s filename @instanceto analyze the data sent on instance.The filename and instance arguments act in the same way as for level 7filtering, except the instance information passed through the filter arethose lines starting with C, N, R and S.Logfilter is useful when a complete file of trace information is availablefor analysis. To view trace information as it is generated requires the use ofthe second utility — loganal.To use loganal to analyze level 7 traces, the programmer opens a secondwindow and types :loganal filename | logfilter -a @instance | moreUse of this execute line is predicated on the assumption that filename is thefile established by the programmer when he called start_log7i() orstart_log7(). Loganal opens up a pipe to filename and reads its contents asthey are written. Each line read is sent to stdout, which in the execute linegiven above pipes it to logfilter. Logfilter discards all information unrelatedto the instance instance and pipes the result to more.To examine all level 7 tracing information generated by the ELROSruntime system, the programmer should use the following execute line :loganal filename | logfilter -a| moreTo use loganal to analyze level 6 traces, the programmer opens a secondwindow and types :loganal filename | logfilter -r @instance | dasn | moreto analyze the data received on instance, orloganal filename | logfilter -s @instance | dasn | moreto analyze the data sent on instance.

126The utility "dasn" is a context free asn.1 translator that converts thehexadecimal representation in a level 6 trace file to an ascii representationthat is easier to read and understand.To examine all level 6 tracing information generated by the ELROSruntime system, the programmer should use one of the following executelines :loganal filename | logfilter -r| dasn | moreto view the data received on all instances, orloganal filename | logfilter -s| dasn | moreto view the data sent on all instances.

127VIII.ELROSandMultithreadingELROS is designed and implemented so it can be used in multithreadedprograms. Currently, it is integrated into only one threads implementation,the PADS tasking package26 developed by the Livermore Computer Centerat Lawrence Livermore National Laboratory27. This chapter discussesseveral aspects of ELROS programming that are related to its use in aPADS tasking environment. It is the intent of the ELROS project tointegrate ELROS with POSIX 1003.4a Pthreads implementations, whenthey become widely available. It is also possible to MAKE a version ofELROS that does not use PADS.8.1 PADSThe PADS tasking interface is simple and fairly easy to use. There is onebasic type exported by the PADS tasking package — Task. A task is createdby calling the procedure Newtask which has the following interface :Task Newtask(procedure, variable)The first argument to Newtask() is the address of a procedure to executewhen the task is given control for the first time. The second argument is avariable address that is passed to this procedure. These two arguments aredeclared as follows :void (*procedure)();unsigned char *variable;The procedure Newtask() returns a Task value, which is the identifier ofthe task created.26 The terms "thread" and "task" have no wide-spread common definitions. In this tutorial they are takento be synonymous.27 The PADS library supports a communications service as well as a tasking package. ELROS does notmake use of the communications portion of PADS. Only the tasking package is used.

128A task finds out its own identifier by calling the procedure Ego(). Ego()takes no arguments and returns a value of type Task. The procedure Sleep()suspends execution of the task that calls it, allowing other tasks to run. Italso takes no argument, and returns the current time (the task issuspended in Sleep() until it wakes up). The procedure Wake() takes a Taskvalue as its argument, placing the task identified on the ready-to-runqueue. The procedure Alarm() takes an unsigned long as its argument. Itmarks a future point in time, equal to the time specified by its argument atwhich the task should be awakened. If the time given by the argument isless than the current time, Alarm() is effectively a no-op. Normally, a taskcalls Alarm() and then immediately calls Sleep().Each task has a variable associated with it that is used to point to privatedata. This variable is unsigned char *Tvarb. Finally, an external variable,unsigned long Stksize, is available for the programmer to control thenumber of bytes allocated for the stack of a newly created task.In summary, the PADS interface is :Task Newtask(procedure, variable)void (*procedure)();unsigned char *variable;Task Ego();unsigned long Sleep();void Wake(task)Task task;void Alarm(time)unsigned long time;unsigned char *Tvarb;unsigned long Stksize;

1298.2 ELROS I/O and PADSThe PADS tasking package includes a scheduler that determines thenext task to run after another task gives up control. In order to allow theuse of UNIX I/O by the procedures executing within a task, all tasks mustuse non-blocking I/O, relying on the scheduler to perform a select() whenno task remains in the ready-to-run queue. The scheduler gains controlafter select() returns and places those tasks with I/O completions on theready-to-run queue.ELROS is integrated into the select() strategy of the PADS taskscheduler. However, it is sometimes desirable for a task to perform I/O forsome other purpose than sending and receiving messages. To harmonizethe use of non-ELROS I/O with ELROS-related I/O (e.g., the I/O that occursas the result of a give or accept statement execution), a task must registerthe sockets it uses for non-ELROS I/O with the ELROS runtime system.This is achieved by calling the procedure Add_descriptor, which is definedas follows :Add_descriptor(file-descriptor, event-direction)file-descriptor is added to the ELROS runtime system select mask by this call. Theargument event-direction takes one of three values : 1) _˚_˚ROm_WRITEDIR, 2)_˚_˚ROm_READDIR, and 3) _˚_˚ROm_ERRORDIR. This argument informs theELROS runtime system the direction of the event it must wait for (and thusidentifies which select mask to use). Once the user task makes a non-blocking I/Ocall and calls Add_descriptor, it normally would call Alarm(), to set a timeoutwakeup call, and then Sleep(). When the procedure Sleep() returns control to thetask, it is the task’s responsibility to check the status of the socket to determine iferrors occurred during the select() performed by the ELROS runtime system.

130Appendix A - An ASN.1 Fragment From the X.500RecommendationsThe following ASN.1 represents all the definitions required by the Readoperation of the Directory Access Protocol (DAP). To minimize the spacerequired to display these definitions and to improve clarity, manydefinitions of types used only once in the fragment have been eliminatedand expanded in-line. Constant definitions have been eliminated fromINTEGER and ENUMERATED types when these definitions are not usedelsewhere in the fragment. The ASN.1 Signed and Signature macros havebeen expanded in-line. Finally, the definitions of ReadArgument andReadResult use intermediate types, ReadArgumentType andReadResultType, not found in the standard in order to allow the Signedmacro that encapsulates ReadArgument to be expanded in a reasonableamount of space./* From X.208 */UTCTime::=[UNIVERSAL 23] IMPLICIT VisibleString/* From X.501 */AttributeValue::=A N Y AttributeType::=OBJECT IDENTIFERAttribute::=SEQUENCE {typeAttributeTypevaluesSET OF AttributeValue}AttributeValueAssertion::=SEQUENCE {AttributeType, AttributeValue}RelativeDistinguishedName ::=SET OF AttributeValueAssertion

131RDNSequence::=SEQUENCE OFRelativeDistinguishedNameName::=CHOICE { RDNSequence }DistinguishedName::=RDNSequence/* From X.509 */AlgorithmIdentifier::=SEQUENCE {algorithm OBJECT IDENTIFIER,parameters ANY OPTIONAL }Validity::=SEQUENCE { notBeforeUTCTime, notAfterUTCTime }SubjectPublicKeyInfo::=SEQUENCE { algorithm AlgorithmIdentifier, subjectPublicKey BIT STRING }Certificate::=SEQUENCE { SEQUENCE {version [0] INTEGER DEFAULT v1988,serialNumber INTEGER,signature AlgorithmIdentifier,issuer Name,validity Validity,subject Name,subjectPublicKeyInfo SubjectPublicKeyInfo }, AlgorithmIdentifier, BIT STRING }CertificatePair::=SEQUENCE {forward [0] Certificate OPTIONAL,reverse [1] Certificate OPTIONAL }

132CertificationPath::=SEQUENCE {userCertificate Certificate,theCACertificatesSEQUENCE OF CertificatePairOPTIONAL }/* From X.520 */PresentationAddress::=SEQUENCE {pSelector [0] OCTET STRINGOPTIONAL,sSelector [1] OCTET STRINGOPTIONAL,tSelector [2] OCTET STRINGOPTIONAL,nAddresses [3] SET SIZE(1...MAX)OF OCTET STRING }/* From X.518 */OperationProgress::=SET {nameResolutionPhase [0]ENUMERATED {notStarted (1),proceeding (2),completed (3) },nextRDNToBeResolved [1]INTEGER OPTIONAL }ReferenceType::=ENUMERATED {superior (1),subordinate (2),cross (3),nonSpecificSubordinate (4) }

133AccessPoint::=SET {ae-title [0] Name,address [1] PresentationAddress }ContinuationReference::=SET {targetObject [0] Name,aliasedRDNs [1] INTEGEROPTIONAL,operationProgress [2]OperationProgress,rdnsResolved [3] INTEGEROPTIONAL,referenceType [4] ReferenceTypeOPTIONAL,accessPoints [5] SET OF AccessPoint }/* From X.511 */EntryInformationSelection::=SET {attributeTypes CHOICE { allAttributes [0] NULL, select [1] SET OF AttributeType˚}DEFAULT allAttributes NULL,InfoTypes [2] INTEGER{attributeTypesOnly (0), attributeTypesAndValues (1)} DEFAULTattributeTypesAndValues }EntryInformation::=SEQUENCE {DistinguishedName,fromEntry BOOLEAN DEFAULT TRUE,SET OF{CHOICE {AttributeType,

134Attribute}OPTIONAL } }ServiceControls::=SET {options [0] BIT STRING DEFAULT {},priority [1] INTEGER DEFAULT 1,timeLimit [2] INTEGER OPTIONAL,sizeLimit [3] INTEGER OPTIONAL,scopeOfReferral [4] INTEGEROPTIONAL }ProtectionRequest::=INTEGERSecurityParameters::=SET {certification-path [0] CertificationPathOPTIONAL,name [1] DistinguishedNameOPTIONAL,time [2] UTCTime OPTIONAL,random [3] BIT STRING OPTIONAL,target [4] ProtectionRequest,OPTIONAL }Extension::=SET {identifier [0] INTEGER,critical [1] BOOLEANDEFAULT FALSE,item [2] ANY }ReadArgumentType::=SET {object [0] Name,selection [1] EntryInformationSelectionDEFAULT {},[30] ServiceControls DEFAULT {},[29] SecurityParameters DEFAULT {},requestor [28]DistinguishedName OPTIONAL,

135[27] OperationProgressDEFAULT {notStarted}aliasedRDNs [26]INTEGER OPTIONAL,extensions [25] SET OF ExtensionOPTIONAL }ReadArgument::=CHOICE {ReadArgumentType,SEQUENCE {ReadArgumentType,AlgorithmIdentifier,BIT STRING } }ReadResultType::=SET {entry [0] EntryInformation,[30] SecurityParameters DEFAULT {},performer [29]DistinguishedName OPTIONAL,[28] aliasDereferenced BOOLEANDEFAULT TRUE }ReadResult::=CHOICE {ReadResultType,SEQUENCE {ReadResultType,AlgorithmIdentifier,BIT STRING } }AttributeErrorParameter::=SET {object [0] Name,problems [1] SET OF SEQUENCE {problem [0] INTEGER,type [1] AttributeType,value [2] AttributeValueOPTIONAL } }

136NameErrorParameter::=SET {problem [0] INTEGER,matched [1] Name }ServiceErrorParameter::=SET {problem [0] INTEGER }ReferralErrorParameter::=SET {candidate [0] ContinuationReference }SecurityErrorParameter::=SET {problem [0] INTEGER }

137AppendixB-TheELROSDataStructuresCorrespondingToTheX.500 Fragment of Appendix A/* From X.208 */VisibleString(16) <universal 23 implicit> UTCTime/* From X.501 */ObjectIdentifier(20,4) AttributeType;Any AttributeValue;Record <sequence>{AttributeType type;DynamicArray <set> AttributeValue values;} Attribute;Record <sequence>{AttributeType attributeType;AttributeValue attributeValue;} AttributeValueAssertion;DynamicArray <set> AttributeValueAssertion RelativeDistinguishedName;DynamicArray RelativeDistinguishedName RDNSequence;Union{RDNSequence rDNSequence;} Name;RDNSequence DistinguishedName;

138/* From X.509 */Record <sequence>{ObjectIdentifier(20,4) algorithm;Any <null> parameters;} AlgorithmIdentifier;Record <sequence>{UTCTime notBefore;UTCTime notAfter;} Validity;Record <sequence>{AlgorithmIdentifier algorithm;BitString(1024) subjectPublicKey;} SubjectPublicKeyInfo;Record <sequence>{Record <sequence>{Integer(4) <context 0 null 0 default 0> version;Integer(8) serialNumber;AlgorithmIdentifier signature;Name issuer;Validity validity;Name subject;SubjectPublicKeyInfo subjectPublicKeyInfo;} CertificateBody;AlgorithmIdentifier signatureAlgorithm;BitString(2048) signatureValue;} Certificate;

139Record <sequence>{Certificate <context 0 null> forward;Certificate <context 1 null> reverse;} CertificatePair;Record <sequence>{Certificate userCertificate;DynamicArray <null> CertificatePair theCACertificates;} CertificationPath;/* From X.520 */Record <sequence>{OctetString(64) <context 0 null> pSelector;OctetString(64) <context 1 null> sSelector;OctetString(64) <context 2 null> tSelector; DynamicArray <null context 3 implicit set> OctetString(64) nAddresses;} PresentationAddress;/* From X.518 */Record{Enumerated(1) <context 0> nameResolutionPhase;Integer(1) <context 1 null> nextRDNToBeResolved;} OperationProgress;Enumerated(1) ReferenceType;Record{Name <context 0> ae-title;

140PresentationAddress <context 1> address;} AccessPoint;Record{Name <context 0> targetObject;Integer(4) <context 1 null> aliasedRDNs;OperationProgress <context 2> operationProgress;Integer(4) <context 3 null> rdnsResolved;ReferenceType <context 4 null> referenceType;DynamicArray <context 5 set> AccessPoint accessPoints;} ContinuationReference;/* From X.511 */Record{Union <null>{Null <context 0> allAttributes;/* the default for AttributeType must be implementedby the programmer in executable code */DynamicArray <context 1 set> AttributeType select;} attributeTypes;Integer(4) <context 2 null default 1> InfoTypes;} EntryInformationSelection; Union{AttributeType attributeType;Attribute attribute;} AVA;Record <sequence>{DistinguishedName distinguishedName;

141Boolean(1) <null true default true> fromEntry;DynamicArray <set null> AVA ava;} EntryInformation;Record{/* the default for options (a null BitString) must be implementedby the programmer in executable code */BitString(64) <context 0 null > options;Integer(4) <context 1 null 1 default 1> priority;Integer(4) <context 2 null> timeLimit;Integer(4) <context 3 null> sizeLimit;Integer(4) <context 4 null> scopeOfReferal;} ServiceControls;Integer(1) ProtectionRequest;Record{CertificationPath <context 0 null> certification-path;DistinguishedName <context 1 null> name;UTCTime <context 2 null> time;BitString(256) <context 3 null> random;ProtectionRequest <context 4 null> target;} SecurityParameters;Record{Integer(4) <context 0> identifier;Boolean(1) <context 1 null false default false> critical;Any <context 2> item;} Extension;Record{/* the default for selection and serviceControls (a null Set) must be

142implemented by the programmer in executable code */Name <context 0> object;EntryInformationSelection <context 1 null> selection;ServiceControls <context 30 null> serviceControls;SecurityParameters <context 29 null> securityParameters;DistinguishedName <context 28 null> requestor;/* the default for operationProgress (a Set containing an enumeratedelement with the value notStarted) must be implemented by theprogrammer in executable code */OperationProgress <context 27 null> operationProgress;Integer(4) <context 26 null 0> aliasedRDNs;DynamicArray <context 25> Extension extensions;} ReadArgumentType;Union{ReadArgumentType readArgument;Record <sequence>{ReadArgumentType readArgument;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadArgument;Record{EntryInformation <context 0> entry;SecurityParameters <context 30 null> securityParameters;DistinguishedName <context 29 null> performer;Boolean(1) <context 28 null false default false> aliasDereferenced;} ReadResultType;Union{ReadResultType readResult;

143Record <sequence>{ReadResultType readResult;AlgorithmIdentifier algorithmIdentifier;BitString(2048) signature;} signatureBlock;} ReadResult;Record <sequence>{Integer(4) <context 0> problem;AttributeType <context 1> type;AttributeValue <context 2 null> value;} Problems;Record{Name <context 0> object;DynamicArray <context 1> Problems problems;} AttributeErrorParameter;Record{Integer(4) <context 0> problem;Name <context 1> matched;} NameErrorParameter;Record{Integer(4) <context 0> problem;} ServiceErrorParameter;Record{ContinuationReference <context 0> candidate;} ReferralErrorParameter;

144Record{Integer(4) <context 0> problem;} SecurityErrorParameter;

145AppendixC-TheSyntaxofBasicTypeConstantsSyntax for constants of the various ELROS basic types is rigorouslydefined here ( e is the empty word) :under::={ _ }dot::={ . }bit::={ 0, 1 }ubit::=<bit> | <under>digit::={ 0, 1, 2, 3, 4, 5, 6, 7, 8, 9 }udigit::=<digit> | <under>uhexdigit::=<digit> | { A, B, C, D, E, F, a, b, c, d, e, f }signopt::={ +, - } | eBoolean::={ true, false }Integer::=<signopt> <udigit>+BitString::=<ubit>+ObjectIdentifier::=<digit>+ ( <dot> <digit>+)+Real::=<digit>* <dot> <digit>* ( { E, e } <Integer> )?OctetString::=0x <uhexdigit>+GeneralString (et. al)::=identical to C-string syntax

146Index<chartype>String(n) 8<LenTerm>String(*) 11<LenTerm>String(n) 10abort_inst() 110absent flag� 59accept 32, 43, 104accept statement 32, 40, 41, 70, 71, 72Add_descriptor 129Alarm() 128analyze level 6 traces 125analyze level 7 traces 125angle bracket annotation 56angle brackets 54anonymous types 46Any 7, 8, 10, 87AnyExceptions 89application 54Application and presentation contextnames 102Array type constructor 12asynchronous interactions 4autotag 57, 65batch 31batching 5bind_addr 28, 35, 70bind_address 29bind_file 115bind_mem 114BitString 7BitString(*) 11BitString(b) 8, 10Boolean 7Boolean(n) 8, 9break 43clearAny 88communications error 70communications instance 27communications instance variables 27components 3com_error 84context 54context specific tag 56control 27, 77control instance declaration 77copyAny 88correspondent 4dasn 126data 77data instance declaration 77data instance declarator 77debugging 117decode 77, 81decode statement 78, 81decodeAny 87default 57, 60default exceptions clause 75default on-clauses 75done 40, 70, 84DynamicArray type constructor 13Ego() 128ELROS data structures 20ELROS primer 1, 3ELROS runtime system failure 71ELROS.log6 122ELROS.log7 121encode 77, 78encode statement 78encodeAny 87end 6Enumerated 7

147Enumerated(n) 8, 10error 19, 70exceptions 40, 43, 70exceptions clause 33, 70flush_inst() 111forward type reference 47free routines 14, 51freeable 67froprint() 117, 119froprinti() 117, 119Fully specified type names 100Generalized Time 54GeneralString 7generation of free routines 67get_invokeID() 112give 31, 104give statement 31, 70GraphicString 7IA5String 7implicit 54importing the interface 27imports 5indefinite length representations 11indefinite length string types 50initiator 30init_isode_addr 29, 37Integer 7Integer(n) 8, 9interface 5, 6, 24interface identification statement 102internal_error 84invoke 19, 37invoke identifiers 103invoke ids 103invoker 3invoker/performer model 2level 6 tracing 120level 7 tracing 120linked id 103linked identifier 103loganal 125logfilter 124missing_arg 84Newtask() 127noautotag 56, 64Null 7, 8, 10, 58NumericString 7ObjectIdentifier 7, 102ObjectIdentifier(*, o) 11ObjectIdentifier(c, o) 8, 10OctetString 7OctetString(*) 11OctetString(n) 8, 10on 40on com_error 70on done 40on internal_error 71on missing_arg 71on missing_op 71on protocol_error 71on, 32optional 57PADS tasking package 127PDV 32performer 3POSIX 1003.4a Pthreads 127PPDU 31presentation data value 32presentation protocol data unit 31print routines 117PrintableString 7private 54

148protocol_error 84Real 7Real(m, e) 8, 9Record 56Record type definitions 16recursive data structures 43reject 70, 75Remote Operations protocol 71responder 35result 19, 37rofree() 14, 52rofreei() 14, 52roprint() 117, 118roprinti() 117RO_LOG6FILE 122RO_LOG7FILE 120select() 129SEQUENCE 57, 65SEQUENCE OF 64SET 57, 65SET OF 64set_invokeID() 112set_timeout() 109Sleep() 128sockets 129start_log6() 122start_log6i() 122start_log7() 120, 121start_log7i() 120Stksize 128stop_log6() 122, 123stop_log6i() 122, 123stop_log7() 120, 121stop_log7i() 120, 121string types 11synchronous interactions 4tag values 54TeletexString 7Tvarb 128type constructors 12unbind 33, 39, 70unfreeable 67Union 64Union element tags 63Union type definitions 17universal 54universal implicit 55Universal Time 54UNIX I/O 129UTCTime 54VideotexString 7VisibleString 7Wake() 128_˚_˚ROm_ERRORDIR 129_˚_˚ROm_READDIR 129_˚_˚ROm_WRITEDIR 129