An ELROS PrimerM.L. BranstetterJ.A. GuseD.M. NessettL.C. Stanberry"Elros Son of E�rendil and Elwing, who at the end of the First Age chose to be numbered among Men, andbecame the first King of N�menor (called Tar-Minyatur), living to a very great age." [The Silmarillion, J.R.R.Tolkien]

DISCLAIMERThis document was prepared as an account of work sponsored by an agency of theUnited States Government. Neither the United States Government nor the Universityof California nor any of their employees, makes any warranty, express or implied, orassumes any legal liability or responsibility for the accuracy, completeness, orusefulness of any information, apparatus, product, or process disclosed, or representsthat its use would not infringe privately owned rights. Reference herein to any specificcommercial products, process, or service by trade name, trademark, manufacturer, orotherwise, does not necessarily constitute or imply its endorsement, recommendation,or favoring by the United States Government or the University of California. Theviews and opinions of authors expressed herein do not necessarily state or reflect thoseof the United States Government or the University of California, and shall not be usedfor advertising or product endorsement purposes.Work performed under the auspices of the U.S. Department of Energy by LawrenceLivermore National Laboratory under Contract W-7405-Eng-48.

iAcknowledgmentsThe design and implementation of a sophisticated system like ELROSgenerally involves a large number of contributors. We greatly appreciateand acknowledge the work and assistance of the following people withoutwhich we could not have brought ELROS into the world.Robyne Sumpter worked with us for approximately a year on theimplementation of the ELROS runtime system. She provided us with veryvaluable expertise in multi-tasking and communications interfaces.Robyne left the ELROS project to become a project leader in the storagegroup and we wish her all the best in her new responsibilities.Rob Shaw spent about five months reworking the ELROS preprocessorparser, converting it to an enhanced C-based grammar. We didn’t havemuch time to get to know Rob, but during his time with the project, we werevery impressed with his abilities. We are sure that he will excel in hisgraduate studies in computer science and will miss his exuberance andstrong work ethic.Both Gary Long and Ashley Allen were early participants in the ELROSdesign effort. While their tenure with the project was short, severalfeatures of the ELROS embedded language are the result of theirsuggestions and contributions.Mark Boolootian has recently joined the ELROS project to work onoptimizing communications performance. We expect him to make majorcontributions to our work in the future.We also thank John Fletcher and Dave Hardin for their helpfulcomments on earlier drafts of this primer.

i i TableOfContentsI. Introduction. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1II. Writing Distributed Applications. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4III. Programming Simple Clients And Servers With ELROS. . . . . . . . . . . . . . . . . . . . . . . . . . 73.1 Specifying an interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73.2 Defining data types................................................................... 83.3 Defining synchronous operations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143.4 Using synchronous operations...................................................... 173.4.1 Writing the client.............................................................. 193.4.2 Writing the server. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233.5 Exceptions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27IV. Using Some Advanced Features of ELROS............................................ 324.1 Arrays. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 324.1.1 Simple Arrays.................................................................. 324.1.2 Specifying Array lengths at runtime........................................ 364.1.3 Using Arrays allocated from the heap....................................... 374.1.4 Receiving Arrays.............................................................. 384.1.5 DynamicArrays. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 404.2 Records. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 454.3 Unions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 494.4 Exception Handling.................................................................. 544.5 Defining and using named parameters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 584.6 Asynchronous Operations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 684.7 Handling Errors Specific To An Application. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 834.8 Using Indefinite Length String Types. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86V. Debugging ELROS Distributed Applications........................................... 915.1 ELROS generated print routines.................................................... 915.2 Tracing ELROS program execution. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 945.3 Using the ELROS tracing routines in realtime. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97Appendix A - ELROS Summary. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99A.1 Interface Specification. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99A.1.1 Type Definitions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99A.1.2 Operation Definitions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101A.2 Embedded language declarations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102 i i i A.3 Instance control statements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102A.4 Operation execution statements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103A.5 Debugging statements............................................................... 105A.6 Debugging utilities. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106 i v Notice,Disclaimer,andConditionsofUse(C) Copyright 1992 the Regents of the University of California. All rightsreserved.ELROS is a preprocessor that accepts language statements embedded in Cprograms and produces C code to encode/decode ASN.1 as well as send andreceive remote operations. The ELROS software is available for use underthe following conditions. Permission to use, copy, modify and distribute thesoftware and its documentation without fee or royalty is hereby granted,provided that you agree to comply with the copyright notice and followingstatements, including the disclaimer, and that the same appear on ALLcopies of the software and documentation, including modifications that youmake for internal use or for distribution.1. ELROS is copyrighted by the University of California. Title to copyright toELROS and to any material associated therewith shall at all timesremain with the UNIVERSITY. ELROS was developed under ContractW-7405-ENG-48 between the University of California and the U.S.Department of Energy.2. UNIVERSITY MAKES NO REPRESENTATION OR WARRANTIES,EXPRESS OR IMPLIED. By way of example, but not limitation,UNIVERSITY makes no representations or warranties ofmerchantability or fitness for any particular purpose or that the use ofsoftware components or documentation will not infringe any patents,copyrights, trademarks or other rights. UNIVERSITY shall not be liablefor any direct, indirect or consequential damages with respect to anyclaim by USER or any third party on account of or arising from thisAgreement or use of ELROS.3. USER shall observe all applicable United States and foreign laws,regulations, rules and decrees with respect to the transfer of Programand related technical data to foreign countries, including withoutlimitation, the US Foreign Corrupt Practices Act, The ExportAdministration Act, the US Anti-Boycott Laws and any regulationspromulgated thereunder, including, but not limited to, the InternationalTraffic in Arms regulations.

1I.IntroductionThere is increasing interest in the science and engineering disciplinesto use distributed applications to improve computational performance; tocouple general purpose computational systems with specialized hardware,such as visualization processors, archival storage and data acquisitionequipment; and to migrate large programs from one computer architectureto another in a way that incrementally builds confidence in the correctnessof the ported code. The fundamental support service for building distributedapplications is remote procedure call (RPC), or in its more general form,remote operations (RO). This service is accessed by the applicationsprogrammer through a programming interface suitable for specifyingremote service requests.First generation programming interfaces for RPC and RO were basedon the stub generator. The programmer provided a specification of a remoteservice procedure and its associated parameters to the stub generator,which produced a subroutine that an application program called to accessthe remote service. From the application programmer’s point of view thesubroutine was a surrogate of the remote procedure that implemented theremote service.To implement the remote service, either the application programmer orsomeone else wrote a remote procedure, which was linked with adispatcher1 running on the remote system. When a remote request arrivedat the dispatcher, it mapped the procedure identifier contained within therequest into the corresponding local address of the procedure, called thatprocedure, and then returned the results of the call to the application whichmade the request.Experience with the stub generator approach uncovered severaldeficiencies. Stub generators provide a natural way to express synchronouscomputations. However, they are clumsy at expressing asynchronouscomputations, since they provide the application programmer with a1 A dispatcher is a program loop that makes the appropriate system calls to receive communicationsfrom a remote correspondent and then parses the information contained therein to determine theappropriate actions to take.

2synchronous interface to a remote service, i.e., a local subroutine call. Stubgenerators also are difficult to use. Development of a new remote service ormodifications to an existing service requires not only modifying theapplication source code to provide for a new procedure call or newparameters to an existing call, but also the production of new stubs andlinking them to the application and the dispatcher. When stubs and remoteservices are being developed and maintained by an individual different thanthe application programmer, this works reasonably well. When theapplication programmer is writing both the remote service call as well asthe remote service procedure, a simpler description of the interactionsbetween service caller and service provider is desirable. Finally, the stubgenerator approach requires the application programmer to deal with theunderlying communications interface, passing the identifier of an openconnection in the stub call. This requirement means the programmer mustbecome familiar with two generally dissimilar interfaces rather than asingle programming tool.These considerations have led to the development of a second style ofprogramming interface for remote service requests � the embeddedlanguage approach. Service requests are expressed in the form of a specialprogramming language embedded in a conventional language, such as C.The embedded language statements are processed by a preprocessor, whichtranslates these statements into statements of the conventional language.From the programmer’s point-of-view, programming a distributedapplication is very similar to programming a stand-alone application. Theconventional programming language is used to implement computationsthat are not distributed and the statements of the embedded language areused to express requests for remote service. Since the semantics of theembedded language are designed with distributed programming in mind,modes of operation not supported by the conventional language, such asasynchronous service requests, can be expressed in an intuitive andnatural form. In addition, a simple coherent programming interface isprovided that offers both communications primitives as well as primitivesfor remote service.ELROS is an example of this new style of remote service interface. Theapplication programmer embeds ELROS statements into C programs. The

3ELROS preprocessor accepts these programs and produces the necessary Ccode to implement the semantics of the embedded statements.This document provides an introduction to ELROS and its use inbuilding distributed applications. A thorough reading will equip aprogrammer with the necessary information to write simple distributedapplications using the ELROS language. For a more comprehensivedescription of ELROS, including its advanced features, consult the ELROSuser’s manual [in preparation].

4II.WritingDistributedApplications A typical stand-alone application is composed of program units thatinclude its main program, procedures written by the applicationprogrammer and procedures written by other programmers. These unitsare normally coalesced into one or more libraries and brought togetherduring the linking process, resulting in an executable that runs on a singlecomputer.A distributed application is also composed of many parts, but differsfrom a stand-alone application in that these parts are not linked into asingle executable. Instead, several executables are produced, each of whichnormally runs on a different system. Distributed applications are composedfrom two or more executables, sometimes written by the same programmerand sometimes written by different authors. We call the executables thatform a distributed application its components.Distributed application components normally interact with each other inpairs. During a particular interaction, one component requests servicefrom another. We say that the component seeking service acts in the role ofa client, while the component providing the remote service acts in the roleof a server (fig. 1). Client role Server role ServiceRequestServiceResultDistributed ApplicationFigure 1 - Distributed application components acting in the role of clientand server

5In general components are not limited to one role. They may act as a clientwhen interacting with one component and act as a server while interactingwith another. It is even common for components to act in the role of a clientand concurrently act in the role of a server for another interaction (fig. 2). Client role Server roleDistributed Application ServiceRequestServiceResult Server role Client role ServiceRequestServiceResultFigure 2 - Distributed application component concurrently acting as bothclient and serverThe actions that a component takes when acting in the role of a clientare different from the actions required when it acts in the role of a server.As a client2, a component must locate the server that provides the remoteservice, make a service request of it and then accept the results (if any) thatit returns. A server waits for a service request, carries out the activity thatsatisfies the request and then returns any results of that activity to theclient.Clients and servers can interact in two different ways. If the clientmakes a service request and then blocks its activity until the server returnsthe results of the request, we say the interaction is synchronous. If theclient makes a request and then continues computing while the request isbeing processed by the server, waiting at some later point in time for theresults of the request, we say the interaction is asynchronous. Generally, 2For the sake of simplicity, we shorten the phrase "acting in the role of a client" and "acting in the role ofa server" to "client" and "server" respectively. The reader must keep in mind, however, that componentscan act in either role and consequently can be described as a server and a client with respect to differentinteractions.

6synchronous interactions are useful when the client cannot continuecomputing until the results of a service request are received. On the otherhand, asynchronous interactions are useful in two cases. There aresituations in which a client wishes to compute in parallel with the server.This requires it to make asynchronous service requests so that it does notblock. Secondly, sometimes a client desires to make several requests of aserver at the same time, not blocking on each individual request. This isknown as batching.A service request made by a client will generally contain severalparameters that specify data required by the server to satisfy the request.Obviously, the client and server must agree on the identity and data types ofthese parameters so that their interactions are not confusing. Definition ofthe services offered by a server (and used by a client), including thedefinition of parameters that each service request takes, is collected in oneplace called an interface. There is a set of ELROS statements used to defineinterfaces, which are text files input to the ELROS preprocessor. When theELROS preprocessor compiles a program implementing client and/orserver interactions, the program must specify the interfaces it uses. We saya program imports the interfaces it needs to carry out its serviceinteractions. There are several ELROS statements that are concerned withdefining and using service interfaces.Finally, interactions between a client and server can generate variouserrors. For example, if the communications network that connects themachines of the client and server fails, it may not be possible for a client tomake a service request or for a server to return the results of a request. If aclient mistakenly uses an interface definition different from the one used bythe server, various errors are possible, such as service requestsunsupported by the server, results incomprehensible to the client, andparameters of the wrong identity or type. ELROS supports an exceptionfacility that allows the programmer to specify what actions to take whensuch errors occur.

7III.ProgrammingSimpleClientsAndServersWithELROSAs previously described, a distributed application component acts aseither a client or server when interacting with other components. In thischapter we describe the ELROS statements used to program client andserver interactions.3.1 Specifying an interfaceThere must be agreement between a client and server on the identity andparameters of service requests. A collection of related service requestdescriptions comprises an interface. ELROS supports the specification ofinterfaces, which are used by the ELROS preprocessor when clients andservers are compiled.An ELROS interface has the following general form:interface interface-name ;type-definitionsoperation-definitionsend;The reserved words interface and end are used to bracket interfacedefinitions. Each interface is given a name (interface-name) that identifiesit3. Interface definition statements are either type-definitions or operation-definitions, the latter corresponding to the specification of individualservice requests4.3 The name of each interface imported into a client or server must be unique.4 At present ELROS interfaces cannot be nested (we intend to correct this problem in a future version).However, there is a way to achieve the same effect. If ELROS type-definitions and operation-definitions are placed in a file and the C preprocessor #include command is used within the body of aninterface specification to include these definitions, the same type-definitions and operation-definitionscan be used in multiple interfaces.

83.2 Defining data typesType definitions allow an interface designer to describe the datastructures used by operations. Each type definition in the type definitionssection is terminated by a semicolon. There are 17 basic data types and fourtype constructors, the latter being used to create Arrays, Records andUnions. The basic data types are :Boolean- a value either true or falseInteger- a signed integer valueReal- a signed floating point valueBitString- a value consisting of an array of bitsOctetString- a value consisting of an array of octetsEnumerated- a discrete set of values defined by the programmerObjectIdentifier- a value consisting of an array of non-negative integersNull- no valueAny- any value5NumericString- a character string value of numeric charactersPrintableString- a character string value of printable charactersTeletexString- a character string value of teletex charactersVideotexString- a character string value of video charactersVisibleString- a character string value of visible charactersIA5String- a character string value of characters from the IA5 setGraphicString- a character string value of graphic charactersGeneralString- a character string value of general charactersThe last 8 data types are string types limited to characters from variousstandard alphabets. However, ELROS does not check to ensure thatvariables of these types contain only characters from the specifiedalphabets.With two exceptions, the specification of a basic ELROS type requires notonly identifying the base type (e.g., Integer, BitString), but also specifyingthe range of values supported by the type (for the moment we ignore an5 The Any type is useful mostly for programs implementing ISO standard protocols. The use of Anyvariables is beyond the scope of this primer.

9alternative form for �string types� described below). This is accomplished byconcatenating to the base type identifier a positive integer (or in some casesa pair of positive integers), contained within parentheses. In most cases theinteger specifies the number of octets used to represent the type. Forexample, an integer type capable of containing values in the range (-231,231-1) would be defined as Integer(4). This follows because in twos-complement arithmetic6, it takes 32 bits (i.e., 4 octets) to represent integersin that range. Similarly, an OctetString type capable of holding 16 octetswould be defined as OctetString(16). The meaning of the positive integer(s)attached to the basic type names are :Boolean(n) n is the number of octets used to represent theboolean value (all bytes equal to zerorepresenting false, all other valuesrepresenting true).Integer(n) n is the number of octets used to represent thetwos-complement integer.Real(m, e) m is the number of bits used to represent themantissa and e is the number of bits used torepresent the exponent. ELROS interpretsthese numbers as specifying a base 2normalized format in which the exponent isbiased half-way between its range.BitString(b)b is the number of bits in the BitString.OctetString(n)n is the number of octets in the OctetString.Enumerated(n) n is the number of octets used to represent thediscrete values.ObjectIdentifier(c,o) c is the maximum number of components inthe ObjectIdentifier and o is the number ofoctets per component.Null

Null represents a type with no value, so nointeger is specified.Any

Any represents an indeterminate type, so nointeger is specified.6 Signed integers in ELROS are assumed to be representated in twos-complement arithmetic.

10<chartype>String(n) n is the number of characters in thecharacter string.The ELROS preprocessor translates each of these types into C typedefequivalents. This translation is controlled by the parameters.dat file read bythe preprocessor each time it runs. For a typical machine the ELROS typesmight be translated according to the following rules (NB:ceiling(expression) represents the smallest integer greater than or equal toexpression):Boolean(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Boolean(1) -> Boolean(2) translates to typedefunsigned short, Boolean(3) -> Boolean(4)translates to typedef unsigned int, Boolean(5)-> Boolean(8) translates to typedef unsignedlong, and Boolean(n), where n > 8, translatesto typedef struct { unsigned char val[n] ;}.Integer(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Then Integer(1) -> Integer(2) translates totypedef short, Integer(3) -> Integer(4)translates to typedef int, Integer(5) ->Integer(8) translates to typedef long, andInteger(n), where n > 8, translates to typedefstruct { unsigned char val[n]; }.

11Real(m, e)

Assume float represents a number with 24mantissa bits and 8 exponent bits, and doublerepresents a number with 53 mantissa bitsand 11 exponent bits. Then Real(m,e), wherem£24 and e£8, translates to typedef float;Real(m,e), where either 24<m£53 and e£11 orm£53 and 8<e£11, translates to typedef double;and Real(m,e), where either m > 53 or e > 11translates to typedef struct { unsigned charval[x]; }, where x = ceiling(m/8) + ceiling(e/8)+ 1.BitString(b) translates to typedef struct { unsigned longlen; unsigned char val[n] ;}, where n =ceiling(b/8).OctetString(n) translates to typedef struct { unsigned longlen; unsigned char val[n] ;}.Enumerated(n)

Assume a short is represented as two bytes,an int as four bytes, and a long as eight bytes.Then Enumerated(1) -> Enumerated(2)translates to typedef short, Enumerated(3) ->Enumerated(4) translates to typedef int,Enumerated(5) -> Enumerated(8) translatesto typedef long, and Enumerated(n), where n> 8, translates to typedef unsigned char [n].ObjectIdentifier(c,o) translates to typedef struct { int size, unsignedlong comp[c];}. size represents the number ofcomponents in the ObjectIdentifier. o must beless than or equal to sizeof(unsigned long).Nulltranslates to typedef void *.Any translates to typedef struct { unsigned char*pointer; unsigned long count; unsigned longsize;}. pointer holds the address of the buffercontaining the Any value, count is thenumber of bytes in that buffer used torepresent the value, size is the length of thebuffer, and sig is used for internal checking.

12<NULTerm>String(n) translates to typedef char [n+1], whereNULTerm is either Numeric, Printable,Visible, or Graphic. Strings of zero length arerepresented by a single NUL character.<LenTerm>String(n) translates to typedef struct { unsigned longlen; char val[n];} where LenTerm is eitherTeletex, Vidoetex, IA5, or General.The distinction between NULTerm and LenTerm character string types isthat NULTerm types are terminated by the NUL character, while LenTermtypes, which may validly contain NUL characters, are terminated by thevalue in the �len� field.There is an optional representation for certain ELROS basic types, calledthe string types, which consist of BitString, OctetString, ObjectIdentifierand the 8 character string types. This representation substitutes anindefinite value (represented by the character �*�) in place of the stringlength or number of ObjectIdentifier components. The ELROS preprocessortranslates these indefinite length representations into the following Ctypedef equivalents.BitString(*) translates to typedef struct { unsigned longlen; unsigned char *val; }, where len =ceiling(b/8), b is the number of bits, and valholds the address of the BitString value.OctetString(*) translates to typedef struct { unsigned longlen; unsigned char *val; }, where val holdsthe address of the OctetString value.ObjectIdentifier(*, o) translates to typedef struct { int size, unsignedlong *comp;}. size represents the number ofcomponents in the ObjectIdentifier. o must beless than or equal to sizeof(unsigned long) andcomp holds the address of the ObjectIdentifiervalue.

13<NULTerm>String(n) translates to typedef char *, where NULTermis either Numeric, Printable, Visible, orGraphic. Strings of zero length arerepresented by a pointer to a single NULcharacter, not by a NULL pointer.<LenTerm>String(n) translates to typedef struct { unsigned longlen; char *val;} where LenTerm is eitherTeletexString, VidoetexString, IA5String, orGeneralString.To use variables of these types, the programmer must ensure that therelevant variable pointer references memory holding the variable value.An example illustrates the use of the basic types in an interfacespecification. Suppose we are writing an interface for a set of client/serverinteractions to compute the properties of a gas located somewhere betweenthe center of a star and 10 star diameters distant. We parameterize acomputation to compute the density of a gas by specifying its pressure andtemperature at a particular position. The client provides an integer valuethat identifies the gas as well as the values of the pressure andtemperature. The server computes the density for these parameters andreturns it to the client.Four types are required. Three reals are used for the pressure,temperature and density and an integer is used to identify the gas. Thepressure ranges from 10-50 to 1050 atmospheres and requires 12 bits ofprecision, temperature ranges from 1� to 1010� Kelvin and requires 14 bits ofprecision, and density ranges from 10-10 to 1050 particles/cm3 and requires 48bits of precision. There are 10 gases to be identified. The following types areused7.7 The exponents in the definition of the Real variables are computed according to the followingargument. The pressure values have exponents with a range of 10100, which represents a range of2333. Representing an exponent range of 333 requires 9 bits. The temperature values have exponentswith a range of 1010, which represents a range of 234. However, since the exponent is biased half-waybetween its range, we must use 1020 when calculating the ELROS exponent value (i.e., 10-10 to 1010),implying a range of 266. Representing an exponent range of 66 requires 7 bits. The density values have

14Integer(1) — for the gas argumentReal(12,9) — for the pressure argumentReal(14,7) — for the temperature argumentReal(48,9) — for the density argumentThis example illustrates an important principle of ELROS interfacedesign. It is fairly probable that some client of a service interface will runon a machine with data representations different than the server machine(e.g., the client runs on a SUN with IEEE floating point formats, while theserver runs on a CRAY with its own proprietary floating point format).ELROS correctly handles the data format conversions that are required inthis situation. However, if the interface designer specifies a range of valuesbased on a particular architecture, for example choosing values for themantissa and exponent ranges that are valid for a CRAY, and these rangescannot be represented on the client’s machine architecture (e.g., a SUN),ELROS maps the client’s declaration into an array of unsigned characters.For this reason it is extremely important that interface designersdeclare basic type ranges based on the requirements of the client and serveralgorithms and not on the basis of any particular architecture. ELROS willhandle the mapping of the ELROS data type into the appropriate native datatype on the target machine.3.3 Defining synchronous operationsOperations are the second class of interface objects defined in aninterface specification. In order to support both synchronous andasynchronous service requests, ELROS supports two kinds of operation.From the client’s perspective, synchronous operations act very much likenormal procedure calls, i.e., the client blocks within the operation until theserver returns the operation’s results. Synchronous operations are definedusing the reserved word call. Asynchronous operations do not cause theexponents that can be as great as 1050. This implies an ELROS exponent range of 10100, whichrepresents a range of 2333. Representing an exponent range of 333 requires 9 bits.

15client to block when they are called. Asynchronous operations are definedusing the reserved word invoke.ELROS operations (both synchronous and asynchronous) come in twovarieties: 1) those taking positional parameters, and 2) those taking namedparameters (fig. 3).OperationDefinitionsSynchronousAsynchronousPositionalParameters call op p1, p2,..., pn(pi = basic or definedtype)invoke op p1, p2,..., pn(pi = basic or definedtype)NamedParameterscall op n1, n2,..., nn(ni = named parameter)invoke op n1, n2,..., nn(ni = named parameter)Figure 3 - The four kinds of service requestsWe concentrate first on synchronous operations taking positionalparameters.When defining a synchronous operation, we must indicate the name ofthe operation, its input parameters, its output parameters and thoseparameters which are used both for input and output. For example, wemight name an operation to compute the density of a gas at a givenpressure and temperature — "compute_density." We would define thisoperation with the following statement in the interface specification :callcompute_density10in Integer(1), Real(12,9), Real(14,7),out Real(48,9) ;This definition specifies that the operation compute_density takes fourparameters, three input parameters and one output parameter. The inputparameters correspond to the identifier of a gas — Integer(1), the pressureof the gas — Real(12,9), and the temperature of the gas — Real(14,7). Thatthese are input rather than output or input/output parameters is indicatedby the reserved word in that precedes them. Notice that more than one

16input parameter can follow the in keyword and that all parameters areseparated from each other by commas. The output parameter correspondsto the density of the gas - Real(48,9) and is specified as an output parameterby following the reserved word out8.The identifier of the operation, "compute_density," is followed by theinteger 10, which is its operation number. All operations, whether they aresynchronous or asynchronous, require an integer operation number9 thatis unique within each operation class10 in the interface specification. Notethat the reserved word call, the operation identifier, the operation numberand the parameter list are separated by white space, while the parameterswithin the parameter list are separated by commas.While this definition of compute_density is technically correct, it is a bitclumsy to read because the arguments are non-descriptive. This can berectified by defining descriptive types for the arguments and using these inthe compute_density definition. For example we could make the followingtype definitions:Integer(1)gas_identifier;Real(12,9)pressure_value;Real(14,7)temperature_value;Real(48,9)density_value;Using these definitions we can define compute_density as follows :callcompute_density10in gas_identifier, pressure_value, temperature_value,out density_value;8While not illustrated by this example, a call operation may also specify inout parameters, these beingpreceded by the reserved word inout.9 Actually, operations numbers also may be ObjectIdentifiers. However, this is an advanced topicoutside the scope of the primer.10 Operations are grouped into four classes : 1) invokes, 2) results, 3) errors and 4) rejects. The first threeclasses are discussed below. Call operation numbers must be unique with respect to both invoke andresult operations. Reject operations are not covered in the primer.

17Assuming that we use the identifier "physics" to name the interface thatcontains the compute_density operation, the complete interfacespecification would look like :interface physics;Integer(1)gas_identifier;Real(12,9)pressure_value;Real(14,7)temperature_value;Real(48,9)density_value;callcompute_density10in gas_identifier, pressure_arg, temperature_arg,out density_arg;end;3.4 Using synchronous operationsOnce we have defined an interface, we are in a position to write a clientand server that uses its operations. There are two activities that must beprogrammed for client-server interactions: 1) making contact between theclient and server, and 2) making and handling service requests between theclient and server.The requirement to make contact between a client and server may atfirst seem a bit strange to someone only familiar with programming onstand-alone computer systems. This is because contact between a callingprogram and the procedure it calls is normally carried out when theexecutable is linked. However, in a distributed application, the client andserver normally run on different machines, so they must make contact atruntime.Since distributed application components may be engaged in severalinteractions concurrently, there must be some way to discriminate betweenthem. In ELROS we use the notion of a communications instance to do this.Communications instances are much like open files and communicationsinstance variables are similar to file descriptors in that they represent the

18state of an on-going interaction. In particular, a communications instancerepresents an active connection between the client and server. Programsare allowed to have many communications instances active concurrentlyand are even allowed to have multiple communications instances to thesame server active contemporaneously.A communications instance variable is declared with the controlreserved word. For example the following ELROS statement declares twoinstance variables11, inst1 and inst2 :control(physics) inst1, inst2;Notice in the instance variable declaration we have placed the word"physics" in parentheses after the reserved word control. This is the nameof the interface that includes the definitions of operations and data typesthat will be used over the instance.Since the ELROS preprocessor must be able to read and process thisinterface, we must tell it the name of the file in which the interface islocated. This is called importing the interface and we do this with aninclude statement. Suppose the interface "physics" is stored in a file withthe pathname "~/dist/interfaces/physics.i". This interface is made knownto the ELROS preprocessor by including in the embedded languageprogram the statement :#include "~/dist/interfaces/physics.i"The include statement must appear before the declaration of any instancesthat use the physics interface.The include statement and instance declaration are the first statementswe have described that are inserted by the programmer into C programsdirectly, rather than appearing in interface specifications. Interfacespecifications usually are located and maintained in files separate fromthose containing the ELROS embedded language programs in order toshare them between different programs (fig. 4).11 To economize writing style, we often refer to communications instance variables simply as instancevariables.

19ELROS Pre-processor& C CompilerInterfaceSpecificationEmbeddedLanguageProgramExecutableFigure 4 - ELROS preprocessor input and output3.4.1 Writing the clientOnce we have imported the appropriate interface and declared aninstance variable associated with it, we are in a position to program thecontact between a client and server. In ELROS a client uses the bind_addrstatement to contact a server. bind_addr takes four arguments : 1) aninstance variable, 2) rules, 3) a pointer to an address structure, and 4) atimeout value. The instance variable is the output parameter of bind_addr,being set to a value that can be used by other ELROS statements (much likea file descripter is initialized by an open call). The rules argument is anenum type with two choices, asn_1_ber and asn_1_ler12. This argumentselects the data encoding rules used by ELROS when transfering data fromone machine format to another. The timeout value is used to timeoutELROS statements that block (including bind_addr statements) as well asthe underlying communication routines in the ELROS runtime system.The address structure argument contains information that identifiesthe server. It has the following general format:struct address{bind_platform platform; /* isode, puresockets */bind_role role; /* initiator, responder */union12 The value asn_1_ber selects normal encoding rules, while asn_1_ler selects encoding rules optimizedfor the transfer of large volumes of scientific data (i.e., reals and integers).

20{struct{...} isode_addr;struct{...} puresocket_addr;} un;};This structure is available as a typedef with the identifier bind_address.(NB: not all elements of the address structure are shown above, only thosethat are important to the application programmer. Consequently,application programs should always use the bind_address typedef whendeclaring address structures).The address structure argument must be filled in by the client beforecalling bind_addr. To ease the programming chore this imposes, platformdependent routines are provided that initialize the address structure andfill in the appropriate content. For the puresocket platform this routine isinit_puresocket_addr(&addr, role, �IP_address+port�). The first argumentis a pointer to the address structure. The second argument specifies therole the component is taking in interactions over the commmunicationsinstance13. In the case of the client, this role is initiator. The thirdargument is a string consisting of the dotted IP address followed by the "+"character and then the port.For example, suppose we are writing a client that contacts a serverimplementing the compute_density operation described above. If the clientand server interact using the puresocket communications platform and theserver is at IP address 134.8.20.12 and port 2047, the client code to contact13 The �role� argument is of type �bind_role�, which is an enum with constants �initiator� and�responder�.

21the server would look something like the following (assuming a timeoutvalue of 10 seconds) :#include "~/dist/interfaces/physics.i"control(physics) physics_server;bind_address addr;init_puresocket_addr(&addr, initiator, "134.8.20.12+2047");bind_addr(physics_server, asn_1_ber, &addr, 10);Once a communications instance is bound by executing bind_addr, itcan be used by the client to execute a compute_density operation with theELROS call statement, which has the following form :compute_density@physics_server(gas, pressure, temperature, density);The four parameters "gas", "pressure", "temperature", and "density"must have been previously declared and set to appropriate values (except for"density", which is an output parameter). Declaration of these variables ispossible using the same ELROS type identifiers that are used in theinterface specification for defining the formal arguments to"compute_density"14. For example, the following declarations would betypical :gas_identifiergas;pressure_valuepressure;temperature_valuetemperature;density_valuedensity;14 They also can be declared with the appropriate C programming language declarators, if that isdesirable. However, using the ELROS types for declaring variables in embedded language programsensures portability. Declaring these variables with the corresponding C types almost guarantees theembedded language programs will not be portable.

22After calling the compute_density operation and obtaining its results,the client should let the server know that no more operations will arriveover the communications instance (this is like closing an open file).Consequently, the client should unbind the instance with the ELROSunbind primitive before proceeding with any calculations. Unbind takes oneargument, a bound instance variable.Putting all the above pieces together, we get the following client code thatwill contact the physics server and request it to compute the density of thegas Argon at a pressure of 1020 atmospheres and a temperature of 106 �Kelvin (assume the integer identifier of Argon is 18, its atomic number)./* import the physics interface */#include "~/dist/interfaces/physics.i"/* declare the instance and address structure variables */control(physics) physics_server;bind_address addr;/* declare the compute_density operation arguments */gas_identifiergas;pressure_valuepressure;temperature_valuetemperature;density_valuedensity;/* initialize the address structure and fill in the server’s address */init_puresocket_addr(&addr, initiator, "134.8.20.12+2047");/* establish communications with the server */bind_addr(physics_server, asn_1_ber, &addr, 10);/* initialize the compute_density arguments */

23gas = 18;pressure = 1e20;temperature = 1e6;/* request the server to compute the density of Argon at 1e20 atmospheresand 1e6 degrees Kelvin */compute_density@physics_server(gas, pressure, temperature, density);/* since the client has no more use for the communications instance,unbind it */unbind(physics_server);/* use the density in whatever calculations are desired */<remainder of program>3.4.2 Writing the serverA component acting in the role of a server waits to be contacted by aclient and then carries out the operations the client requests. Servers waitfor contact by executing bind_addr, specifying the role of responder. Aswith a client, the server must first initialize an address structure. Forexample, the following code would be typical for the physics_serverdescribed above :/* import the physics interface */#include "~/dist/interfaces/physics.i"/* declare the instance and address structure variables */control(physics) physics_client;bind_address addr;

24/* initialize the address structure and fill in the server’s address */init_puresocket_addr(&addr, responder, "134.8.20.12+2047");/* establish communications with the client */bind_addr(physics_client, asn_1_ber, &addr, 10);Note that this code is almost identical to that executed by the client,except init_puresocket_addr is called with its role parameter set to"responder". Since the role of the address structure specifies responder,bind_addr will block waiting for service requests to arrive at this address,rather than trying to contact a component at the specified address.Once contact is made with a client, the server must accept servicerequests, carry out the activity to satisfy them and return any results of therequests to the client. Normally, a server supports more than one operation;although, in our simple example this is not so. Consequently, the servermust first determine which of its operations the client is invoking. ELROSprovides the accept statement for this purpose. It begins with the reservedword accept, followed by an instance variable (which must represent anactive instance bound by a previous call to bind_addr) and then a series ofon-clauses, each of which specify a particular operation in the serviceinterface. The format for the accept statement is :accept instance-variable{on operation1(parameter-list)C-statement1on operation2(parameter-list)C-statement2..on operationn(parameter-list)C-statementn}

25The accept statement is tied to a particular communications instance bythe instance variable given immediately following the accept reserved word.Following the instance variable and contained within opening and closingcurly braces is a series of on-clauses, each of which specifies an operationin the interface to which the instance variable was associated when it wasdeclared. The operation specified in each on-clause takes a parameter list,which specifies variables into which the ELROS runtime system stores thevalues communicated by the client. The C-statement following eachoperation specification can be any general C language statement, typicallya compound statement. It may contain not only C programmingconstructs, but also other ELROS embedded language statements,including declarations, bind_addr statements, call statements, acceptstatements and give statements (covered below).When the accept statement is executed, the program blocks waiting foran operation to arrive over the instance. When an operation is received,control passes to the appropriate on-clause. Control also passes out of theaccept statement if an operation doesn’t arrive within the timeout periodspecified in the bind_addr call. This error condition can be detected usingthe exceptions clause described in section 4.4.For example, the code necessary to implement the physics serverdiscussed above might look like :/* import the physics interface */#include "~/dist/interfaces/physics.i"/* declare the instance and address structure variables */control(physics) physics_client;bind_address addr;/* declare the compute_density operation arguments */gas_identifiergas;pressure_valuepressure;

26temperature_valuetemperature;density_valuedensity;/* initialize the address structure and fill in the server’s address */init_puresocket_addr(&addr, responder, "134.8.20.12+2047");/* establish communications with the client */bind_addr(physics_client, asn_1_ber, &addr, 10);/* obtain a compute_density request and service it */accept physics_client{on compute_density(gas, pressure, temperature){density = density_calculation(gas, pressure, temperature);give physics_client{compute_density(density);}}}There are two notable things about this code fragment. First, only the inparameters are specified in the parameter list for the compute_density on-clause. This is so because these are the only parameter values sent by theclient when it executes the compute_density call statement.Secondly, there is a new ELROS statement introduced in the codefragment — the give statement. The give statement is used by servers toreturn the results of an operation to the client.The format of the give statement is :give instance-variable C-statement

27 The give statement begins with the reserved word give, followed by aninstance variable and then by a C language statement (which may be acompound statement and include other ELROS embedded languagestatements). To send the results of an operation to the client, theprogrammer embeds the name of the operation in the C statement, givingwithin parentheses an expression for each of its out parameters andseparating these with commas. In the example shown above, the variable"density" is the argument for the single compute_density out parameter.Give statements are the means by which results are returned by a serverto its client. However, in section 4.6 we will see that give statements can beused in more general ways to support asynchronous operations. We deferuntil that section a description of the full generality and power of givestatements.3.5ExceptionsThe client and server developed in the previous sections have asignificant deficiency. The client contacts the server, requests the density ofa gas at a particular pressure and temperature, unbinds thecommunications instance and continues computing. The server waits for acompute_density request to arrive, computes it, returns the results andthen terminates. This strategy is not going to work well if the density ofmore than one gas at a particular pressure and temperature is required bythe client. The strategy is also deficient if the server interacts with morethan one client.The obvious solution to this problem is to program the client so itexecutes calls to the server in a loop. The server can also be programmed towait for contact from a client and then loop servicing new compute_densityrequests. The client code fragment that does this looks like :/* declare and initialize variables */<declarations and initializations>/* establish communications with the server */

28bind_addr(physics_server, asn_1_ber, &addr, 10);/* request the server to compute the density of several gases at 1e20atmospheres and 1e6 degrees Kelvin */gas_identifier gases[8] = {1, 2, 7, 8, 9, 10, 17, 18};density_value densities[8];for(i=0; i<8; i++){compute_density@physics_server(gases[i], pressure, temperature,densities[i]);}/* since the client has no more use for the communications instance,unbind it */unbind(physics_server);/* use the densities in whatever calculations are desired */<remainder of program>Writing the server code fragment is a little more problematical, since, asyet, we have not described a way for the server to know when the client isfinished with the communications instance (i.e., when the client executesan unbind). ELROS provides a mechanism for the server to discover this,which is also used by both clients and servers to react to errors. Weconcentrate here on how a server is informed when a client unbinds aninstance.ELROS allows the attachment of an exceptions clause to many of itsexecutable statements, including the accept statement. The exceptionsclause begins with the reserved word exceptions and is followed by a set ofon-clauses (much like the structure of an accept statement) that specifycertain exceptional termination conditions, each followed by statements to

29execute when those conditions occur. The "done" condition represents anunbind by a correspondent (this condition is specified by the reserved wordon followed by the reserved word done).When the server executes an accept statement with an attachedexceptions clause containing a done on-clause and the client executes anunbind, control in the server passes to the code immediately after the ondone reserved words. For example, suppose we attached the followingexceptions clause to the accept statement in the compute_physics server :accept physics_client{on compute_density(gas, pressure, temperature){density = density_calculation(gas, pressure, temperature);give physics_client{compute_density(density);}}}exceptions{on doneunbind(physics_client);}When the client unbinds the communications instance, control in theserver passes from the accept statement to the done on-clause within theexceptions clause, causing the server to unbind its instance variable.This still doesn’t allow the server to handle more than onecompute_density request in a single execution. The accept statement is nota looping statement. It executes once, either branching to thecompute_density on-clause, to the done on-clause or timing out. To acceptmore than one compute_density request, the accept statement must be

30placed in either a for or a while loop. Using a while loop, the completeserver code fragment is :#define FALSE 0#define TRUE 1short bound;/* import the physics interface */#include "~/dist/interfaces/physics.i"/* declare the instance and address structure variables */control(physics) physics_client;bind_address addr;/* declare the compute_density operation arguments */gas_identifiergas;pressure_valuepressure;temperature_valuetemperature;density_valuedensity;/* initialize the address structure and fill in the server’s address */init_puresocket_addr(&addr, responder, "134.8.20.12+2047");/* establish communications with the client */bind_addr(physics_client, asn_1_ber, &addr, 10);/* obtain the compute_density requests and service them. When the clientunbinds, unbind the communications instance and exit the while loop */

31bound = TRUE;while(bound){accept physics_client{on compute_density(gas, pressure, temperature){density = density_calculation(gas, pressure, temperature);give physics_client{compute_density(density);}}}exceptions{on done{unbind(physics_client);bound = FALSE;}}}The details of the while loop may bother some programmers concernedwith good programming style. They might suggest using a break statementwithin the done on-clause to exit the while loop. This would be a graveerror. The ELROS preprocessor translates accept statements andexceptions clauses into switch statements. Consequently, the use of breakwithin these statements is dangerous. Break may only be used to re-routecontrol within a C language statement embedded in an ELROS statement(e.g., within a while loop embedded in the C language statement part of anon-clause). "Break" must never be used to re-route control outside of anaccept statement or on-clause.

32IV.UsingSomeAdvancedFeaturesofELROSSo far we have concentrated on how to program a simple client andserver using ELROS. While the ELROS constructs we have discussed up tothis point are useful in most situations, many distributed applicationseither require or would benefit from the use of some of the more advancedfeatures of ELROS. In this chapter, we cover some of these. We havementioned previously the availability in ELROS of type constructors forArrays, Records and Unions. We now describe these in detail.4.1 Arrays4.1.1 Simple ArraysThe ELROS type constructors allow the programmer to define types inan interface specification that can then be used as arguments in a remoteoperation within an embedded language program. Arrays of data elementsare defined using the Array type constructor :Array element_type name_of_array_type [number_of_elements]Element_type may be any type, including one of the basic types as well asa type defined previously in the interface specification. The programmeridentifies the Array type with name_of_array_type, which follows theelement_type. The number_of_elements in the Array is given in squarebrackets following element_type and name_of_array_type.For example, suppose instead of computing the density of a gas at a singlepressure and temperature, we wish to calculate the density of a gas at 20pressure-temperature pairs. We accomplish this by defining the pressure,temperature and density parameters to compute_density to be Arrays, ratherthan single values. The physics interface specification would then look like :interface physics;Integer(1) gas_identifier;Real(12,9) pressure_value;

33Real(14,7) temperature_value;Real(48,9) density_value;Array pressure_value pressure_array[20];Array temperature_value temperature_array[20];Array density_value density_array[20];callcompute_density10in gas_identifier, pressure_array, temperature_array,out density_array ;end;Once pressure_array, temperature_array and density_array are definedas types in the interface specification, they are available for use in embeddedlanguage programs15. To use the new compute_density service, the clientand server would be modified as follows :Client/* import the physics interface and declare the instance and addressstructure variables */.../* declare the compute_density operation arguments */gas_identifiergas;pressure_arraypressure;temperature_arraytemperature;density_arraydensity;15 Note, however, that the type constructors themselves may be used only in interface specifications. Adeclaration such as "array Real(2,2) pressure_array[20]" is not a valid ELROS embedded languagestatement.

34/* initialize the address structure and fill in the server’s address, establishcommunications with the server */.../* initialize the compute_density arguments */gas = 18;pressure[0] = 1e20;temperature[0] = 1e6;pressure[1] = 1e19;temperature[1] = 9e5;.../* request the server to compute the density of Argon at the given pressureand temperature pairs */compute_density@physics_server(gas, pressure, temperature, density);/* unbind the instance and use the densities in whatever calculations aredesired */<remainder of program>Server/* define FALSE, TRUE and the control variable "bound", import thephysics interface and declare the instance and address structurevariables */.../* declare the compute_density operation arguments */gas_identifiergas;

35pressure_arraypressure;temperature_arraytemperature;density_arraydensity;/* initialize the address structure and fill in the server’s address andestablish communications with the client */.../* obtain the compute_density requests and service them. When the clientunbinds, unbind the communications instance and exit the while loop */while(bound){accept physics_client{on compute_density(gas, pressure, temperature){density_calculation(gas, pressure, temperature, density);give physics_client{compute_density(density);}}}exceptions{on done{unbind(physics_client);bound = FALSE;}}}

36Although the accept statement in the new compute_physics server looksvery much like the statement in the old server, the service is different. Thenew server accepts an Array of 20 pressure-temperature pairs and calls theroutine density_calculation with Array arguments, rather than scalararguments. This requires the addition of a density Array argument to thedensity_calculation routine, since the result can no longer be returned tothe caller using an assignment statement.4.1.2 Specifying Array lengths at runtimeOne potential problem with the above solution is it requires the client toalways send 20 pressure-temperature pairs. Consequently, if the clientwishes to compute the density of a gas at only 10 pressure-temperaturepairs, it cannot use the compute_physics server shown above.16ELROS provides a feature that allows the establishment of Array lengthsat runtime. To use this feature, Arrays are defined as before, except thenumber of elements given in the interface definitions represents an upperbound of the valid elements in the Array, rather than the actual number.To specify the number of valid elements when an operation is called, aninteger expression contained within braces is appended to the Arrayargument. The value of the expression specifies the number of elements tosend. For example, suppose the client wishes to compute the densities ofonly 10 pressure-temperature pairs located in the first 10 elements of thepressure and temperature Arrays. The following call to compute_densityaccomplishes this : /* request the server to compute the density of Argon at 10 given pressureand temperature pairs */compute_density@physics_server(gas, pressure{10}, temperature{10},density);16 In particular, when density_calculation is called, the last ten elements of pressure and temperaturewill have garbage in them. This could very possibly cause a floating point overflow or underflow,which would cause a server error.

37Since "density" is an output parameter, there is no need to specify howmany elements it will receive, we know it will be 10 because we know howthe server works.Sometimes we do not know how many elements of an Array a server willreturn. ELROS also provides for this situation. For output parameters wemay place an integer variable in braces17 to receive the number of elementsreturned by the server. The value of the variable before the operation callmust equal the maximum number of elements that the Array can hold.When the operation completes, the variable will equal the number ofelements returned in the Array. The following illustrates this mechanismusing the compute_density call./* request the server to compute the density of Argon at 10 given pressureand temperature pairs and receive an indication of how many densitieswere calculated */int n = 20;...compute_density@physics_server(gas, pressure{10}, temperature{10},density{n});/* at this point n should equal 10 */4.1.3 Using Arrays allocated from the heapIn the preceding examples, space for the pressure, temperature anddensity Arrays is allocated from the stack when the program unitcontaining the code fragment is called. Sometimes it is desirable to allocatespace for these Arrays from the heap, e.g., when the default number ofelements in an Array given in the interface specification is large, but the17Actually, the programmer can place any expression inside the braces that evaluates to an integerlvalue.

38typical number isn’t. To do this we need to declare an Array pointer, whichwill receive the address of an Array allocated from the heap. Such adeclaration is made in the normal C programming language style :pressure_value*pressure;temperature_value*temperature;density_value*density;Space is then allocated from the heap using malloc :pressure = (pressure_array *) malloc(10*sizeof(pressure_value));temperature = (temperature_array *) malloc(10*sizeof(temperature_value));density = (density_array *) malloc(10*sizeof(density_value));Since specifying the name of a Real Array in a procedure call is equivalentto specifying a Real pointer variable, the use of space allocated from theheap does not change the call to compute_density. However, thedensity_array is only 10 elements long in this example, so the maximumlength of the Array is no longer the default length that appears in theinterface specification. Consequently, the variable n is set to 10 rather than20. The resulting call is :int n = 10;...compute_density@physics_server(gas, pressure{10}, temperature{10},density{n});4.1.4 Receiving Arrays at the serverTo this point we have described how a client uses Arrays, the length ofwhich are specified at runtime. Servers use the same ELROS constructs toreceive and send Array arguments. For example, the following

39modifications to the physics_server accept statement allows it to receiveArrays with lengths specified at runtime :int pressure_count ;int temperature_count;...while(bound){pressure_count = 20;temperature_count = 20;accept physics_client{on compute_density(gas, pressure{pressure_count}, temperature{temperature_count}){if( pressure_count != temperature_count){give physics_client{compute_density(density{0});}}else{density_calculation(gas, pressure_count, pressure, temperature, density);give physics_client{compute_density(density{pressure_count});}} /* end of if-else */} /* end of on compute_density */

40} /* end of accept */} /* end of while */In this accept statement the lengths of the arguments "pressure" and"temperature" are placed by ELROS respectively in "pressure_count" and"temperature_count" when the accept statement executes("pressure_count" and "temperature_count" initially contain themaximum length of the Array so that the ELROS generated code knowshow much space is available for storing the values received from thecorrespondent).If "pressure_count" and "temperature_count" are unequal, the serverreturns an error indication by executing a give statement in which thelength of the argument "density" is zero18. Otherwise, a call is made to theprocedure density_calculation, which now takes an extra parameterspecifying how many densities to compute, and the results of thecalculation are returned to the client with the subsequent give statement.The value contained in the braces associated with the parameter to theoperation within the give statement specifies how many elements in theArray are valid and should be transmitted.4.1.5 DynamicArraysThere is another array constructor available to the ELROS programmer,which is useful when a programmer wishes to decide at runtime thenumber of array elements to send to a correspondent and the array isembedded within another data structure. Arrays of this kind are definedusing the DynamicArray type constructor :DynamicArray element_type name_of_array_typeElement_type may be any type, including one of the basic types as well as atype defined previously in the interface specification. The programmer18 This is not the ideal way to convey error conditions. ELROS has an application error reportingmechanism that we discuss in section 4.7.

41identifies the DynamicArray type with name_of_array_type, which followsthe element_type.This ELROS type constructor translates to the following typdef :typedef struct{unsigned long len;element_type *val;} name_of_array_type;The len field specifies the number of elements in the DynamicArray andthe val field contains a pointer to the DynamicArray data. For example,suppose the following type declaration appears in an interface specification:DynamicArray pressure_value pressure_array;This defines a type with the name pressure_array. Suppose the followingdeclaration appears in an embedded language program:pressure_array pressure;The ELROS preprocessor translates it into the following C declaration:struct{unsigned long len;pressure_value *val;} pressure;A DynamicArray is treated differently by the ELROS runtime systemdepending on whether the value it contains is being sent, i.e., used in a callor give statement, or received, i.e., used in an accept statement. Whenbeing sent, the runtime system assumes the programmer has stored theappropriate values in �len� and �val�. That is, the runtime system treats thememory pointed to by �val� as a buffer containing �len� elements of

42element_type. In the example, the runtime system assumes �val� points toa buffer containing �len� pressure_value elements.When the runtime system is receiving into a DynamicArray, on theother hand, it allocates enough space from the heap (using malloc) to holdthe elements sent. Consequently, any pointer value in �val� is clobbered on areceive. The �len� field of the DynamicArray struct is set to the number ofelements transmitted.To illustrate the use of DynamicArrays, we modify the physics_serveraccept statement given above./* In the physics interface definition */DynamicArray pressure_value pressure_array;DynamicArray temperature_value temperature_array;DynamicArray density_value density_array;.../* Physics_server declarations */pressure_array pressure;temperature_array pressure;density_array density;.../* The accept statement */while(bound){accept physics_client{on compute_density(gas, pressure, temperature){if( pressure.len != temperature.len){

43give physics_client{density.len = 0;compute_density(density);}}else{/* Note: the number of values is contained in both pressure.len and temperature.len */density_calculation(gas, pressure, temperature, density);give physics_client{compute_density(density);}} /* end of if-else */} /* end of on compute_density */} /* end of accept */} /* end of while */When the ELROS generated code or the programmer allocates spacefrom the heap for DynamicArrays, the programmer must free it beforelosing track of the values in �len� and �val�. To make this more convenient,the ELROS preprocessor generates free routines for DynamicArray typesand for all types that contain one or more DynamicArray components (i.e.,a Record or Union containing a DynamicArray component or a componentthat has a DynamicArray nested somewhere within it). Access to these freeroutines is possible by using the �rofreei()� and �rofree()� routines.Rofreei() is called with the following parameters :rofreei("type", &variable, interface)

44The first argument is the ELROS type of the variable. Note that the typeis placed within double quotes. The second argument is the address of thevariable containing heap space to be freed. The third argument is theinterface from which the type is drawn. Note that the interface name is notplaced within double quotes. A call to rofreei() frees the space allocatedeither by the programmer or by the runtime system associated with�variable�.The ELROS runtime system must know the interface from which a typeis drawn in order to call the correct routine to free its space (e.g., twointerfaces imported into the embedded language code might define types ofthe same name). Rofreei() specifies the interface name through its thirdargument. The ELROS runtime system remembers this interface name inan internal variable, allowing a subsequent call of rofree() :rofree("type", &variable)The first argument is the ELROS type of the variable. Again, notice thatthe type is placed within double quotes. The second argument is the addressof the variable containing heap space to be freed.To illustrate how rofreei() and rofree() might be used, consider thevariable �pressure� declared above. When the user sets the �len� and �val�fields of pressure, he normally would allocate space from the heap to holdthe DynamicArray element values. After sending the values, he could freethe space he allocated by calling :rofreei(�pressure_array�, &pressure, physics);If he subsequently received a value into �pressure�, after using thevalues it references, he could free the space allocated from the heap by theELROS runtime system by calling :rofree(�pressure_array�, &pressure);Eliminating the interface name is possible because he previously calledrofreei().

45On the server side, rofreei() and rofree() would be used after the acceptstatement is executed, e.g.,while(bound){accept physics_client{on compute_density(gas, pressure, temperature)...} /* end of accept */rofreei(�pressure_array�, &pressure, physics);rofree(�temperature_array�, &temperature);rofree(�density_array�, &density);} /* end of while */4.2 RecordsELROS also provides a way to define Record types. The ELROS Recordtype constructor syntax is very much like the struct syntax in C :Record { record-list˚} record-type-name;All Record type definitions begin with the keyword Record, followed by asemicolon-separated list of Record elements (record-list) contained withinbraces, and then by the name of the Record type, terminated by a semicolon.The simplest element definition is of the following form :type-nameelement-name ;

46For example, suppose we wish to put the pressure and temperatureArrays of the compute_density operation in a structure, rather thanmaking them independent parameters. The following interfacespecification accomplishes this :interface physics;Integer(1) gas_identifier;Real(12,9) pressure_value;Real(14,7) temperature_value;Real(48,9) density_value;Arraypressure_value pressure_array[20];Array temperature_value temperature_array[20];Array density_value density_array[20];Record{pressure_arraypressure_arg;temperature_arraytemperature_arg;} PT_record;callcompute_density10in gas_identifier, PT_record,out density_array ;end;The client would then define a variable of type PT_record, initialize it andcall the compute_density operation with the following call statement :PT_record pressure_temperature;...

47compute_density@physics_server(gas, pressure_temperature,density{n});Notice that there is no length specified on the second parameter, since itis a Record and not an Array. Consequently, we have reintroduced theproblem that we had before, namely, using the Record structure as we havedefined it requires us to send all the elements in both the pressure andtemperature Array to the server. One way to solve this problem is to definepressure_array and temperature_array as DynamicArrays.However, there is another way to attack this problem — define the secondparameter to the compute_density operation as an Array of Records, ratherthan a Record of Arrays19. The interface specification to do this is :interface physics;Integer(1) gas_identifier;Real(12,9) pressure_value;Real(14,7) temperature_value;Real(48,9) density_value;Record{pressure_valuepressure;temperature_valuetemperature;} PT_record;Array PT_record PT_array[20];Array density_value density_array[20];callcompute_density10in gas_identifier, PT_array,out density_array ;19 Of course, we may not always be able to reorganize the parameter data structures in a mannersimilar to that shown here. However, in practice such restructuring is many times possible.

48end;This organization of the parameters to compute_density allows thenumber of elements in the second parameter, PT_array, to be given atruntime. The compute_density call would then look like :PT_array PT_args;density_array density;int n = 20;...compute_density@physics_server(gas, PT_args{10}, density{n});On the server side, Record parameters are handled in the same way asparameters of other types. For example, the accept statement of thecompute_physics server that imports the above interface would be :PT_array PT_args;density_array density;int arg_count;...while(bound){arg_count= 20;accept physics_client{on compute_density(gas, PT_args{arg_count}){density_calculation(gas, arg_count, PT_args, density_array);

49give physics_client{compute_density(density_array{arg_count});}}}}Note there is no reason to test whether the number of pressure valuesequals the number of temperature values, since they are guaranteed thesame by being in the same Record Array.Records may contain Record, Array and Union definitions within theirown definitions in addition to simple type declarations. We illustrate thisfeature in examples that appear below.4.3 UnionsELROS allows the definition of data types that are Unions of other types.A Union type is defined with the following Union type constructor :Union {union-list} union-type-name;The union-list consists of a set of Union element definitions with thefollowing format :type-nameelement-name;We illustrate the use of Union types with the following modification tothe physics interface. Sometimes it is desirable to compute the density of agas composed of several elements. For example, we may be interested in thedensity of a gas mixture composed of hydrogen, helium and nitrogen at aparticular pressure and temperature. This requires specifying thepercentage of each gas in the mixture as well as the pressure andtemperature.We modify the compute_density operation so its first parameter may beeither the atomic mass of a gas or an Array of Records, the first element of

50each Record specifying the gas and the second element specifying thepercentage of that gas in the mixture. The physics interface specificationbecomes :interface physics;Integer(1) gas_identifier;Real(12,9) pressure_value;Real(14,7) temperature_value;Real(48,9) density_value;Record{gas_identifier element;Real(10,8) percentage;} gas_percentage;Array gas_percentage GP_array[20];Union{gas_identifier simple_gas;Record{gas_identifier number; /* number of components */GP_array component;} mixture;} Gas;Record{pressure_valuepressure;temperature_valuetemperature;} PT_record;Array PT_record PT_array[20];

51Array density_value density_array[20];callcompute_density10in Gas, PT_array,out density_array ;end;Union types in C are non-discriminated. That is, there is no informationavailable at runtime that specifies which member is held within the union.ELROS Union types, on the other hand, must be discriminated, since theremust be a way to convey the identity of the Union member to a program thatexecutes a give or an accept statement. Consequently, ELROS Unions mapto a C struct with two members — one the union specified in the ELROS typeand the other a tag that specifies which member is present in the union.The ELROS Union type Gas results in the following C struct type :typedefstruct{int tag;Union{gas_identifier simple_gas;struct{gas_identifier number;GP_Array component;} mixture;} un;} Gas;When a variable of type Gas is an in parameter appearing in a callstatement or a parameter appearing in a give statement, the discriminator"tag" must be set by the programmer to the identifier of the Union memberto send. When a variable of type Gas is a parameter appearing in an accept

52statement, the discriminator "tag" is set by the ELROS runtime system tothe value corresponding to the Union member received.Elements are numbered consecutively beginning at 0. For example,"tag" is set to 0 to select the Union member "single_gas" and to 1 to selectthe Union member "mixture". Referencing a Union member requiresnaming the "un" identifier in the dotted construction corresponding to themember name. For example, to reference the "number" member of theRecord "mixture" in a variable Gas_arg defined as type Gas requires thedotted construction :Gas_arg.un.mixture.numberGiven the physics interface defined above, the following code requeststhe physics_server to calculate the density of a mixture of gases consistingof 50% hydrogen, 40% helium and 10% nitrogen :PT_array PT_args;GasGas_arg;density_array density;int n = 20;Gas_arg.tag = 1;Gas_arg.un.mixture.number = 3;Gas_arg.un.mixture.component[0].element = 1;Gas_arg.un.mixture.component[0].percentage = .5;Gas_arg.un.mixture.component[1].element = 2;Gas_arg.un.mixture.component[1].percentage = .4;Gas_arg.un.mixture.component[2].element = 7;Gas_arg.un.mixture.component[2].percentage = .1;...compute_density@physics_server(Gas_arg, PT_args{10}, density{n});The accept statement in the physics server would look like :

53PT_array PT_args;density_array density;GasGas_arg;int arg_count ;...while(bound){arg_count= 20;accept physics_client{on compute_density(Gas_arg, PT_args{arg_count}){/* test tag to see what type of gas (simple or mixture) */if(Gas_arg.tag == 0){density_calculation_simple(Gas_arg.un.single_gas,arg_count, PT_args, density);}else /* Gas_arg.tag == 1 *//* note : Gas_arg.tag MUST equal either 0 or 1. If notan ELROS runtime system internal error wouldoccur */{density_calculation_mixture(Gas_arg.un.mixture,arg_count, PT_args, density);}/* return the density Array */give physics_client

54{compute_density(density{arg_count});}}}}4.4 Exception HandlingSo far, we have made little mention of errors and the facilities in ELROSto handle them. The experienced distributed application programmerknows that error handling is one of the most troubling aspects of his craft.The error modes that arise in distributed systems include those that occurin stand-alone systems as well as others that are significantly harder tocorrect.We have already seen the basic mechanism provided by ELROS for errorhandling in another context, i.e., the exceptions clause. The exceptionsclause can be attached to the bind_addr statement, the call statement, theaccept statement, the give statement and other statements not covered inthis primer. We have used the exceptions clause to detect the unbinding ofan instance using the on-done clause. However, there are other on-clausesthat may appear within the exceptions clause, specifically (in the followingdefinitions square brackets are used to show optional fields; they are notliteral text) :on com_error(status [, string-variable]) statementWhen a communications error occurs during the execution of thestatement to which the exceptions clause is attached, control passesto the com_error on-clause. An example of a com_error is atimeout on a bind_addr or call statement. The first parameter inparentheses, status, is an integer variable which receives thenumerical code of the communications error. The second optionalparameter, string-variable, is a string variable capable of storing atleast 512 characters. This variable will receive a textual description

55of the error. The statement given after the status or string-variableis executed when the com_error on-clause gains control.on internal_error(status [, string-variable]) statementIf an ELROS runtime system error occurs, control passes to theinternal_error on-clause. This error indicates that the runtimesystem is faulty. The first parameter in parentheses, status, is aninteger variable which receives the numerical code of the internalerror. The second optional parameter, string-variable, is a stringvariable capable of storing at least 512 characters. This variable willreceive a textual description of the error. The statement given afterthe status or string-variable is executed when the internal_erroron-clause gains control.on protocol_error(status [, string-variable]) statementWhen an error in the underlying Remote Operations protocol occurs,control passes to the protocol_error on-clause. This error indicatesthat the remote operations service element of the correspondent isfaulty. The first parameter in parentheses, status, is an integervariable which receives the numerical code of the protocol error.The second optional parameter, string-variable, is a string variablecapable of storing at least 512 characters. This variable will receivea textual description of the error. The statement given after thestatus or string-variable is executed when the protocol_error on-clause gains control.on missing_op(string-variable) statementWhen an accept statement receives an operation for which no on-clause is specified, control passes to the missing_op on-clause. Thefirst parameter, string-variable, is a string variable capable ofstoring at least 32 characters. This variable will receive theoperation name, if the operation is defined for the interface.Otherwise, it indicates that the operation is unknown in the

56interface. The statement given after the string-variable is executedwhen the missing_op on-clause gains control.on missing_arg(op-string-variable, arg-string-variable) statementWhen an accept statement receives an argument within an operationfor which no parameter is specified, control passes to themissing_arg on-clause. The first parameter, op-string-variable, isa string variable capable of storing at least 32 characters. Thisvariable will receive the operation name. The second parameter,arg-string-variable, receives the identifier of the argument (itsposition in the case of operations with positional parameters, or itsname in the case of operations with named parameters) if it isdefined for the operation. Otherwise, an indication that theargument is not valid for the operation is given. The statementgiven after the op-string-variable and arg-string-variable isexecuted when the missing_arg on-clause gains control.on bad_op_id(op_id) statementWhen a call statement executes, an operation request is sent to theserver. This request is tagged by the call statement with anoperation identifier. When the results of the call are returned to theserver, the code generated by the ELROS preprocessor examines theoperation identifier of the returned results, ensuring that thereturned operation identifier equals the operation identifier sent. Ifthe two operation identifiers are unequal, a bad_op_id exception isgenerated and the bad_op_id on-clause receives control. The op_idargument (a long integer) receives the value of the op_id returnedby the server and the statement following it is executed.We illustrate the use of exceptions on-clauses with the followingexample. We normally would be interested in handling communicationerrors that occur during the execution of a call statement. Attaching anexceptions clause with an explicit com_error on-clause to the callstatement in our example would result in the following code :

57int error = 0;char text[512];...compute_density@physics_server(Gas_arg, PT_args{10}, density{n});exceptions{on com_error(&error, text){unbind(physics_server);printf(" communications error - %s", text);return(error);}}Attaching an exceptions clause to the accept statement in the physicsserver would result in the following code :int error = 0;char text[512];...accept physics_client{on compute_density(Gas_arg, PT_args{arg_count}){...}}exceptions

58{on com_error(&error, text){unbind(physics_client);printf(" communications error - %s", text);return(error);}}The ELROS preprocessor supplies default exception on-clauses for allthose not specified by the programmer. So, for example, in a program thatcontains the above code, a missing_op or missing_arg error would causean exception and control would transfer to the default exception code forthose errors. The default handlers provided by ELROS all cause theprogram to exit.4.5 Defining and using named parametersOperations defined using named parameters are useful when theapplication programmer wishes to elide (i.e., leave out) some parameterson a particular operation call20. This might be desirable when some of theparameters contain a large amount of data and that data was alreadytransferred to the server in a previous operation.In order to discuss this possibility, we need to explain the differencebetween a stateless and a state-retaining server. A stateless server acceptsoperations, acts on them and then discards the values associated with theoperation before waiting for a new operation. A state-retaining serveraccepts operations, acts on them, but does not discard the values associatedwith the operation. Instead, it waits for a new operation and substitutes thevalues given in a previous operation for any parameters that areunspecified.20 It is possible to elide parameters in operations using positional parameters as well. However, thesyntax, which simply leaves out the parameter in the comma separated parameter list, is hard to readand can easily lead to errors, such as leaving out the wrong parameter. Named parameter lists providea textually obvious way of eliding parameters.

59For example, let’s add a second operation to the physics interface.Instead of computing a density from a pressure and temperature, the newoperation computes a pressure from a temperature and a density.Now suppose a client first calls compute_density, specifying a set ofpressures and temperatures, and then wants to specify a new set oftemperatures for the given densities (e.g., the star warms up for somereason) in order to compute the corresponding new set of pressures.If the server is stateless, the client program would callcompute_density, receiving back a set of densities, and then callcompute_pressure, providing the densities it just received from the serveras a parameter, along with the new temperatures parameter. However, ifthe server is state-retaining, the client could call compute_density and thencompute_pressure, specifying in the latter call only the new set oftemperatures. On the call to compute_pressure, the client need specifyneither the composition of the gas nor the set of densities, since the serverwould retain these from the previous compute_density call. We say the gasand density parameters to compute_pressure are elided when it is called.The novice distributed application programmer might make thefollowing observation. If we define compute_pressure to take only a set oftemperatures, then eliding the gas and density parameters would beunnecessary. The problem with this approach is that you now must callcompute_density before calling compute_pressure. In some otherapplication that uses the physics server, you could not callcompute_pressure independently.Operations with named parameter lists are defined exactly like thosewith positional parameter lists, except the operation parameters are firstdefined in a �names list�. These names are then used to specifyparameters. Each name may be used only once in a given operationparameter list.We will define the two physics server operations using namedparameter lists. To do this, we first must define the names. This is donewith a names statement that begins with the reserved word names followedby a list of comma separated triples and terminates with a semicolon. Thetriples have the format :datatypeidentifierinteger,

60The identifier is the name used subsequently within the interfacespecification, the datatype is its type and the integer is a positive valueassociated with the name that is unique for names within the interface. Forexample, the parameter list for "compute_density" could be defined as anamed parameter list containing four names : 1) GAS, 2) PRESSURE, 3)TEMPERATURE and 4) DENSITY21 . The "compute_density" operation isthen defined by replacing the parameters specified by their types in thepositional parameter list with the corresponding names defined in thenames statement. To keep compute_density and compute_pressurecompatible, we use a separate temperature and pressure Array parameterin both operations. We define "compute_density" as a named operationwith the following interface definition:interface physics;Integer(1) gas_identifier;Real(12,9) pressure_value;Real(14,7) temperature_value;Real(48,9) density_value;pressure_valuepressure;temperature_valuetemperature;Record{gas_identifier element;Real(10,8) percentage;} gas_percentage;Array gas_percentage GP_array[20];21 Although we show the names in the namelist in all capitals, this is done merely to make them standout. There is no constraint on the composition of names other than they must be valid identifiers in C.

61Union{gas_identifier simple_gas;Record{gas_identifier number;GP_array component;} mixture;} Gas;Array pressure pressure_array[20];Array temperature temperature_array[20];Array density_value density_array[20];namesDENSITYdensity_array1,GASGas2,TEMPERATUREtemperature_array3,PRESSUREpressure_array4;callcompute_density10in GAS, TEMPERATURE, PRESSURE,out DENSITY;callcompute_pressure11in GAS, TEMPERATURE, DENSITY,out PRESSURE;end;Note that the order in which the names appear in the names statementbears no relation to the order in which the names may appear in thedefinition of an operation.Using operations with named parameters in call statements requiresspecifying both the name of a parameter and its value, separated by a colon.

62To elide a parameter, simply omit the name-value pair. For example, thefollowing code calls the compute_density operation defined with namedparameters :temperature_arraytemperature;pressure_arraypressure;int density_count = 20;int pressure_count = 20;...compute_density@physics_server(GAS:Gas_arg,TEMPERATURE: temperature{10},PRESSURE:pressure{10},DENSITY:density{density_count});Calling the compute_pressure operation and eliding both the GAS andDENSITY parameters is achieved by :/* initialize temperature */...compute_pressure@physics_server(TEMPERATURE:temperature{10},PRESSURE:pressure{pressure_count});Calling the compute_pressure operation without eliding any of itsparameters would look like :compute_pressure@physics_server(TEMPERATURE:temperature{10},GAS:Gas_arg,DENSITY:density{10},PRESSURE:pressure{pressure_count});

63Notice that the parameters to an operation with a named parameter listmay appear in any order since the parameter name discriminates betweenthem.When operations with named parameter lists appear in acceptstatements, the name of the parameter precedes a variable of theappropriate type, again separating the name from the variable by a colon.For example the physics server accept statement for the two physicsinterface operations might look like the following :int pressure_count = 20;int temperature_count = 20;int density_count = 20;/* initialize the size variables, Gas_arg, PT_args and temperature todefault values in case they are elided by the client */...accept physics_client{on compute_density(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},PRESSURE:pressure{pressure_count});{...give physics_client{compute_density(DENSITY:density{pressure_count});}}on compute_pressure(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},DENSITY:density{density_count}){

64...give physics_client{compute_pressure(PRESSURE:pressure{density_count});}}}exceptions{on com_error(error, text){unbind(physics_client);printf(" communications error - %s", text);return(error);}on done{unbind(physics_client);bound = FALSE;}}This accept statement could be used both in a stateless server as well asa state-retaining server. The difference between these two types of server ishow they initialize the variables that are the parameters to the operations.For example, if we have written four routines (init_Gas_arg,init_temperature, init_pressure, and init_density) that initialize Gas_arg,temperature, pressure and density to default values, the following codeimplements a stateless server.short bound = TRUE;...

65while(bound){init_Gas_arg(&Gas_arg);init_temperature(temperature);init_pressure(pressure);init_density(density);int pressure_count = 20;int temperature_count = 20;int density_count = 20;accept physics_client{on compute_density(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},PRESSURE:pressure{pressure_count}){...}on compute_pressure(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},DENSITY:density{density_count}){...}}exceptions{on com_error(error, text){.

66..}on done{...}}}Each time through the server dispatch loop, the parameters areinitialized to their default value. Consequently, the server does not save theparameter values between operation requests. On the other hand, thefollowing code implements a state-retaining server :init_Gas_arg(&Gas_arg);init_temperature(temperature);init_pressure(pressure);init_density(density);short bound = TRUE;bind_addr(physics_client, ...);while(bound){pressure_count = 20;temperature_count = 20;density_count = 20;accept physics_client{on compute_density(GAS:Gas_arg,

67TEMPERATURE:temperature{temperature_count},PRESSURE:pressure{pressure_count}){...}on compute_pressure(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},DENSITY:density{density_count}){...}}exceptions{on com_error(error, text){...}on done{...}}}This code initializes the parameter variables before the server dispatchloop is entered and retains their values across operation calls. The server

68loop exits when the client unbinds the instance (i.e., when the done on-clause of the attached exceptions clause is given control) at which point theserver would iterate through an outer loop (not shown), reinitialize theoperation parameters and enter the dispatch loop when the bind_addrunblocks.If a client requests a compute_density operation, which fills in theGas_arg parameter and changes the server’s density Array, and thenrequests a compute_pressure operation without specifying either theGas_arg or the density Array, the compute_pressure on-clause in the givestatement completes, but does not disturb the values in either Gas_arg ordensity. Thus, when the semantics of the compute_pressure operationexecute (i.e., the code not shown, but symbolized by three vertical dots), thevalues of these parameters are those when the compute_density operationcompleted. In this way the client can economize the amount of data ittransmits to the server on each operation call. For our simple example, thisdoes not save much. But for a server with operations that potentially takevery large Arrays of data (say, 30,000 Reals), the use of a state-retainingserver can greatly increase the efficiency of calculations over thatobtainable with a stateless server.4.6 Asynchronous OperationsIn the examples we have covered so far, it has been acceptable for clientsto execute a remote operation and then block waiting for a result. ELROSprovides the call statement for this style of programming. There are certainsituations, however, for which the synchronous nature of the call statementis inappropriate.For example, suppose the client has a requirement to perform severaloperations in a row, say a compute_density operation followed immediatelyby a compute_pressure operation. One way of accomplishing this is to usetwo call statements.However, this causes the client to block waiting for the compute_densityoperation to complete before sending the compute_pressure operation.Execution of the compute_pressure operation is delayed while the result ofthe compute_density operation is communicated back to the client and thecompute_pressure operation is communicated to the server.

69To eliminate this inefficiency, ELROS provides a way to communicate aset of operations at the same time so the server can begin execution of anoperation as soon as it completes execution of the previous operation. Thisis known as batching (which is a special case of asynchronous operations).Another situation in which the call statement is unsuitable occurs whenthe client has a requirement to compute in parallel with the server and yetmaintain the sequentiality of its remote service requests22. For example,suppose a relaxation method is used to calculate the stable values oftemperature, pressure and density for a volume of gas under givenboundary conditions (fig. 5). It requests the server to compute pressuresgiven the corresponding temperatures and densities (1). Concurrently, itcomputes new estimates of the temperatures based on previoustemperatures and densities (2). After compute_pressure completes, theclient calls compute_density with the new temperatures, utilizing thepressures left at the server by the compute_pressure operation (3). Then itcomputes new temperatures (4) for the next iteration (5 & 6).Without the possibility of asynchronously requesting compute_densityand compute_pressure operations, the compute_pressure operation at 1and the compute_density operation at 3 would block the client, preventing itfrom computing the new temperatures at 2 and 4 in parallel with theserver. One way to solve this blocking problem without asynchronousoperations is to use a thread to perform the computations at 2 and 4,allowing a second thread that calls compute_pressure andcompute_density to block. However, this requires communications andsynchronization between the two threads, greatly increasing the complexityof the client. That is, the first thread must communicate the oldtemperatures and pressures, or old temperatures and densities to thesecond thread, and the second thread must communicate the newtemperatures to the first thread. Since the first thread will block waiting forthe compute_pressure and compute_density operation to complete, thefirst thread must synchronize with the second thread in order to determinewhen the new temperatures are available. Consequently, providing a way to22 If there is no requirement to ensure operations made by the client to the server are in sequence, clientscan use multi-threading to compute in parallel with the server. This does not require the use ofasynchronous operations.

70ClientServercompute_pressurerequestcompute_densityrequestpressureresultscompute_pressureTIMEdensityresults12345Compute newtemperaturesCompute newtemperaturesCompute newtemperatures6requestFigure 5 - Overlapping asynchronous operations

71send an operation to a server without blocking is a useful feature oflanguages supporting distributed application programming. ELROSprovides a way to send an operation to a server without blocking and thenallows the client to wait for the result of that operation.Asynchronous operations are defined much like synchronousoperations, except they are prefixed by different keywords in theirdefinition. An operation representing a service request from a client to aserver is defined using the reserved word invoke. For example, thedefinition of asynchronous versions of the compute_density andcompute_pressure operations is:interface physics;pressure_valuepressure;temperature_valuetemperature;Record{gas_identifier element;Real(10,8) percentage;} gas_percentage;Array gas_percentage GP_array[20];Union{gas_identifier simple_gas;Record{gas_identifier number;GP_array component;} mixture;} Gas;Array pressure pressure_array[20];Array temperature temperature_array[20];

72Array density_value density_array[20];namesdensity_arrayDENSITY1,GasGAS2,temperature_arrayTEMPERATURE3,pressure_arrayPRESSURE4;invokecompute_density10GAS, TEMPERATURE, PRESSURE;invokecompute_pressure11GAS, TEMPERATURE, DENSITY;end;Notice that the only difference between this interface specification andthe one given in section 4.5 is the use of the reserved word invoke instead ofthe reserved word call and that the parameters to the asynchronousversions of these operations are the in parameters of the corresponding callversions.Defined in this manner, the compute_density and compute_pressureoperations represent one-way operations from the client to the server. Toreceive the results of these operations requires defining new operationsrepresenting one-way operations from the server to the client. This isachieved by defining these operations with the result reserved word,specifying the out parameters of the corresponding call operation.For example, let’s represent the return of results from thecompute_density operation by the density_result operation and the returnof results from the compute_pressure operation by the pressure_resultoperation. The definition of these operations would appear as :interface physics;...

73resultdensity_result10DENSITY;resultpressure_result11PRESSURE;...end;Note that these new result operations have names different from theirinvoke operation cognates and that their parameters are the outparameters of the corresponding call operations. Also note that theiroperation numbers are the same as compute_density andcompute_pressure. Operation numbers must be unique only within theirclass of operations, i.e., invoke, result and error (see below for a descriptionof error). When determining the uniqueness of operation numbers, calloperations are considered to belong to both the invoke and result classes.We have already seen the ELROS statements that allow us to use thesenew asynchronous operations. To communicate an invoke operation from aclient to a server or a result operation from a server to a client requiresplacing the operation in a give statement. A server waits for an invokeoperation and a client waits for a result operation by using an on-clause inan accept statement.However, there is a new wrinkle introduced by the asynchronicity ofthese operations. Since several operations may be invoked before a result isaccepted, there must be some way for the client to determine that a receivedresult corresponds to a given invoke operation.To support this determination, ELROS tags an operation with anoperation identifier23 when it is sent in a give statement. An operation23 The Remote Operations Service standard on which ELROS is based calls these invoke identifiers.However, we find this confusing, since invoke identifiers appear on result and error operations as well.Consequently, we have chosen to call them operation identifiers (or operation ids).

74identifier is an integer value24 drawn from an internal ELROS runtimesystem variable associated with the instance. The runtime systemincrements the variable each time an operation is sent. This ensures thatthe next operation is tagged with a new identifier. The internal variable isinitialized to 1 when the instance is bound by bind_addr .A server obtains the identifier associated with an operation by includinga long integer pointer variable25 in square brackets after the reserved wordaccept. When the accept statement executes as the result of receiving anoperation, the pointer is set to the address of a runtime system variablecontaining the operation identifier.Tagging a result operation with the operation identifier of thecorresponding invoke operation is accomplished by including a long integerin square brackets after the operation name within a give statement. Thisoperation identifier is carried by the result and made available to the clientthrough the accept statement mechanism described above (i.e., a longinteger pointer appearing in square brackets after the reserved word acceptreceives the address of a runtime variable containing the operation id).We now illustrate the use of asynchronous operations. To make anasynchronous compute_density request, given the above physics interfacedefinition, the client would use the following code :give physics_server{compute_density(GAS:Gas_arg,TEMPERATURE: temperature,PRESSURE:pressure);}To batch a compute_density and compute_pressure operation into onerequest requires the following code :give physics_server24 An advanced feature of ELROS allows these tags to be ASN.1 object identifiers. This feature is beyondthe scope of the primer.25 Actually, any expression that evaluates to a long pointer lvalue may be specified.

75{compute_density(GAS:Gas_arg,TEMPERATURE: temperature,PRESSURE:pressure);compute_pressure(TEMPERATURE:temperature);}It would also be possible to execute two give statements, one containing acompute_density operation and the other a compute_pressure operation.This would have the same effect, except that ELROS attempts to pack bothoperations in the same communications packet when operations arecontained in the same give statement. If they are in separate givestatements, the operations will be sent in different communicationspackets.To receive the results of these asynchronous operations, the clientexecutes an accept statement with on-clauses for the result operations. Forexample, the following code would accept results from either thecompute_density or compute_pressure asynchronous operations :int density_count;int pressure_count;int i;long *op_id;short error = FALSE;...init_Gas_arg(&Gas_arg);init_temperature(temperature);init_pressure(pressure);init_density(density);bind_addr(physics_server, ...)

76for(i=1; i<3 && error == FALSE; i++){density_count = 20;pressure_count = 20;accept [op_id] physics_server{on density_result(DENSITY:density{density_count});/* check op_id to ensure this result corresponds to theappropriate operation that was invoked. Operations aretagged starting at 1. The programmer can check theop_id by keeping track of the operations that have beensent to the server, using an integer variable incrementedeach time an operation is sent or by some other means.*/if(*op_id != i){unbind(physics_server);printf("mismatch between invoke and result op id");error = TRUE;on pressure_result(PRESSURE:pressure{pressure_count})/* check op_id to ensure this result corresponds to theappropriate operation that was invoked. Operations aretagged starting at 1. The programmer can check theop_id by keeping track of the operations that have beensent to the server, using an integer variable incrementedeach time an operation is sent or by some other means.*/if(*op_id != i){unbind(physics_server);printf("mismatch between invoke and result op id");error = TRUE;

77}}exceptions{...on done{/* this is an error. Unbind and report it */unbind(physics_server);printf("unexpected disconnect by the physics server");error = TRUE;}} /* end of exception */} /* end of for loop */Note the similarity between this accept statement code fragment and theone shown previously for the physics server (with the exception that op_idis used to check invoke/result operation synchronization). Although the forstatement is not actually necessary (since the physics server will finish thecompute_density operation, send its result to the client and then executethe compute_pressure operation), it simplifies the code. Without using thefor loop, we would need to include two accept statements, one containing anon-clause for the density_result operation, the other containing an on-clause for the pressure_result operation, each attaching its own exceptionsclause. The for loop allows us to compact these two accept statements intoone.The code in the physics server to accept and process asynchronousoperation requests is almost identical to that used for call operations :int pressure_count;int temperature_count;int density_count;

78long *op_id;/* initialize Gas_arg, PT_args and temperature to default values in casethey are elided by the client and bind "physics_client" */...short bound = TRUE;while(bound){pressure_count = 20;temperature_count = 20;density_count = 20;accept [op_id] physics_client{on compute_density(GAS:Gas_arg,TEMPERATURE: temperature{temperature_count},PRESSURE:pressure{pressure_count});{...give physics_client{density_result [*op_id] (DENSITY:density{pressure_count});}}on compute_pressure(GAS:Gas_arg,TEMPERATURE:temperature{temperature_count},DENSITY:density{density_count}){.

79..give physics_client{pressure_result [*op_id] (PRESSURE:pressure{density_count});}}}exceptions{...}}The main difference between this physics server dispatch loop and theone given in section 4.5 is that the give statement contained in eachoperation on-clause within the accept statement references theasynchronous result operation (i.e., density_result and pressure_result)instead of a synchronous call operation. It also provides the op_id receivedin the accept statement as a tag for the result operation.The preceding example illustrates how a client can batch asynchronousoperations. We now illustrate how to implement the code schema shown infigure 5. To accomplish this, no change to the server dispatch loop isnecessary. This is desirable because the server must execute remoteoperations for a variety of clients, some of which may be batchingoperations, others making single operation requests, and others carryingout the interlaced execution of remote operations we are now about toillustrate.The interlaced client code corresponding to the strategy illustrated infigure 5 is as follows :/* declaration of Gas_arg, temperature, pressure, density,density_count, pressure_count, and i */.

80..init_Gas_arg(&Gas_arg);init_temperature(temperature);init_pressure(pressure);init_density(density);bind_addr(physics_server, ...).../* request initial compute_pressure and compute_density operationsthat transfer the GAS, PRESSURE and DENSITY arguments to theserver, where they are retained. (Note that operations sentsubsequent to these first two will begin with an operation identifierof 3.) Then compute the new temperatures that start the iteration.*/...long sent_op_id, *received_op_id;sent_op_id = 2;for(i=1; i<NUMBER_OF_ITERATIONS; i++){density_count = 20;pressure_count = 20;give physics_server{compute_pressure(TEMPERATURE: temperature{10});sent_op_id++;}exceptions{

81...}/* compute new temperatures from the densities received in theprevious iterations of the loop and from the existingtemperatures */.../* now wait for the new pressures to arrive */accept [received_op_id] physics_server{on pressure_result(PRESSURE:pressure{pressure_count});/* check to ensure the op_id on the result is correct */if(*received_op_id != sent_op_id){unbind(physics_server);printf("mismatch between invoke and result op id");exit(0);}...}exceptions{...}

82/* use the newly calculated pressures (which are already at theserver, so they need not be sent) and the new temperatures tocalculate new densities */give physics_server{compute_density(TEMPERATURE:temperature{10}});sent_op_id++;}/* use pressure results and existing temperatures to compute newtemperatures */.../* wait for the new densities to arrive, then iterate*/accept [received_op_id] physics_server{on density_result(DENSITY:density{density_count});/* check to ensure the op_id on the result is correct */if(*received_op_id != sent_op_id){unbind(physics_server);printf("mismatch between invoke and result op id");exit(0);}...}exceptions{.

83..}}4.7 Handling Errors Specific To An ApplicationIn section 4.4 we discuss how an application handles errors generatedby the ELROS runtime system. There is another class of errors with whichan application must deal. These are the errors generated by the applicationitself. For example, when the physics server accepts either acompute_density or compute_pressure operation, it must check to ensurethat the description of a mixture of gases specifies a set of percentages thatadd up to 100%. If this is not true, it should return an error indication to theclient.Up to this point, we have been using the convention of returning a resultwith no entries to signify an application error (e.g., the compute_densityoperation returns a density Array with zero elements when it detects anerror). This sort of convention has the disadvantage that the specific natureof the error is not communicated. For example, the server should return anerror indication when an invalid gas element identifier is specified andwhen the number of elements in a gas mixture equals zero as well as whenthe percentages of elements in a gas mixture do not add to 100%. With theconvention we have so far adopted, it is not possible to discriminate betweenthese classes of error.ELROS provides a way to signal an error without using an applicationdependent convention. In the previous section we described how to defineboth invoke and result operations that can be used to implementasynchronous service requests. There is another type of operation used tocommunicate application errors - error operations26.Error operations are returned from a server to a client when anapplication-specific error occurs. They are transmitted using give26 There is no way to use an error operation to signal an application error occurring on a call operation.There must be a parameter of the call operation used for this purpose.

84statements and received using accept statements just like invoke and resultoperations. Error operations take a set of parameters that allow a server toprovide more detailed information about the error.The definition of an error operation appears in an interfacespecification. An error operation is defined by writing the reserved worderror followed by the name of the error, an integer identifier, and theparameters that will be transmitted by the server when the error occurs.For example, suppose we are defining the errors that may occur as theresult of the compute_density operation. Each error operation indicatesthat there was something wrong with the parameters given by the client inthe operation invocation. Three parametric problems are recognized : 1) aninvalid gas element was specified (e.g., the element wasn’t a gas), 2) thepercentages of component gases in a mixture do not add up to 100%, and 3)the number of elements specified for a mixture of gases equals zero.For each of these problems we define in the physics interface acorresponding error operation as follows :interface physics;...errorinvalid_element_error10gas_identifier;errorpercentage_error11Real(10,8);errorno_elements_error12;...end;Invalid_element_error takes one argument that specifies the atomicnumber of an element that is not a gas in a proposed mixture. Theargument of percentage_error specifies the total percentage (not equal to

85100%) given in the associated compute_density or compute_pressure call.The no_elements_error takes no argument. In order to use erroroperations defined in an interface, the application protocol designer mustuse the give/accept model of remote service request (i.e., there isn’t a wayfor a client to obtain application specific error operations generated by theserver when the client uses a call statement). The following exampleillustrates how an asynchronous compute_density operation might becalled by the client and how the client would provide for the receipt of thethree possible compute_density errors.gas_identifier element;Real(10,8) percentage;...give physics_server{compute_density(GAS:Gas_arg,TEMPERATURE: temperature{10}, PRESSURE:pressure_new{10}){...}}...accept physics_server{on density_result(DENSITY:density{density_count}){...

86}on invalid_element_error(element){...}on percentage_error(percentage){...}on no_elements_error{...}}...4.8 Using Indefinite Length String TypesIn most scientific work the use of definite length string types, i.e., thosethat specify an integer value in parentheses after the base type name, issufficient when writing distributed applications. However, there aresituations in which the programmer must use the indefinite length form.Indefinite length string variables, i.e., those whose type is one of theindefinite length string types, behave somewhat differently in give andaccept statements than their definite length cognates.We concentrate on thedifference between definite and indefinite length character strings, since

87the other string types (i.e., BitString, OctetString and ObjectIdentifier) areunlikely to be used in scientific applications.When a definite length LenTerm character string variable is given asthe parameter to an operation in the on-clause of a give statement, theELROS generated code transmits as many characters as the �len� fieldindicates. If the variable is one of the 4 NULTerm character string˚types,the ELROS generated code transmits characters from the string until aNUL character is encountered. If a NUL character is not encountered inprocessing the n+1 characters of the array, an exception is generated.When using an indefinite length variable as the parameter to anoperation in the on-clause of a give statement, the programmer mustensure that the relevant pointer references memory holding the variable�svalue. This can be either the address of a local variable or the address ofmemory allocated from the heap. Furthermore, the �len� field of a LenTermcharacter string variable must be set to the number of elements to be sent.When a definite length LenTerm character string variable is given asthe parameter to an operation in the on-clause of an accept statement, theELROS generated code stores the characters received into the variable�s�val� array and sets the �len� field to the number received. If more than ncharacters are received, an exception is generated. If the variable is one ofthe NULTerm character string˚types, the ELROS generated code storescharacters into the variable until either all of the received characters arestored, at which point the generated code terminates the string with a NULcharacter, or the number of characters exceeds the number given in thetype declaration. In the latter case, the ELROS generated code raises anexception.When the programmer uses an indefinite length character stringvariable as the parameter to an operation in the on-clause of an acceptstatement, the ELROS generated code allocates space from the heap to holdthe value received. Consequently, any value in the variable�s pointercomponent is lost after the accept statement completes. If the variable is aNULTerm character string type, the generated code stores a NULcharacter at the end of the received value.As described in section 3.4.1.5, the ELROS preprocessor generatesroutines that free space allocated either by the programmer or by theELROS generated code that are referenced by the �val� field of a

88DynamicArray. These routines are generated for each DynamicArray typeas well as for all types containing one or more DynamicArrays.The ELROS preprocessor also generates free routines for indefinitelength string types and for other types that contain either DynamicArraysor indefinite length string types. These routines are accessed through therofreei() and rofree() routines described in section 3.4.1.5.For example, consider the following type defintion :Record{gas_identifier element;Real(10,8) percentage;PrintableString(*) gas_name;} gas_percentage;DynamicArray gas_percentage GP_array[20];Suppose within a program a variable of type GP_array is declared andintialized as follows :GP_array gas_data;...gas_data.len = 3;gas_data.val = (gas_percentages *) malloc(sizeof(gas_percentages) * 3);gas_data.val[0].gas_name = (char *) malloc(6);strcpy(gas_data.val[0].gas_name, �Argon�);gas_data.val[0].gas_name = (char *) malloc(5);strcpy(gas_data.val[0].gas_name, �Neon�);gas_data.val[0].gas_name = (char *) malloc(9);strcpy(gas_data.val[0].gas_name, �Chlorine�);

89At the point in the program where �gas_data� is no longer required, theprogrammer can write :rofreei("GP_array", &gas_data, physics);A free routine will attempt to free all DynamicArrays and indefinitelength strings. However, there are situations when this can causeproblems. For example, if the programmer has stored the address of a localvariable in the pointer component of a data structure for which thepreprocessor generates a free routine, the routine will attempt to returnthat space to the heap by calling �free()�. This will result in a system errorthat typically terminates the program.Normally, ELROS generates a free routine for all types that are orcontain DynamicArrays or indefinite length strings. However, theprogrammer can annotate data structures so that a free routine will not begenerated. These annotations appear in angle brackets after the Record,Union, Array and DynamicArray reserved words. The reserved wordfreeable is used to instruct the preprocessor to generate a free routine andthe reserved word unfreeable is used to instruct it to inhibit generation.Normally, if a data structure is unannotated, the preprocessor willgenerate a free routine. However, the programmer is allowed to annotatethe interface definition statement to specify that all Record, Union, Arrayand DynamicArray types are freeable or unfreeable. The programmer canthen override the interface default in the definition of particular types.For example, suppose gas_data is initialized as follows :gas_data.len = 3;gas_data.val = (gas_percentages *) malloc(sizeof(gas_percentages) * 3);gas_data.val[0].gas_name = �Argon�;gas_data.val[1].gas_name = �Neon�;gas_data.val[2]].gas_)name = �Chlorine�;Calling rofreei() on gas_data will cause a system error, since thePrintableString components of each array element point to literal strings,not to memory allocated from the heap. Consequently, we could defineGP_array as follows :

90Record{gas_identifier element;Real(10,8) percentage;PrintableString(*) <unfreeable> gas_name;} gas_percentage;DynamicArray gas_percentage GP_array[20];When defined in this way the call :rofreei("GP_array", &gas_data, physics);will not cause an error, since the PrintableString components have no freeroutine associated with them; thus, the free routine for GP_array will notattempt to free the gas_name component space.

91V.DebuggingELROSDistributedApplicationsWriting a distributed application is generally the easiest stage in itsdevelopment. Getting a distributed application to work correctly is onaverage much more time consuming.ELROS provides several tools that assist the applications programmer indebugging his code. These fall into three classes: 1) routines generated bythe preprocessor to print variables declared as ELROS types, 2) a set oflogging routines, and 3) a set of utilities for viewing and filtering the logdata generated by these routines. The print and logging routines can becalled from within an ELROS program or from a standard debugger suchas dbx.5.1 ELROS generated print routinesThe ELROS preprocessor generates print routines for the basic ELROStypes as well as for each type defined in an interface. These routines areaccessed through one of four standard routines: 1) roprinti(), 2) roprint(), 3)froprinti(), and 4) froprint().Roprinti() is called with the following parameters :roprinti("type", &variable, interface)The first argument is the ELROS type of the variable. The type is placedwithin double quotes so that the routine can be called from a debugger likedbx, which doesn’t have ELROS types available in its symbol table. Thesecond argument is the address of the variable to print. The third argumentis the interface from which the type is drawn.For example suppose we wish to print the value of the variable Gas_argof type Gas from the physics interface. From an embedded languageprogram the call would look like :roprinti("Gas", &Gas_arg, physics);Note that the interface is not surrounded by double quote marks. This ispossible because the ELROS preprocessor declares a variable with the same

92name as the interface, which is included in its generated code and thusappears in the symbol table of the debugger.To print the value of Gas_arg from the dbx debugger, the following dbxcommand is executed (the prompt dbx> is produced by dbx and not typed) :dbx> call roprinti("Gas", &Gas_arg, physics)The result of this call is := {[mixture] = {number = +3component = {[0] = {element = 1percentage = 0.5{[1] = {element = 12percentage = 0.4{[2] = {element = 7percentage = 0.1{[3] = {element = 0percentage = 0{[4] = {element = 0percentage = 0{...

93[19] = {element = 0percentage = 0{}}}The string "mixture" in square brackets at the beginning of the outputtext indicates which of the Union components is present in the variableGas_arg. The remainder of the text is the value of this component. Noticethat every component of the Array GP_array is printed, even though only 3elements are valid. The print routine for the type "Gas" does not know thatthe value in "number" indicates which of the components in GP_array arevalid.The ELROS runtime system must know the interface from which a typeis drawn in order to call the correct routine to print its values (e.g., twointerfaces imported into the embedded language code might define types ofthe same name). Roprinti() specifies the interface name through its thirdargument. The ELROS runtime system remembers this interface name inan internal variable, allowing a subsequent call of roprint() :roprint("type", &variable)The first two arguments of roprint() are the same as roprinti(), thedifference between the two routines being that the former does not specifyan interface. Instead it uses the interface stored in the ELROS runtimesystem internal variable set by roprinti() (or froprinti() — see below). The useof roprint() relieves the programmer from typing the same interface nameover and over again.The output from both roprint() and roprinti() is directed to stdout.Sometimes it is desirable to print the value of an ELROS variable to a file.The routines froprinti() and froprint() are provided for this purpose.Froprinti() takes four arguments. The first argument is a file pointer to anopen file into which the value of the variable is written. The last threearguments are the same as the three arguments of roprinti(). For example,

94the following code prints the value of the variable Gas_arg to the file"~nessett/dump" :FILE *fd;fd = fopen("~nessett/dump","w");froprinti(fd, "Gas", &Gas_arg, physics);...The routine froprint() operates like roprint() except the value of thevariable is printed to the file described by its first argument, rather than tostdout. Suppose there are two variables of type Gas, Gas_arg1 andGas_arg2. The following code prints the values of these variables to the file"~nessett/dump":FILE *fd;fd = fopen("~nessett/dump","w");froprinti(fd, "Gas", &Gas_arg1, physics);froprint(fd, "Gas", &Gas_arg2);...5.2 Tracing ELROS program executionIn addition to routines to print ELROS data types, the ELROS packageincludes routines to trace the execution of ELROS embedded language

95statements. Four routines are provided : 1) start_log7i(), start_log7(), 3)stop_log7i(), and 4) stop_log7()27.When a programmer desires to generate a trace of the remote operationssent and received by a program, he calls start_log7i(). Normallystart_log7i() is called from a debugger, although it may also be called froman embedded language program. The routine takes two parameters : 1) anactive instance (i.e., one which has appeared in a bind statement) and 2) thename of a file to which trace information is output. The first parameterallows the programmer to specify a specific instance on which to conducttracing. Tracing on that instance remains in effect until the instance isunbound or until stop_log7i() is called. If the first parameter to start_log7()is NULL (i.e., zero), global tracing is enabled. In that case activity on allinstances is traced.The second parameter to start_log7i() is the name of the file, enclosed indouble quote marks, that will receive the tracing information. Ifstart_log7i() is called with a NULL second argument, the following set ofrules determines the trace output file. First, if start_log7i() has been calledpreviously, the ELROS runtime system uses the file established by that call.Trace information is appended to it. Otherwise, an environmental variable,ELROSLOG7 is examined. If it contains a name, trace output is sent there.If ELROSLOG7 is NULL, a default name is used — ELROS.log7.The routine start_log7(), taking only a filename enclosed in doublequotes, turns on global logging. It uses the same filename conventions asstart_log7i().When a programmer wishes to turn off tracing, he calls stop_log7i().Stop_log7i() takes a single parameter, an instance. Tracing for thatinstance is deactivated, while tracing for all other instances remainsactive. If the instance argument is NULL, global tracing is deactivated. Theroutine stop_log7() takes no parameter and turns off global tracing(although tracing on specific instances activated by calling start_log7i()remains in effect).27 There are also four other tracing routines, start_log6i, start_log6, stop_log6i and stop_log6. Theygenerate tracing information of presentation-level activity (i.e., level 6 in the ISO OSI-RM hierarchy).They are not covered in the primer since they are of value mostly to system programmers.

96To illustrate the use of these routines, suppose a programmer isdebugging an ELROS embedded language program from dbx. The followingcommand starts tracing on the instance "inst" with tracing informationgoing to the file "~nessett/trace".dbx> call start_log7i(inst, "~nessett/trace")The resulting trace information would appear as follows :A00004ab4:302physics_client.c instA00004ab4:ENTERING give statementA00004ab4:305physics_client.c instA00004ab4:GIVING compute_density(invoke_ID=12, linked_ID=0)A00004ab4:GAS= {A00004ab4:[mixture] = {A00004ab4:number = +3A00004ab4:component = {A00004ab4:0 = {A00004ab4:element = 1A00004ab4:percentage = 0.5A00004ab4:}A00004ab4:1]= {A00004ab4:element = 12A00004ab4:percentage = 0.4A00004ab4:}A00004ab4:2 = {A00004ab4:element = 7A00004ab4:percentage = 0.1A00004ab4:}A00004ab4: 3 = {A00004ab4:element = 0A00004ab4:percentage = 0A00004ab4:}A00004ab4: 4 = {A00004ab4:element = 0A00004ab4:percentage = 0

97A00004ab4:}...A00004ab4:312physics_client.c instA00004ab4:EXITING give statementThe first field in every line is an integer constant that identifies theparticular instance on which the activity occured. Each trace entryconsists of multiple lines, the first of which indicates the line number in thesource file where the trace entry was generated, followed by the source filename and the name of the instance variable used in the traced activity.Subsequent lines describe the activity in detail.5.3 Using the ELROS tracing routines in realtimeSometimes a programmer debugging an ELROS embedded languageprogram desires to see the execution of ELROS statements in realtime asthey occur. Two utilities are provided to support this style of debugging : 1)logfilter and 2) loganal.Logfilter is a utility that accepts an ELROS trace file and filters outunwanted information. Its execute line is :logfilter -a filename @instanceFilename is the name of a file containing ELROS runtime system traceinformation. If filename isn’t specified, �stdin� is used. Instance is aninteger constant that identifies an instance in a trace file (i.e., it is theinteger constant that appears after the "A" on each line of the traceinformation). The output of logfilter is sent to �stdout�, so the programmercan view it on his terminal. If instance is not specified (i.e., the @instanceis left off the execute line), all information in the trace file is sent to stdoutwith the instance information (i.e., the A00004ab4 which prefixes each linein the above example) stripped off.

98Logfilter is useful when a complete file of trace information is availablefor analysis. To view trace information as it is generated requires the use ofthe second utility — loganal.To use loganal, the programmer opens a second window and types :loganal filename | logfilter -a @instance | moreUse of this execute line is predicated on the assumption that filename isthe file established by the programmer when he called start_log7i() orstart_log7(). Loganal opens up a pipe to filename and reads its contents asthey are written. Each line read is sent to stdout, which in the execute linegiven above pipes it to logfilter. Logfilter discards all information unrelatedto the instance instance and pipes the result to �more�.To examine all the tracing information generated by the ELROS runtimesystem, the programmer should use the following execute line :loganal filename | logfilter -a| more

99AppendixA-ELROSSummaryBelow is a summary of the ELROS statements, support routines andexecute lines covered in this document.A.1 Interface Specificationinterface interface-name;type-definitionsoperation-definitionsend;The type-definitions and operation-definitions are collected into aninterface called interface-name.A.1.1 Type DefinitionsBoolean, Integer, Real, BitString, OctetString, Enumerated,ObjectIdentifier, Null, NumericString, PrintableString, TeletexString,VideoString, VisibleString, IA5String, GraphicString, GeneralStringThe basic types available to ELROS programmers.Array element_type name_of_array_type [number_of_elements]The Array type name_of_array_type is defined. By default it containsnumber_of_elements components, each of type element_type. TheArray statement may only appear in ELROS interface specifications.When an Array variable is referenced in an operation, a runtime lengthmay be attached within curly braces (i.e., {} ). For an Array variable thatis an out parameter, this value specifies how many elements to send.For an Array variable that is an in parameter, this must be a variable orsome other lvalue. The variable or lvalue specifies the maximum lengthof the Array, which may be different from number_of_elements if theArray was allocated from the heap. It is set to the actual number ofelements sent by the correspondent when the operation reference

100executes. ELROS Array definitions may only appear in interfacespecifications.DynamicArray element_type name_of_array_typeThe DynamicArray type name_of_array_type is defined.Dynamicarrays expand to a C struct consisting of two components. Thefirst is an unsigned long, �len�, that specifies the number of elements inthe DynamicArray. The second, �val�, is an element_type pointer thatholds the address of the DynamicArray data. A DynamicArraydefinition may only appear in ELROS interface specifications.Record { record-list˚} record-type-name;The Record type record-type-name is defined. It contains componentsdefined in record-list. Elements in record-list are semicolon-separated,each consisting of a type name followed by the name of the component orby a Record, Array or Union definition. A Record definition may onlyappear in ELROS interface specifications.Union {union-list} union-type-name;The Union type union-type-name is defined. It contains componentsdefined in union-list. Elements in union-list are semi-colon separated,each consisting of a type name followed by the name of the component.ELROS Unions expand to a C struct consisting of two components. Thefirst is an integer, "tag", that identifies which union component ispresent. The second is a non-discriminated C union, "un", that holdsthe union component value. A Union definition may only appear inELROS interface specifications.namesnames-list;The definition of a set of names. The names-list consists of a commaseparated list of triples, each consisting of the elements : 1) datatype, 2)

101identifier and 3) integer. Members of each triple are separated by whitespace. The datatype specifies the type of the name; the identifier is usedto reference the name in subsequent operation parameter lists; and theinteger is a unique numerical identifier of the name.A.1.2 Operation Definitionscalloperation_nameoperation_numberin in_parameters,out out_parameters,inout inout_parameters ;The definition of a call operation appearing in an interface definition.The operation is given an operation_name and operation_number. Ithas three classes of parameters : 1) in_parameters, 2) out_parametersand 3) inout_parameters.invokeoperation_nameoperation_numberparameter-list;The definition of an invoke operation appearing in an interfacedefinition. The operation is given an operation_name andoperation_number. Its parameters are specified in parameter-list.Parameters are types defined previously in the interface (or one of thebasic types) for positional parameters, or names defined previously in anames-list for named parameters.resultoperation_nameoperation_numberparameter-list;The definition of a result operation appearing in an interfacedefinition. The operation is given an operation_name andoperation_number. Its parameters are specified in parameter-list.Parameters are types defined previously in the interface (or one of thebasic types) for positional parameters, or names defined previously in anames-list for named parameters.

102erroroperation_nameoperation_numberparameter-list;The definition of an error operation appearing in an interfacedefinition. The operation is given an operation_name andoperation_number. Its parameters are specified in parameter-list.Parameters are types defined previously in the interface (or one of thebasic types) for positional parameters, or names defined previously in anames-list for named parameters.A.2 Embedded language declarations#include pathnameThe importation of the interfaces contained in the file pathname.control(interface name) instance_variable_list;The declaration of the instance variables in the comma separatedinstance_variable_list. Each instance variable is bound to the operationsand data types defined in the interface interface_name.bind_address addr;The declaration of an address structure addr, which is an inputparameter to bind_addr .A.3 Instance control statementsinit_puresocket_addr(&addr, role, "TCP_address");The address structure addr is initialized. The TCP_address (a dottedIP address with an appended "+" and port number) loads theresponder_address field of addr.

103bind_addr(instance, rules, &addr, timeout);The instance is bound according to the values in addr. If the role fieldof addr specifies initiator, the program attempts to contact the server atthe address in the responder_address field of addr. If the role field ofaddr specifies responder, the program waits to be contacted at theaddress in the responder_address field of addr. The encoding rules usedover the instance are specified in the rules parameter (currently, onlyasn_1_ber is supported). The timeout parameter specifies the number ofseconds a program will wait for activity on the instance before taking acom_error exception.unbind(instance);The instance referenced by the variable instance is unbound from thecorrespondent.A.4 Operation execution statementscall_operation@instance(parameter_list);The operation call_operation is requested of the server acceptingoperations on instance. The parameter_list to this operation can beeither positional or named (depending on the definition of the operationin the interface). In a positional parameter list arguments are separatedby commas and their formal parameter cognates are identified by theirposition in the list. In a named parameter list arguments are identifiedby a name, which is separated with a colon from the argument’s value.accept [operation-identifier] instance-variable{on operation1(parameter-list)C-statement1on operation2(parameter-list)C-statement2.

104..on operationn(parameter-list)C-statementn}A set of operations, operation1, operation2,,..., operationn, isassociated respectively with a set of C language statements, C-statement1, C-statement2,..., C-statementn. When a program executesthe accept statement, it blocks waiting for the correspondent to requestone of these operations over the instance identified in instance-variable.The arrival of operationi loads the variables given in its parameter-list.Control then passes to C-statementi. After execution of C-statementi,control passes out of the accept statement.give instance-variableC-statementThe C-statement is executed in the context of the instance identifiedby instance-variable. Within the C-statement embedded operationreferences identify operations transmitted over the instance. Eachoperation reference consists of an operation (which must be drawn fromthe interface to which the instance was associated in bind_addr ) and itsassociated argument list. An operation identifier may be associated withthe operation by including it in square brackets between the operationname and its parenthesized argument list.exceptions{on condition1C-statement1on condition2C-statement2...

105onconditionnC-statementn}The exceptions clause can be associated with other ELROSstatements including bind_addr , a call statement, an accept statement,a give statement and an unbind statement. The exceptions clauseconsists of a set of conditions, condition1, condition2,,..., conditionn,associated respectively with a set of C language statements, C-statement1, C-statement2,..., C-statementn. Valid conditions includecom_error, internal_error, protocol_error, missing_op, missing_argand bad_op_id. When the exception conditioni occurs, control passes toC-statementi in the exceptions clause. Once C-statementi executescontrol passes out of the exceptions clause. If an exception occurs forwhich no on-clause is provided, a default statement is executed thatnotifies the user that an error has occurred and then terminates theprocess.A.5 Debugging statementsroprinti("type", &variable, interface_name)roprint("type", &variable)froprinti(file_pointer, "type", &variable, interface_name)froprint(file_pointer, "type", &variable)Routines for printing the value of ELROS types. Roprinti() takes threearguments : 1) a typename (type) enclosed in double quotes, 2) theaddress of a variable, and 3) an interface_name. The value of thevariable is printed to stdout under the assumption its type is specified bythe first argument drawn from the interface given in the thirdargumentRoprint takes two arguments: 1) a typename (type) enclosed in doublequotes, 2) the address of a variable. It works exactly as roprinti(), exceptthe interface is defaulted to the last referenced in a roprinti() orfroprinti() call.

106Both froprinti() and froprint() print variable values to a file, a pointerto an open file being their first parameter. Froprinti() takes three moreparameters, which are identical to roprinti(), and it behaves likeroprinti() except that values are output to a file rather than stdout.Froprint() takes two more parameters, which are identical to roprint(),and it behaves like roprint() except that values are output to a file ratherthan stdout.start_log7i(instance, "pathname")start_log7("pathname")stop_log7i(instance)stop_log7()Routines for controlling tracing. Start_log7i() takes an instance anda file pathname. Tracing information for that instance is output to thefile. If instance is null, global tracing is activated. If pathname isNULL, the environmental variable ELROSLOG7 is accessed for thefilename. If ELROSLOG7 is NULL, the default filename, ELROS.log7, isused.Start_log7() activates global tracing. Establishing the name of thetracing file is identical to that for start_log7i() if pathname is null.Stop_log7i() de-activates tracing on instance (but not globally).Stop_log7() de-activates global tracing (but not tracing activated callsto start_log7i()).A.6 Debugging utilitieslogfilter -a filename @instanceThis utility searches the trace file filename looking for linesbeginning with Ainstance. It then prints these lines to �stdout�.loganal filenameThis utility reads lines from filename as they are written by theELROS runtime system and pipes them to �stdout�.

107Index<chartype>String(n) 10<LenTerm>String(n) 12, 13accept statement 24, 28, 29, 36, 39, 54, 55, 56Any 8, 9, 11application-specific error 83Array 32, 49Array lengths at runtime 36Array of Records 47Array type constructor 32Arrays allocated from the heap 37asynchronous 5asynchronous operations 69batching 6, 69bind_addr 19, 23, 54bind_address 20BitString 8BitString(*) 12BitString(b) 9, 11Boolean 8Boolean(n) 9, 10break 31call 14, 16, 54call statement 56class of operations 73client 4communications error 54communications instance 17communications instance variables 17components 4control 18debugging 91default exception on-clauses 58discriminator "tag" 51dispatch loop 79dispatcher 1done 29DynamicArray 40ELROS interface 7ELROS preprocessor 19, 58ELROS runtime system error 55end 7Enumerated 8Enumerated(n) 9, 11error operations 83exceptions 28exceptions clause 54free routines 88freeable 89froprint() 91, 94froprinti() 91, 93GeneralString 8give statement 26, 54GraphicString 8IA5String 8importing the interface 18imports imports 6in 15, 72indefinite length representations 12indefinite length string types 86initiator 20init_puresocket_addr 20Integer 8Integer(n) 9, 10interface 6, 7invoke 15, 71invoke operation 73loganal 98logfilter 97making contact between the client andserver 17

108named parameter lists 59, 63named parameters 15, 58, 61names statement 59Null 8, 9, 11NumericString 8ObjectIdentifier 8ObjectIdentifier(*, o) 12ObjectIdentifier(c, o) 9, 11OctetString 8OctetString(*) 12OctetString(n) 9, 11on 29on bad_op_id 56on com_error 54on done 29on internal_error 55on missing_arg 56on missing_op 55on protocol_error 55operation identifier 73operation number 16, 73out 16, 72positional parameter lists 59positional parameters 15print routines 91PrintableString 8Real 8Real(m, e) 9, 11Receiving Arrays 38Record 49Record of Arrays 47Record type 45Record type constructor 45relaxation method 69Remote Operations protocol 55result 72result operations 73rofree() 43, 88rofreei() 43, 88roprint() 91, 93roprinti() 91server 4Simple Arrays 32start_log7() 95start_log7i() 95state-retaining server 58, 66stateless server 58, 64stop_log7() 95stop_log7i() 95string types 12synchronous 5synchronous operations 14TeletexString 8unbind 22, 28unfreeable 89Union 49Union type 49Union type constructor 49Unions map to a C struct 51VideotexString 8VisibleString 8