Messa ge Aut hen t ica tio n with On e-Way H ash Fu n ctio n s

†

Ge ne T sudik

‡

C om pute r Ne two rk s an d Di strib uted Sys tem s L ab ora tory

U ni ve rsi ty o f Southe rn C ali forni a, L os Ang el es , Cal ifo rn ia 90 089 -07 82

tsudik@je rico.usc .edu

Abstra ct

F as t me ss age i ntegri ty and authe ntic ation se rvic es ar e

very i mp ortant in t o day’ s hi gh-s p ee d network pr oto c ols.

Curr ent m ess age aut henti cation te chni ques are most ly

en crypti on-bas ed whi ch i s und esi rable f or se ve ral r easons.

In thi s bri ef pap er , we i ntro duc e enc rypti on-f re e m es sage

authent ic ati on base d enti rel y on the use of one-way hash

f uncti ons. Two m etho ds ar e pre sente d and t hei r str ength

i s analyz ed. The s ecur ity of the prop ose d m etho ds i s

base d on the s tren gth of the underl yin g one -way hash

f uncti on.

1 Int r o duc ti on

Me ssage authe ntic ation i s a an im p ortant f eature i n many

of to day’s network proto cols . As ne twork sp e eds i ncre ase,

hi ghe r d em ands are m ade f or pr o ces si ng sp eeds . H ow-

eve r, en crypti on te chnol ogy is s til l unable t o match th e

bandwid th requi rem ent s of hi gh-s p ee d p roto cols in a c ost-

eff ec tive manne r. For this re ason, alte rnati ve approache s

are b ein g c ons ide re d.

In re cent years , som e im p ortant advance s we re m ad e

i n developm ent of f ast one -way hash f uncti ons. Two no-

table exam pl es are Merkl e’ s S NEFRU [7] and R ive st’ s

Me ssage D iges t 4 (MD 4) [ 11] . Both f uncti ons ar e ai me d

at hi gh-s p e ed s of tware im ple me ntations and b oth ar e c ur-

re ntly i n the publ ic domain. MD4 i s consi der ed by many

i n the sec uri ty c om mun ity to b e t he most pr om is ing hash

f uncti on (partl y b ec ause t he two-pas s ver si on of SNEFRU

was brok en by Bih am an d Sh am ir in 1990 [2] ).

In th is pap e r we e xplore som e new appl ic ations of one-

wa y hash f unc tions. He reaf ter , MD 4 is us ed as the e xam-

pl e f unct ion. The r es t of the pap er is or gani ze d as f ol l ows.

Motiv ati ng f ac tors for enc rypti on-f re e me ss age authe nt i-

cati on are di scus se d i n the ne xt se ct ion. Se cti on 3 re vie ws

the ke y f e atur es of MD4. The pr op os ed m etho ds are de-

sc ri b ed i n Se cti on 4 and s ubse quentl y anal yze d in Sec tion

†

I n Proc e ed ing s of I EEE I N FOC OM 9 2, May 4 -8, Flore nc e , I t aly.

‡

Cu rre nt ly a t IBM Z¨ urich Re se arch Lab ora t ory, CH -88 0 3,

R¨ u sch liko n, Schwe iz. Ema il: G TS@I BM.C OM.

5. The proto col costs are evaluated i n Sec tion 7 and p o-

te ntial appl ic at ions are b rie fly dis cuss ed i n Sec tion 8.

2 Mo ti vat io n

Unti l rec entl y, f as t one -way hash fun cti ons have b ee n use d

pri mari l y f or maint ai ning m ess age data inte grity. In th e

re al m of s ec ure com muni cations , me ss age inte grity al on e

do es n ot provi de suffi ci ent def e nse agai nst s om e attacks.

W hil e a st rong one -way hash f unct ion prote cts agains t

data m od ific ati on, protec tion agains t message substi tutio n

re quire s t hat the m es sage i ntegri ty val ue b e i rre pro duci bl e

by anyone but the me ss age ori ginator.

E ncrypti on-bas ed i ntegri ty me tho ds are abl e to pro-

vid e this s er vi ce , sin ce one of the inputs to the inte gr ity

f uncti on i s a s ecr et ke y (e .g., DE S). This is not th e

cas e wi th MD 4 or any oth er non-tr ap-do or has h fun cti on.

Si nce MD4 i mpl em entati on s are r eadil y avail able , anyon e

can p ro duce an MD 4 valu e of an arbit rary b ogus m es sage

and ins ert [ ms g , M D 4(ms g )] i nto the s tream .

O ne s im pl e s oluti on i s t o have the se nder e ncrypt (or

si gn) the me ss age di gest. In a publ ic ke y c ryptosyste m,

thi s can b e don e wi th the se nder ’s pri vate ke y. In a con-

venti onal cryptos ys tem , t he se nder c an us e the se cr et key

share d amongst the appr op riate p ar tie s.

Thi s si mpl e appr oach sol ve s the me ssage subs titu tion

probl em , h oweve r, it h as som e drawbacks. A lthough, en-

cr yption usage is r educ ed to s igni ng a s hort fixed-l ength

m ess age di ge st, the re re main a f ew reasons f or avoi ding

en crypti on al toge the r:

• Enc ryption sof twar e i s quite sl ow

The faste st avail able D ES s of tware i m ple me ntation

achie ves data r ate s of ca. 700 Kb its /s ec on a 16Mh z

IBM P S2. An (unopti m ize d) MD 4 i mpl em enta-

tion on the sam e hardware p latf or m r uns at 2.4

Mbit s/se c.

• Enc ryption hardware c osts are non-ne gli gi bl e

Wh il e sof twar e i mpl em entati ons te nd to off er l owe r

rates , th ei r c os t i s typi cal ly l ow. Furth erm ore, many

sof tw are im pl em entati ons of D ES as we ll as SNE-

FRU and MD 4 have b ee n pl ac ed i n the publi c do-

mai n.

• Enc ryption har dwar e is optim iz ed towards l arge

data s iz es

Most hardware devi ce s are opt im iz ed f or bul k en-

crypt ion. Encr yption rate s i n the range of 45

Mbit s/se c are not unhe ard of , yet p er fr or manc e

tends to dec reas e dr asti call y f or s mal l dat a unit s

(e. g., ≤ 1K by te ). Typi call y, thi s is d ue to har dwar e

ini ti al iz ation/invo cati on over head (whi ch is amor-

tiz ed f or lar ge units of data). Sof twar e im pl em en-

tations (MD 4 b ei ng a case in p oint) t end to e xhibi t

const ant data rates irr esp ec tive of dat a si ze s.

• Enc ryption algori thms ar e cover ed by pate nts

Some enc rypti on and s ignature algori thms (e .g.,

RSA [10]) are patente d an d must b e l ic ens ed; wi th

ob vi ous cost i m pli cati ons .

• All enc rypti on al gori thm s are s ub j ec t to e xp ort con-

trol

This is one of the chi ef argume nts agai nst t he us e

of e ncr ypt ion f or me ss age aut henti cati on. For ex-

ampl e, the Un ite d Stat es G ove rnm ent plac es e xp ort

res tri cti ons on c ertai n c ryptographic parap hern al ia.

All D ES im ple m entations (har dwar e and sof tware )

fal l i nto thi s c at egory.

D rawing f rom the dis cus sion ab ove, an i de al sc enari o f or

counte ri ng b oth m es sage s ubsti tuti on and m ess age m o di-

fic ati on att acks woul d:

1. Avoi d enc rypti on al toge ther , and

2. Pro duc e unf orgeable inte grity val ues

Ini tial ly

, thes e two prop e rti es app e ar t o b e at o dds, how-

eve r, some i nnovati ve appl ic at ion of f ast one-way hash

f uncti ons may b e able to r ec onc il e them . Aft er bri efly

touchi ng up on the ke y f eatur es of MD 4 in the next se c-

ti on, we t urn to t he de sc rip tion of the prop ose d pr oto c ols.

3 MD 4 S umma ry

In br ief, MD 4 com putes a 128-bi t di ges t of an arbi trary

l ength me ss age . Its basi c i nput uni t is a 512-bi t blo ck.

MD 4 di vi des the i nput me ssage into a nu mb e r of 512-bi t

bl o cks (paddi ng the m es sage, if nec es sary) and app e nds

an e xtra tr ail ing bl o ck which c ontai ns the me ss age l ength

i n it s l ow-orde r 64 bi ts (the re maind er of t he t rail ing bl o ck

contai ns all z er os ).

It has b e en c onj e ctur ed that MD 4 has the fol lowing

prop e rti es:

1. The di ffic ulty of c omput ing two di sti nct m es sages,

M

1 and M

2 s uch t hat M D 4(M

1

) = M D 4(M

2

) i s on

the orde r of 2

64

op er at ions.

2. Gi ven a me ssage di gest , M D , the di ffic ulty of c om-

puti ng a me ss age, M such that M D 4(M ) = M D i s

on t he order of 2

12 8

op e rations.

In thi s pap e r, the sec ond prop e rty is of parti cul ar inte r-

es t. It is base d on the fact th at MD 4 m aps 2

51 2

512-bi t

bl o cks i nto 2

1 28

128-bi t di gests . This im pli es that, on

the aver age , [ 2

5 12

/2

1 28

= 2

384

] bl o cks are h as hed i nto th e

sam e 128-bi t d iges t. The re fore , gi ve n a m ess age diges t, i t

takes, on the ave rage , 2

12 8

tri al s b ef ore dis coveri ng one of

the 2

3 84

me ss age s that maps i nto t hat d iges t.

4 Pro t o co l De sc ript ion

W e supp os e t hat two p rinc ipal s, A and B , would li ke

to c om mu nic ate over an ins ec ure channel . Furthe r-

m or e, the re exi st se cur e m eans of pri nci pal authe ntic ation

[ 8, 14, 12] . At t he ti me of se ssi on i ni tiati on , afte r mu tual

authent ic ati on i s achi eve d, one of pri nci pal s, say, A, gene r-

ates a random 512-bi t val ue, S

AB

. A t hen com muni cate s

S

AB to B i n s ec ret ( usin g e ncrypti on, i f ne ce ssary).

W hen A h as a m es sage M to send t o B , it c om pute s

M D

M

= M D 4( M | |S

AB

) .

1

It the n se nds [ M , M D

M

]

to B . Sinc e B p oss es ses S

AB

, it can re -c omput e

M D 4(M | |S

AB

) and ver if y M D

M

. Th is is known as th e

se cr e t suffi x te chni que.

Al te rnativel y

, A and B c an agr ee to c om pute M D

M

as M D 4(S

AB

| |M ) and use S

AB as a secret p refix . Th e

se cr et pre fix me tho d was de vel op ed i ndep e ndentl y by th e

Inter net Sec uri ty and Pri vac y Worki ng G roup (S PWG )

f or use i n Sim pl e Ne twor k Manage me nt Proto c ol (SN MP)

[ 6] .

2

5 Info rma l Analy sis

Throughout the f ol lowin g d isc uss ion i t i s ass ume d that

an i ntrude r has t he abi l ity to re cord and analyz e me s-

sages as wel l as ins ert f raudul ent m es sages into the me s-

sage str eam . In or der to m ount a suc ce ssf ul attack or

eff ec tivel y break the pr oto c ol, an i ntrude r has to b e abl e

to pro duc e a f raudul ent m es sage and an acc om panying

di ge st s uch that the (m es sag e , d ig e st) pair i s acc ept ed as

genui ne by any of t he le giti mate prin cip al s.

The f oll owing obs ervati ons are bas ed on t he se cond

prop e rty of the MD4 algorit hm:

3

1

|| de n ot e s c o nc a te n at io n.

2

S. Cro cke r, S. Ke nt, Priva t e C om mu nic at io n, Dec e mb er 1 99 0.

3

Se e S e ct ion 1.

• Cl aim 1: G iven a messag e di gest, M D , and a mes-

sage M

1

, th e di ffi cul ty of compu ti n g a me ssage, M

2

such that M D 4(M

2

| |M

1

) = M D is o n the ord er of

2

12 8

op e r ati ons.

• Cl aim 2: G iven a messag e di gest, M D , and a mes-

sage M

1

, th e di ffi cul ty of compu ti n g a me ssage, M

2

such that M D 4(M

1

| |M

2

) = M D is o n the ord er of

2

12 8

op e r ati ons.

As sum ing the se two cl aim s (and the two c onj e cture d

prop e rti es) hold, the on ly ve nu e l ef t to the i nt ruder i s th e

br ute force attack. For m os t p urp ose s, attacks th at take

on the orde r of 2

1 28

ar e c ons ide red f uti l e, i .e ., the s ys tem

i n que sti on i s sec ure .

4

N evert hel ess , unde rst andi ng th e

de tai ls of p os si ble attacks i s of inte res t. Two s ee mi ngly

si mi l ar m et ho ds prop ose d b el ow di ffer i n thei r abil ity to

wi thstand brute forc e attacks .

5. 1 Defini tion s

• Gi ven two 512-bi t blo cks , M

1 and M

2

, we s ay that

M

1

≡ M

2 if M D 4(M

1

) = M D 4(M

2

). The ’ ≡’ s ym-

bol de notes that M

1 and M

2 ar e prefix-equ iva len t.

F or a given 512-bi t bl o ck M , l et P E C

M de note th e

pr efi x-equi val ence cl ass of M .

• Two 512-bi t bl o cks, M

1

.

= M

2 if f or al l bl o cks M ,

M D 4(M || M

1

) = M D 4( M | |M

2

) . The ’

.

=’ symb ol

denote s that M

1 and M

2 are suffix -equi val ent. Le t

S E C

M de note the su ffix -equ iv ale nce cl ass of a 512-

bit bl o ck M .

5. 2 Secre t Pre fix

A naive intr uder wi shi ng to di sc ove r t he sec re t pr efix

would fir st re cord a m es sage M ac com panie d by its in-

te gr ity val ue, M D 4(S

AB

|| M ) . He woul d the n nee d to try

on the ave rage 2

1 28

p os sib il iti es b e fore di scover ing a pr efix

st ring

^

S where

^

S ≡ S

AB

.

O ne i mp ortant obse rvat ion that can b e made by a

m or e astute i ntrude r is that the sec re t prefi x, S

AB

, i s

not real ly what i s nee ded to break the pr ot oc ol. In othe r

words, th e s ecr et p refix i s s uffic ie nt, yet not nec ess ary, f or

a s ucc es sf ul attack. Ins tead, to attain the goal of com p os-

i ng genui ne me ss ages , the i nt ruder nee ds onl y the inte r-

m edi ate MD 4 val ue of S

AB

, i .e ., M D 4(S

AB

). The l ength

of M D4(S

AB

) is 128 bi ts re gardl es s of the le ngth of S

AB

.

Ne ve rthe le ss, the numb er of op er at ions re quir ed to find

M D 4(S

AB

) re mai ns a hef ty 2

1 28

.

The s ubtle di ffe renc e b etwe en t he nai ve and the m or e

e duc a te d br ute f or ce attacks i s that, i n th e latte r, the in-

4

F or e xa mp le , a b rut e forc e at t ack on DES req uire s on ly on t he

o rd e r o f 2

56

o p era tio ns.

trud er i s guarante ed t o disc ove r M D 4(S

AB

) (hen ce, s uc-

ce ss ful ly attacking the proto col ) i n at most 2

12 8

op era-

ti ons . Thi s is i n c ont rast to the form er whe re on th e

average 2

1 28

op erati ons are r equi red. In sum m ar y, th e

short cut m ake s the att ack determi ni stic as opp os ed to

prob abi li sti c.

Anothe r cur ious prop e rty of the s ec ret pr efix me tho d

i s its vulne rabil ity to padd in g at tacks.

5

(A pa ddi ng attack

i s suc ce ssf ul when t he i ntruder is ab le to eit her p rep e nd

or app end e xtraneous data to an authe ntic me ssage and

pass the re sul ting m es sage off as genui ne. ) An i ntrude r

can capture a m es sage M al ong with its se cr et pr efix-

base d che ck M D 4( S

AB

|| M ) . He can then app end ar bi-

trary data,

^

M , to the e nd of M and c ompute t he diges t

of the r esul ti ng m e ssage, (M ||

^

M ) usi ng M D 4(S

AB

| |M )

as the ini tial iz at ion val ue. The l egit im ate re ce iver i s the n

f o ol e d into acc epti ng the f raudul ent m ess age b ec ause th e

acc om panying se cre t prefix val ue , M D 4(S

AB

| | M | |

^

M ), i s

”corre ct ”. One s af e -guardi ng me as ure i s al ready i mpl e-

m ente d by MD 4; the l as t 512-bit b lo ck always cons ist s

of 448 b its of ze ro es foll owe d by 64 bit s that contain th e

m ess age le ngth . Th is, by it sel f , do es not all evi ate padding

attacks, howe ve r, i t makes the attacke r’s job m or e di ffi-

cu lt by forc ing him to i nc lude t his tr ai l ing blo ck of th e

genui ne m ess age as par t of the ”padde d” b ogus m es sage.

The padd ing at tack i s p os sibl e f or two re asons: 1) th e

attacker knows the under lyi ng algori thm (MD 4), and, 2)

the i nt egri ty val ue is not pr ot ec ted. An obvi ous c ounte r-

m easure f or t his typ e of attack i s to re qu ire that the me s-

sage l ength b e i ncl uded i n the sec re t prefi x c alc ulati on,

e. g., as part of the fi rst bl ock. Some pr oto cols al ready

i ncl ude le ngth as p ar t of the m ess age he ade r f orm at (e .g.,

IP [ 9] , SNM P [6]) .

5. 3 Secre t Suffi x

A brute f or ce attack on the se cre t s uffi x var iant i s si m-

i lar i n that the intr uder woul d nee d to try on th e ave r-

age 2

1 28

p os sibi l iti es b e fore di sc over ing an

^

S such that

M D 4(M | |

^

S ) = M D 4(M || S

AB

). However, the probabi l-

i ty that

^

S = S

AB i s only 1/2

3 84

(si nce t here ar e, on th e

av e rage, 2

3 84

512-bi t bl o cks which are has hed into th e

sam e 128-bi t MD4 val ue). O n the other hand, findi ng an

^

S such that

^

S

.

= S

AB is , f or all purp ose s, equi val ent to

findi ng S

AB

.

At thi s p oi nt in tim e, b ec aus e of MD4’ s rel ative ly r e-

ce nt i ntro duc tion, and, hen ce, li m ite d analysi s ther eof,

l ittl e c an b e said wi th ce rtainty ab out the average s iz e

of suffi x-equi val ence c lass es . One conj ec ture that can b e

m ade wit h some degre e of ce rtainty i s that the si ze of an

av e rage suffi x-equi vale nce cl as s is n o gre ate r than that of

an aver age prefix-e qu ival enc e c lass .

5

Th is v u ln e ra b ility wa s disc ove re d by Dave So lo an d S t eve Ke nt .

This do e s not im ply, howeve r, that i t takes at m os t

2

12 8

ope rations to find

^

S

.

= S

AB

. Note that the i ntrude r

has to re cord multi ple genu in e me ssages an d c omput e

the ir resp e ct ive di ge sts at each s tep of the att ack. Thus,

the numb e r of op e rations requi red t o find

^

S i s N × 2

1 28

wher e N is t he si ze of the i ntrude r’ s message test pool .

W e al so note that, i n the su ffix vari ant, t here app e ar s

to b e no counte rpart t o the ”brute f orce ” short cut de-

sc ri b ed i n the previ ous se cti on. Fur ther more , s ec ret su ffix

i s se cure wi th re sp e ct to padding attacks . Thi s i s b e caus e

a me ssage diges t is com puted wi th a se cr et s uffix as th e

l as t i nput blo ck. W it hout knowing the se cre t, the i ntrude r

can not, wi th any c ert ai nty, app e nd (or pre p end) to th e

m ess age .

O ne drawback of the se cr et suffi x is i ts sus ce ptib il ity

to t he so-call ed Bi rthd ay at tack [ 3] . In bri ef , th is attack

cons is ts of the i ntrude r ge ner at ing a m ess age trial p o ol of

si ze R and r ecordi ng a sam ple p o ol of ge nuine me ss age s

of s iz e S . The probabil ity of at le as t on e m ess age in a

tri al p ool hashi ng to the sam e MD4 val ue as one of th e

m ess age s i n th e s am pl e p ool i s r oughl y expr ess ed by P =

(R ∗ S/N ) whe re N is the r an ge (N = 2

1 2 8

i n our c ase).

Ac cordi ng to the Bi rthda y p ar adox, t here i s a 50% chanc e

of two m es sages has hing t o t he s am e MD4 value f or R =

2

64

and S = 1. Thi s f eatur e f orm s the basi s f or the firs t

prop e rty of MD 4 ( see Sec tion 3).

The im pli cati on of thi s attack on t he se cr et su ffix

m etho d i s as f ol l ows. The i ntrude r can pre -c omput e

2

64

s ample m es sage s al ong with t he c orre sp ondi ng di-

ges ts. The n, af ter trapping a si ngl e genui ne m es sage

(M ) protec ted by the se cr et prefi x, the i nt ruder c om pute s

M D 4(M ). The probabil ity i s high (≥ 50%) t hat t here ex-

i sts a bogus m e ssage

~

M i n the s am ple me ssage p o ol s uch

that M D 4(M ) = M D 4(

~

M ). On the ot her hand, this at-

tack require s on the or der of 2

6 4

op e rati ons al ong wi th 2

64

st or age s pace f or the tr ial p ool .

6

In cont rast, the pre fix me tho d i s not sus ce ptibl e t o th e

Bi rthday attack. As ab ove , the intr uder c an sti ll disc ove r

(wi th hi gh probabi l ity) a b ogus m es sage whose MD 4 valu e

m atches that of a re corde d ge nuine m es sage . However,

whi le :

• M D 4(M ) = M D 4(

~

M ) (M ≠

~

M ) im pl ie s that

M D 4(M || S

AB

) = M D 4(

~

M | |S

AB

)

it i s n ot the c ase that:

• M D 4(M ) = M D 4(

~

M ) im pl ie s that

M D 4(S

AB

| |M ) = M D 4( S

AB

||

~

M )

6

How e ve r, th e g e ne rat ion of t he me ssa g e t ria l p o ol c an b e d o ne

o ff-line ; on ly t he sea rch ha s b e ca rrie d o ut in rea l t ime . S e e [3] for

a d e ta iled disc ussio n.

6 A Hyb rid Me th o d

At p res ent, a pr oto c ol r equi rin g 2

1 2 8

op e rati ons to d ef eat

i s consi der ed st rong and se cur e. Ne ve rthe le ss, it i s con-

ce ivable that a nee d f or s tronger proto cols m ay ar is e i n

the futur e. For this reason, we consi der a c ombinati on of

the s ec ret s uffix and the s ec ret pr efix var iants.

In thi s thi rd var iant, the MD 4 value of a m e ssage i s

com pute d by us ing a se cr et i niti ali zati on ve ctor i n con-

j uncti on with a s ec ret 512-b it s uffix. In ot her words , a

m ess age i s envel oped wi th a sec re t pr efix and a s ec ret suf -

fix b ef ore a di ge st i s com puted .

The s tre ngth of thi s vari ant i s diffi cul t to es ti mate.

The onl y obse rvati on that can b e made with ce rtainty

i s that i t i s s tronger than ei the r the pre fix or the suffi x

v ar iant. It may we ll b e that a brute f orc e attack on thi s

m etho d requi re s, on the ave rage, 2

2 56

trial s. (As sum ing

that the intr uder c an not disc ove r ei ther the s uffix or th e

pre fix inde p end entl y, but has t o c ompute b oth, i .e ., th e

proverbi al ”double or n othi ng”). H oweve r, t his r em ai ns a

m ere conj ect ure.

Anothe r im p ortant b ene fit of th e hybr id me tho d is it s

re si stance to b oth paddi ng and B ir thday attacks. Thi s

f ol l ows di re ctl y f rom t he des cr ipti ons of the two typ es of

attack (se e ab ove ).

7 C ost

As evi dent f rom the ab ove dis cuss ion, p rovi ded MD4’ s

conj ec ture d prop e rti es hold, b oth s ec ret suffi x and se cre t

pre fix vari ants pr ovi de str on g prote cti on agai nst unautho-

ri ze d m ess age subs tit ution and t am p e ring. J ust as ther e

are som e subtl e diffe re nce s b etwee n th e two vari ants wi th

re sp e ct to the ir abil i ty to r esi st hosti le attacks , ther e ar e

als o di ffe renc es i n thei r re sp e cti ve cos ts.

The pr efix vari ant cost s clos e to nothin g, si nce th e

i n t erm edi ate MD 4 val ue of the s ec ret pre fix c an b e pr e-

com pute d and used as a sort of a i ni ti al izati on vector f or

veri f ying m es sage signature s. Furthe rm or e, the conce pt of

a p refix c an b e abandone d al toge the r in favor of a 128-bi t

MD 4 in iti al i za ti on vector.

Se cre t suffi x costs s li ght ly more as no pre -comp utation

can b e don e. The cost am ounts to exact ly one ext ra 512-

bi t blo ck MD 4 c omput ati on p er m es sage.

8 Appl ica tio ns

The s ec ret s uffix/pre fix m et ho ds are parti cul arly appli ca-

bl e to e nvir onm ents where high ban dwidth and low de-

l a y r equi rem ents have , unti l now, m ad e the i mpl em enta-

ti on of c er tai n se curi ty s er vi ce s prohi biti vel y e xp ens ive, e. g., packet iz ed voic e and vid eo appli cati ons . SN MP,

as state d ab ove, al re ady i mpl em ents the sec re t pr efix

m etho d. Al so, ne twor k pr ot oc ols , e .g., Inter -Dom ai n Pol-

i cy R out ing (ID PR ) [ 13] and Vi sa Proto c ol [ 4] , can b en-

efi t s ubstanti all y f rom e ncr yption-f ree me ssage authe nt i-

cati on.

9 Conc lusio ns

In summ ar y

, f ast one -way hash f unct ions s uch as MD 4 can

b e use d as a f oun dati on f or some re lati ve ly n ovel i mpl e-

m entati ons of se curi ty se rvic es . In par tic ular, si mpl e and

i nexp e nsi ve se cre t pre fix and s ec ret suffi x me tho ds pro-

vid e protec ti on agains t me ssage su bsti tuti on attacks whe n

use d i n c onjunc ti on with a st rong one-way has h f unc tion

(whi ch it sel f p rotec ts agai nst m es sage mo di ficati on).

There re m ai n some outs tanding is sue s. Most im p or-

tantly

, the m etho ds pre sente d i n thi s pap e r are ve ry much

de p ende nt on the con jectured prop er tie s of MD4. S inc e

MD 4 i s sti l l a r el at ive ne wc ome r, i t has not ye t b ee n sub-

j ec ted to exte nsi ve anal ysis . Fur therm ore, the di sc uss ion

i n thi s pap er has b e en large ly i nf or mal ; more r igorous

sc ruti ny of the pr op os ed m etho ds i s i n or der.

10 Ackn ow ledg em ent s

The author woul d l ike to thank Steve Ke nt, D eb orah Es-

tri n and R efik Molva f or t hei r c omm ents on the draf t of

thi s pap er .

R eferen ce s

[1] A dvance d Mic ro De vic es, AM D MOS Mi crop roces-

so rs and P eri pheral s D ata Book. , Ad vanced Micr o

D evic es, I nc. , Su nny val e, CA. , 1987

[2] E . B iham , A. Shami r, Di ffe renti al C ry ptanal y-

si s o f DES -l i ke C r yptosystems, P ro c eed in gs of

C R YPT O’ 90, August 1990.

[3] D . Davie s, W . Pr ic e, Secu ri ty For C ompu ter Net-

w or ks, New York , NY: W iley, 1984.

[4] D . Estr in, J . Mogul , G. Tsudi k, Visa Protocol s

f or Co ntrol l in g Inter-Organi zati onal Datag ram Fl ow,

IEEE J our n al on Sel ec ted Ar eas in C ommun i-

c ati ons, May 1989.

[5] Fede ral Inf or ma ti on Processi ng S tanda rds, Nati onal

B ure au of S tan dar ds, P ubli cati on 46, 1977.

[6] J . Gal vi n, K. Mc Cloghri e, J . Davin, S ecure M an-

a gement o f SNMP Networ ks P r o ceedi ngs of IFIP

Integr ated N etwork Ma nagement Sy mp osiu m,

A pril 1991.

[7] R . Me rkle , One-wa y Hash f un ction s a nd DES , P ro-

c eed in gs of CRYP TO 89, August 1989.

[8] R . Nee dham and M. Schro e der, Usi ng encr ypti on for

a uthenti cati on i n l arge netwo rks of compu ter s, Com-

mun ica tion s of th e ACM, De ce mb e r 1978.

[9] J . Poste l, In ter net Protocol , RFC 791, SRI N et-

wor k In for mati on C enter , Se ptemb er 1981.

[ 10] R . R ive st, A. Sham ir and L. Ade lm an, A Method for

Obtai ni ng Di gi ta l S ign atures a nd Pu bli c Key Cr yp-

tosy stems, Commu ni cat ions of th e AC M, Fe bru-

ary 1978.

[ 11] R . R ive st, T he MD4 Message Di gest Algo ri thm, P ro-

c eed in gs of CRYP TO’90, August 1990.

[ 12] J . Stei ner , T he Ker bero s Netwo rk Au thenti catio n

S ervi ce Over vie w, MI T P r o j ect Ath ena RFC ,

D r aft 1, Apr il 1989.

[ 13] M. Ste ens trup and Inte rnet Op en Routi ng Wor king

G roup, Inter -D omai n Pol icy Routi ng Speci ficati on,

BBN Rep or t N umb er 7346, D ec emb er 1990, BB N

Corp or at ion, Cambr idge MA 02138.

[ 14] V. Voydo ck and S . Ke nt, S ecur ity Mechan i sms i n

Hi gh-l evel Netw ork Protocol s, AC M Compu ti ng

S ur veys, J une 1983.