NAME

PAM –

SYNOPSIS

#include <security/pam _appl.h >

cc [ flag file –lpam [ library

DESCRIPTION PAM

The PAM framework, libpam, PAM PAM The PAM pam_.

(pam_start(3) and pam_end(3)), (pam_[sg]et_data(3)), (pam_[sg]et_item(3)), mation (pam_strerror(3)).

(pam_authenticate(3)) (pam_setcred(3)).

(pam_acct_mgmt(3)).

(pam_open_session(3) and (pam_close_session(3))

(pam_chauthtok(3)). An

pam_∗() libpam. (pam_ _ _[sg]et_ _[sg]et_item(), and pam_strerror())

pam_sm_ pam_sm_∗() pam_ pam_sm_∗() pam_sm(3) APIs.

pam_ _start()

pam_authenticate() pam_acct_mgmt() pam_setcred() pam_ _authenticate() and pam_setcred() pam_start(). pam_authenticate(), pam_setcred().

pam_open_session().

pam_close_session() sion.

pam_get_item() and pam_set_item()

pam_end(),

PAM conv(), pam_conv

pam_start()). (conv()) pam_start(3)

The PAM stacking. Syslogin(1),

pam.conf(4).

/usr/lib/libpam.so.1 and /usr/lib/libpam.a,

pam.conf(4) file.

The PAM

PAM_ PAM_OPEN_ PAM_SYMBOL_ PAM_SERVICE_ PAM_SYSTEM_ PAM_BUF_ PAM_CONV_ PAM_PERM_ pam_authenticate (3), pam_open_session(3), pam_chauthtok (3), pam_set_item(3), pam_setcred (3), pam_sm(3), pam_start (3), pam_strerror (3), pam.conf (4) WARNING pam_acct_ _acct_

NAME

pam_acct_mgmt –

SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_acct_mgmt(pam _handle _t ∗pamh flags); DESCRIPTION pam_acct_

pam_authenticate(3).

The pamh pam_ flags field:

PAM_

PAM_DISALLOW_NULL_ PAM_AUTHTOKEN_

_ pam(3), PAM_USER_ PAM_AUTH_ PAM_AUTHTOKEN_

PAM_ACCT_

pam(3), pam_start (3), pam_authenticate (3)

NAME

pam_authenticate –

SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_authenticate(pam _handle _t ∗pamh flags); DESCRIPTION pam_

pam_ or pam_set_ flags field:

PAM_ sages PAM_DISALLOW_NULL_ PAM_AUTH_

NOTES

pam_ _

_

pam_authenticate()

PAM_DISALLOW_NULL_

_ pam(3), PAM_AUTH_ PAM_CRED_ tials PAM_AUTHINFO_

PAM_USER_ PAM_

pam(3), pam_start (3), pam_open_session(3), pam_setcred (3)

NAME

pam_chauthtok – SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_chauthtok(pam _handle _t ∗pamh flags);

DESCRIPTION pam_ pamh.

pam_chauthtok(): PAM_ PAM_CHANGE_EXPIRED_AUTHTOK

NOTES _CHANGE_EXPIRED_ login login pam_chauthtok() passwd(1)

pam.conf(4). _ pam(3), PAM_PERM_ PAM_AUTHTOK_ PAM_AUTHTOK_RECOVERY_ PAM_AUTHTOK_LOCK_ PAM_AUTHTOK_DISABLE_ PAM_USER_ PAM_TRY_

pam(3), pam_start (3), pam_authenticate (3) pam_open_ _open_

NAME

pam_open_ _close_session –

SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_open_session(pam _handle _t ∗pamh flags);

_close_session(pam _handle _t ∗pamh flags);

DESCRIPTION pam_open_ pam_authenticate(3) and pam_acct_mgmt(3)) pam(3) pam_open_ pam_close_ pam(3)

The pamh pam_ flags pam_open_ and pam_close_

PAM_

NOTES pam_open_session() and pam_close_session() login init pam_close_session() with pam_open_session().

pamh. pam_open_session() pam_close_session() management. _ pam(3),

PAM_SESSION_

pam(3), pam_start (3), pam_authenticate (3), pam_acct_mgmt(3), getutxent (3C) pam_set_ _set_

NAME

pam_set_ _get_data –

SYNOPSIS

cc [ flag file –lpam [ library

#include <security/pam _appl.h >

_set_data(pam _handle _t ∗pamh ∗module_data_name ∗data (∗cleanup)(pam_handle_t ∗ ∗ _end_status));

_get_ _handle _t ∗pamh ∗module_data_name ∗∗data);

DESCRIPTION pam_set_ and pam_set_ allow PAM

pam_set_ pamh. The module_data_name data module_data_name

The cleanup data pam_end(). The cleanup pamh, data, pam_end_status.

If pam_set_ module_data_name pam_set_ data data, cleanup cleanup function.

pam_get_ pamh, module_data_name. The data

pam(3),

PAM_NO_MODULE_

pam(3), pam_end(3) pam_set_ _set_

NAME

pam_set_ _get_item –

SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_set_item(pam _handle _t ∗pamh item_type ∗item);

_get_ _handle _t ∗pamh item_type ∗∗item);

DESCRIPTION pam_get_ and pam_set_ update PAM item_type, following:

PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ _ The item_type PAM_AUTHTOK and PAM_NEWAUTHTOK

pam_set_ pamh, pam_ object, item, item_type. pam_set_ _

pam_get_ pamh, pam_ an item_type, and item, pam_set_item() item_type,

pam_get_item item pam_get_item() pam_end().

pam_get_ _ pam(3)

pam_start (3), pam_authenticate (3), pam_acct_mgmt(3), pam_open_session(3), pam_setcred (3), pam_chauthtok (3), pam(3)

NAME

pam_setcred – SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h >

_setcred(pam _handle _t ∗pamh flags); DESCRIPTION pam_ pam_

pam_ _acct_mgmt(3), and pam_open_session(3)).

pam_start() or pam_set_item(), pamh. flags

PAM_CRED_ PAM_CRED_ PAM_CRED_ PAM_CRED_ PAM_ _CRED_

pam_ _ in pam(3),

PAM_CRED_ unavailable PAM_CRED_ PAM_USER_ PAM_CRED_

pam(3), pam_start (3), pam_authenticate (3), pam_acct_mgmt(3), pam_open_session(3)

NAME

PAM –

SYNOPSIS

#include <security/pam _appl.h > #include <security/pam _modules.h >

cc [ flag file –lpam [ library

DESCRIPTION PAM

The PAM framework, libpam, PAM PAM

The PAM pam_sm.

(pam_sm_authenticate(3)) and (pam_sm_setcred(3)).

pam_authenticate(3) and pam_setcred(3) respectively.

(pam_sm_acct_mgmt(3)). This

pam_acct_mgmt(3).

(pam_sm_open_session(3) and pam_sm_close_session(3)) pam_open_session(3) and pam_close_session(3), respectively.

(pam_sm_chauthtok(3)) and (pam_sm_set_authtokattr(3)) and (pam_sm_get_authtokattr(3)). pam_ _set_authtokattr(3), and pam_get_authtokattr(3), respectively.

pam_∗() pam_sm_∗() pam_sm_∗()

pam_ _start()

pam_start() is

pam_get_item() pam_set_item() _ PAM_OLDAUTHTOK.

pam_set_data(3) SUNW_PAM_DCE_AUTH_

pam_end()

conv(), pam_conv pam_start()). (conv()) to pam_start(3) for CONVENTIONS

<pkg>/lib. _<service_name>_<module_type> _ _type

_

stack.

_ " "

use_first_

try_first_

_ "group" or "other"

syslog(3) _

_

pam(3), pam_start (3), pam_set_item(3), pam_authenticate (3), pam_open_session(3), pam_setcred (3), pam_chauthtok (3), pam_strerror (3), pam_sm_authenticate (3), pam_sm_open_session(3), pam_sm_setcred (3), pam_sm_chauthtok (3), pam.conf (4) pam_sm_acct_ _sm_acct_

NAME

pam_sm_acct_mgmt – _acct_mgmt SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_acct_mgmt(pam _handle _t ∗pamh flags argc ∗∗argv); DESCRIPTION pam_acct_mgmt(3), pam_sm_acct_mgmt() pam.conf(4)

pam_sm_acct_

pam_ pamh, pam_sm_acct_ flags field:

PAM_

PAM_DISALLOW_NULL_ PAM_AUTHTOKEN_

The argc pam.conf(4). argv options. If syslog(3) ignored.

_ PAM_USER_ PAM_AUTHTOKEN_ PAM_ACCT_ PAM_PERM_ PAM_ or sufficient

pam(3), pam_acct_mgmt(3), syslog(3), pam.conf (4) pam_sm_ _sm_

NAME

pam_sm_authenticate – _authenticate SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_authenticate(pam _handle _t ∗pamh flags argc ∗∗argv); DESCRIPTION pam_authenticate(3), pam_sm_authenticate() from pam.conf(4)

pam_sm_

pam_ pamh.

pam_sm_authenticate(): PAM_ messages PAM_DISALLOW_NULL_ PAM_AUTH_

The argc pam.conf(4). argv options.

NOTES

pam_set_data(3) function.

_ PAM_ PAM_AUTH_ PAM_CRED_ tials PAM_AUTHINFO_

PAM_USER_ PAM_ or sufficient

pam(3), pam_authenticate (3), pam.conf (4) pam_sm_ _sm_

NAME

pam_sm_chauthtok – _chauthtok SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_chauthtok(pam _handle _t ∗pamh flags);

DESCRIPTION pam_chauthtok(3) pam_sm_chauthtok(3) pam.conf(4)

pam_sm_ pamh.

pam_chauthtok(): PAM_ PAM_CHANGE_EXPIRED_AUTHTOK

PAM_PRELIM_

PAM_UPDATE_

_PRELIM_ _UPDATE_

The argc pam.conf(4). argv options.

NOTES

The PAM _PRELIM_

_TRY_ PAM PAM _UPDATE_

application.

_CHANGE_EXPIRED_ pam_sm_ _sm_

_IGNORE.

_ returned:

PAM_PERM_ PAM_AUTHTOK_ PAM_AUTHTOK_RECOVERY_ PAM_AUTHTOK_LOCK_ PAM_AUTHTOK_DISABLE_ PAM_USER_ PAM_TRY_

pam(3), pam_chauthtok (3), pam.conf (4) pam_sm_open_ _sm_open_

NAME

pam_sm_open_ _sm_close_session – _open_session _close_

SYNOPSIS

cc [ flag file –lpam [ library

#include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_open_session(pam _handle _t ∗pamh flags argc ∗∗argv);

_sm_close_session(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION pam_open_session(3) and pam_close_session(3), pam_sm_open_session() and pam_sm_close_session(), pam.conf(4)

pam_sm_open_ pam_sm_close_ pamh flags field:

PAM_

The argc pam.conf(4). argv syslog(3) and

_ PAM_SESSION_

PAM_ or sufficient

pam(3), pam_open_session(3), syslog(3), pam.conf (4) pam_sm_ _sm_

NAME

pam_sm_setcred – _setcred SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_setcred(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION pam_set_cred(3), pam_sm_set_cred() pam.conf(4)

pam_sm_ handle, pamh. flags

PAM_CRED_ PAM_CRED_ PAM_CRED_ PAM_CRED_ PAM_ _CRED_ The argc pam.conf(4). argv

ignored.

_ pam_sm_setcred() corresponding pam_sm_authenticate() function. _ PAM_CRED_ PAM_CRED_ PAM_USER_ PAM_CRED_ PAM_ or sufficient

pam(3), pam_authenticate (3), pam_setcred (3), pam_sm_authenticate (3), pam.conf (4)

NAME

pam_ _end –

SYNOPSIS

cc [ flag file –lpam [ library

#include <security/pam _appl.h >

_ ∗service ∗user _conv ∗pam_conv, pam_handle _t ∗∗pamh);

_end(pam _handle _t ∗pamh status);

DESCRIPTION pam_ pam_ service, user, pam_conv, pamh. pamh PAM

_ pam_conv,

pam_conv

_conv { ∗ ∗ ∗/ void ∗appdata _ ∗ ∗/ }; where

_msg, _message ∗∗ _response ∗∗resp, void ∗appdata _ptr);

conv()

interaction.

num_msg msg num_msg pam_message structure.

pam_message pam_message pam_response pam_response pam_message

_message{

_style; char ∗msg; }; The pam_response

_response { char ∗resp; _ ∗ ∗/ }; msg_style, PAM_PROMPT_ECHO_ PAM_PROMPT_ECHO_ PAM_ERROR_ PAM_TEXT_

appdata_ptr

pam_ pamh status, cleanup() PAM pam_set_item(3)

pam(3)

pam_authenticate (3), pam_set_item(3), pam_acct_mgmt(3), pam_open_session(3), pam_setcred (3), pam_chauthtok (3), pam_strerror (3), pam(3)

NAME

pam_strerror – SYNOPSIS

cc [ flag file –lpam [ library #include <security/pam _appl.h > char ∗pam_strerror(int errnum);

DESCRIPTION pam_ errnum

ERRORS

pam_strerror() returns NULL if errnum

pam(3)

NAME

pam.conf –

SYNOPSIS

/etc/pam.conf

DESCRIPTION pam.conf PAM. A PAM and

pam.conf

The pam.conf

format:

<service_name module_type control_flag module_path options>

pam.conf

_ _unix.so.1 _unix.so.1 _ _unix.so.1 _unix.so.1 _unix.so.1 _unix.so.1

The service_name or rlogin). OTHER, OTHER keymodule_type

single OTHER line.

module_type auth account), session password).

The control_flag

The module_path functionality.

The options PAM pam_unix(5)

_ module_type stacked. module_path control_flag or sufficient.

required (optional and sufficient required required

required, optional or sufficient

sufficient as sufficient PAM required required required returned.

or sufficient required.

pam.conf syslog(3) _

login and rlogin services. _ _dce.so.1 _rhosts_auth.so.1 _unix.so.1

login, required control_flag optional the control_flag

rlogin, the sufficient control_flag rhosts authentication rlogin and rlogin

rhosts rhosts

NOTES service_ _type, or control_flag, module_type, the PAM

EXAMPLES

# # # # # # _unix.so.1 _ _first_pass # # # _rhosts_auth.so.1 _unix.so.1 # # _unix.so.1 # # # _unix.so.1 _dce.so.1 _unix.so.1 # # _unix.so.1 # # _unix.so.1

PAM include: and ttymon.

/usr/lib/security/pam _<service_name>_<module_name>.so.x

/etc/pam.conf

/usr/lib/libpam.so

dtlogin(1), init(1) in.ftpd (1M), in.rexecd (1M), in.rshd (1M), in.rlogind (1M), in.telnetd (1M), in.uucpd (1), login(1), passwd(1), sac(1M), su(1M), ttymon (1M), pam(3)

NAME

pam_dce –

SYNOPSIS

/usr/lib/security/pam _dce.so

DESCRIPTION login) pam.conf(4) authen- and /usr/lib/security/pam_dce.so.

(pam_sm_authenticate(3)), (pam_sm_setcred(3)). pam_sm_authenticate(3)

_

use_first_

optional pam.conf

try_first_

use_mapped_pass "onc_dce_passwd"

optional.

try_mapped_ use_mapped _pass

"onc_dce_passwd"

use_mapped _pass and try_mapped _pass pam_unix(5))

pam_sm_authenticate(3).

pam_sm_authenticate(3) calls sec_login_setup_identity(3) sec_login_valid_and_cert_ident(3).

pam_sm_setcred(3) sec_login_set_context(3) pam_sm_authenticate.

(pam_sm_acct_mgmt(3)). pam_sm_acct_mgmt(3)

allow_expired_ _

pam_sm_acct_mgmt(3) sec_login_inquire _net_info(3)

(pam_sm_chauthtok(3)). _

pam(3), sec_login_setup_identity (3), sec_login_valid_and_cert_ident(3), sec_login_set_context(3), sec_login_inquire _net_info(3), pam.conf (4), pam_unix(5) pam_dial_ _dial_

NAME

pam_dial_auth –

SYNOPSIS

/usr/lib/security/pam _dial_auth.so

DESCRIPTION /usr/lib/security/pam_dial_auth.so, _ pam_sm_authenticate() pam_sm_setcred() /usr/lib/security/pam_dial_auth.so /usr/lib/security/pam_unix.so

pam_sm_authenticate() _ _ _ debug syslog(3) _

pam(3), pam_authenticate (3), d_passwd(4), dialups (4), pam.conf (4) pam_rhosts_ _rhosts_

NAME

pam_rhosts_auth –

SYNOPSIS

/usr/lib/security/pam _rhosts _auth.so

DESCRIPTION /usr/lib/security/pam_rhosts_auth.so, rlogin pam_sm_authenticate() pam_sm_authenticate() rlogin or rsh user. pam_sm_setcred()

/usr/lib/security/pam_rhosts_auth.so /usr/lib/security/pam_unix.so rlogin and rsh sufficient pam_sm_authenticate().

debug syslog(3) _

pam(3), pam_authenticate (3), ruserok (3), syslog(3), pam.conf (4)

NAME

pam_test – SYNOPSIS

/usr/lib/security/pam _test.so DESCRIPTION and

/usr/lib/security/pam_test.so, pam_sm_authenticate(3) pam_sm_authenticate(3) pam.conf(4) "test" _ "foobar".

first_pass_ _first_ try_first_ first_pass_ _first_ try_first_ always_ _AUTH_ERR. always_ _SUCCESS. always_ _IGNORE. use_first_

optional pam.conf try_first_

pam_sm_setcred(3) _SUCCESS.

(pam_sm_acct_mgmt(3)) PAM_SUCCESS.

(pam_sm_chauthtok(3)), PAM_SUCCESS.

(pam_sm_open_session(3), pam_sm_close_session(3)) _SUCCESS.

pam(3), pam.conf (4)

NAME

pam_unix –

SYNOPSIS

/usr/lib/security/pam _unix.so

DESCRIPTION /usr/lib/security/pam_unix.so, authentication _ PAM

(pam_sm_authenticate()) (pam_sm_setcred()). pam_sm_authenticate()

debug syslog(3) _

use_first_

optional in the pam.conf

try_first_

The pam_sm_setcred()

(pam_sm_acct_mgmt()). The pam_sm_acct_mgmt()

debug syslog(3) _

(pam_sm_open_session()) and terminate (pam_sm_close_session())

debug syslog(3) _

(pam_sm_chauthtok()) required in pam.conf. optional or sufficient.

debug syslog(3) _

use_first_

try_first_

pam(3), pam_authenticate (3), pam_setcred (3), syslog(3), pam.conf (4)