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vprobes IDS

Applications

OS

Watch interface
between apps
and OS

I Use vprobes to watch application/OS communication

I Build a profile of normal behavior

I Alert when abnormal behavior occurs



Cost of Intrusions

$114 billion Total global cost of cybercrime annually, as
estimated by Symantec

$75 billion 2011 spending on IT security for US companies,
according to the Ponemon Institute

$170 million Cost to Sony of the recent PlayStation Network
hack, including shutting down PSN, network security
improvements, etc.

Sources: The Fiscal Times, Huffington Post


