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Tab isolation

 Chrome brings the same isolation to webpages

 One crashed tab doesn’t kill the browser



Why bother?

 Crashes mean browser bugs

 Why not just write correct code?

5,000,000



Playing in the sandbox

 How tab isolation works

 Sandboxing

 Principle of least privilege



Processes

 Tasks organized into processes

 Typically one process per application

 Each process has private memory, state, etc.

 Independently scheduled and killed

itunes.exe notepad.exe winword.exe mspaint.exe

Operating System



Single-process browsing

Chrome browser process
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Multi-process browsing

 Each tab in a separate renderer process

 Renderers coordinated by browser process

 Communicate by sending messages

 Renderer bugs are recoverable

 Browser process crashes are still fatal



Playing in the sandbox

 How tab isolation works

 Sandboxing

 Principle of least privilege



Browser security

 Webpages are very restricted

 Cannot read your English paper

 Cannot write a virus

 Cannot delete your files

 Visiting evil.example.com should be safe

 Browser enforces these restrictions

 What if there is a bug?



Enforcing security

 Sandbox each renderer

 Can’t access files

 Internet

 Other processes

 Only communicate with browser

 Performs privileged actions on behalf of renderer

 Including network access
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Principle of least privilege

Each component of your system should have 

only the rights it needs and no more

 Limit damage when things go wrong

 Fewest privileges to parts most likely to fail



Playing in the sandbox

 All complex software is buggy, so design for bugs

 Separate renderer process per tab

 Improved stability

 Security

 Restrict renderer rights to bare minimum

 Principle of least privilege

 Questions?


