PLAYING IN THE SANDBOX




The application TextEdit quit unexpectedly.

Mac OS X and other applications are not affected.

Click Relaunch to launch the application again. Click
Report to see more details or send a report to Apple.

(" Ignore ) (" Report... ) ( Relaunch )




¥*¥#% STOP:

BAD_POOL_HEADER
CPUID: Genuine Intel S5.2.c
D11l Base DateStmp -
8010660686 3282cB87e -
8600801808608 3l1ledB6b4 -
882c608008 3ledB6bf -
886241888 3lec6c?a —
fc698888 3lecbc?7d —
fc98a8088 3lecbdf? —
fc8640800 31ed868b —
fc6d88808 3lec6c98 —
£fc874888 3lec6c949 —
feffafbBB 3lecbcbH2 —
fc78688088 3lec6beccecbhb —
fefbcBB88 3leed262 -—
fefaqd88e 31£f91a51 -
feb8cBBB 3lecbebec —
feacf88e 31f136a7 -—
fcS5568688 31661a36 -—
fc718888 3lec6beZa —
fc8768088 3lec6c9b -
fcSbBBBB 3lecHbecbl -~
fea3b8Bs 31f7alba -
Address dword dump
fec32d84 86143e060 8
801471c8 8614496680 8
8801471dc 86122000 £
80147364 863823f6 06
Restart and set the
oxr the /CRASHDEBUG

8x000008019 (BxPPBB0BB00 ,8xCOBEBFFO,8XFFFFEFD4,8xC86608008808)

irgl: 1f

Name
ntoskrnl .exe
atapil.sys
aic?78xx.sys
CLASS2 .SY¥S
Floppy .S¥S
Fs_Rec .S¥S
KSecDD .SY¥S
1i8842p»t .sys
kbdclass .sys
mga_mil .sys
Msfs .SY¥YS
NDIS .S¥S
nga.dll
TDI.S¥S
tcpip.sys
elS5S9%x.sys
netbios .sys
Parallel .S¥S
Sexrial .S¥S

Mup .sys
Build [13811]
143086 8601449060
14498008 ffdffeee
883feB fO30eeceBn
88823c 8BBBBB34
recovery options
ystem start option.

8668686008
882cdees

SYSUVER 8xf08888565

DateStnmnp
3leebcS2
3lec6c?74
31ed237c
3leedBa?
3lecbecal
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hal .d1l1

SCS IPORT .S¥S
Disk.sys
Ntfs .sys
Cdrom.S¥S
Null .S¥S
Beep .SY¥S
mouclass .sys
UIDEOPORT .S¥S
vga.sys

Npfs .S¥S
win32k.sys
Fastfat .S¥S
nbf .sys
netbt .sys
afd.sys
Parport .sys
ParVUdm .S¥S
rd» .Sys

SYV .SYSs

- Name
— KSecDD.S¥S
- ntoskrnl .exe
— ntoskrnl .exe
— ntoskrnl .exe

in the system contr»ol panel
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hat if a webpage crashes?
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What if a webpage crashes?

Dramatic ¢

Firefox has stopped working

A problem caused the program to stop working correctly.
Windows will close the program and notify you if a solution is

available,




Tab isolation
-~

1 Chrome brings the same isolation to webpages

1 One crashed tab doesn’t kill the browser

Aw, Snap!

Something went wrong while displaying this
webpage. To continue, reload or go to another

page.




Why bother?

0 Crashes mean browser bugs

1 Why not just write correct code?

5,000,000



Playing in the sandbox
N

1 How tab isolation works
0 Sandboxing

O Principle of least privilege




Processes
—

01 Tasks organized into processes
0 Typically one process per application
01 Each process has private memory, state, etc.

0 Independently scheduled and killed

itunes.exe notepad.exe mspaint.exe

Operating System




Single-process browsing
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Multi-process browsing

Renderer

Renderer
mail.google.com
:'i-.l"'ll

Renderer
youtube.com

facebook.com

Renderer

wikipedia.org




Multi-process browsing

Chrome browser process

Renderer Renderer Renderer
mail.google.com facebook.com wikipedia.org




Multi-process browsing

rocess [l

Renderer Renderer Renderer

mail.google.com facebook.com wikipedia.org




Multi-process browsing
—

0 Each tab in a separate renderer process
1 Renderers coordinated by browser process
1 Communicate by sending messages

1 Renderer bugs are recoverable

Browser process crashes are still fatal



Playing in the sandbox
N

0O How tab isolation works
0 Sandboxing

O Principle of least privilege




Browser security
—

1 Webpages are very restricted
Cannot read your English paper
Cannot write a virus

Cannot delete your files
1 Visiting evil.example.com should be safe
1 Browser enforces these restrictions

0 What if there is a bug?



Enforcing security
—

1 Sandbox each renderer

Can’t access files
Internet

Other processes

1 Only communicate with browser

Performs privileged actions on behalf of renderer

Including network access



Enforcing security
N

Chrome browser process

Renderer Renderer Compromised
mail.google.com facebook.com renderer




Enforcing security
N

Chrome browser process

W2

Compromised

Renderer Renderer

renderer

mail.google.com facebook.com




Playing in the sandbox
N

0O How tab isolation works
0 Sandboxing

0 Principle of least privilege




Principle of least privilege
—

Each component of your system should have
only the rights it needs and no more

0 Limit damage when things go wrong

0 Fewest privileges to parts most likely to fail



Playing in the sandbox
]
0 All complex software is buggy, so design for bugs

0 Separate renderer process per tab
Improved stability
Security

01 Restrict renderer rights to bare minimum
0 Principle of least privilege

1 Questions?



