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Abstract

The car anti-theft system is a comprehensive leamasystem with the addition of a
hidden deterrent to car theft. The system impldmtre usual functionality of a car alarm to
detect the status of the doors and ignition andhisenformation to determine when the audible
alarm should be sounded to indicate that an unaattbuser has compromised the car. In
addition, the system has a custom component tkabadnects power to the fuel pump unless the
brake pedal and a special hidden switch are pressedtaneously and after the ignition switch
is activated. This prevents that car from beingedr unless the user has knowledge of the
hidden aspects of the system.
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1. Overview

The car anti-theft system is designed for the lmagyowner who wants to provide
maximum protection to his car. The system provilescommon measures provided by most
car alarms while adding a high degree of automdabdhe process. The system automatically
arms itself when the user exits the car, leavinghmance for the system to be accidentally left
unarmed. The system is also easy to use, accguioticommon scenarios such as the driver
opening the passenger door before going aroundath® get into the driver’s side. In addition,
this system provides s secret deterrent to caveliby using a proprietary subsystem to control
power to the fuel pump. Only a user that knowsualle secret subsystem can successfully
disable it to provide power to the fuel pump, aliogvthe car to be driven.

The car anti-theft system has two main statusts(mne each for the driver and
passenger doors) and two main outputs (a statoisdigd an audible siren). The driver and
passenger door switches let the system know whetwdr door is open. The status light
provides information to the user about the statinefanti-theft system. When it is flashing, the
system is armed. In this state, opening either dalbput the system into the triggered state,
and the status light will be steadily on. Afteirae delay, the system will begin sounding the
audible siren. The siren will continue to sountillaspecified time after all the doors are
closed, when it will rearm itself, or until the igjon is turned on, where the system will disarm
itself. When disarmed, the status light and thenswill both be off. Once the ignition is turned
off, the system waits for the driver door to open waits for both doors to be closed. Then, it
will rearm itself after a time delay.

In order to allow time for the driver to open thessenger door for a guest then walk
around the car to open the driver door and turthengnition, the delay settings for the driver
and passenger doors are individual. By defaudtsgstem will wait eight seconds before
sounding the audible siren when the driver do@pisned, but it will wait fifteen seconds before
the siren activates when the passenger door isedpehhese time parameters are fully
configurable via special input switches. Two stviis determine the time parameter to be
configured (a two-bit binary value), and four swigs determine the time delay value (four bits)
to be programmed into the system. In additioheodoor delay parameters, there are two other
configurable time delays. When the alarm is soogdihe time delay between all the doors
closing and the system going into the silent, arstate is configurable. In addition, the time
delay between when all the doors close after ticements leave the car and when the system
goes back into the rearmed state is also confidewraPressing the “reprogram” switch will
program the current value of the “time value” swés into the corresponding time parameter as
specified by the “time parameter selector” switches

The status light on the anti-theft system givesuber feedback about the current alarm
state. If the light is blinking with a two-secopdriod, the alarm is in the armed state. If the
light is steadily on, the alarm has been triggeréhis may mean that the system is either
waiting to sound the alarm based on the driverasspnger delays, or it is currently sounding the
alarm. If the light is off, the system is in thisatmed mode.



The siren on the anti-theft system sounds to wérdn intruder in the car when the
alarm has been triggered and the appropriate teteg/dhas expired. In order to make the alarm
effective at repelling intruders, the siren implertsea special sound alternates between sweeping
upwards in frequency through a high-frequency raargg sweeping downwards through a low-
frequency range. This makes any attempted theafteo€ar obvious to any bystanders, deterring
the person attempting to steal the car.

In addition to the visible and audible parts af #larm system, the anti-theft system
implements a special module to control power toftieé pump, disabling the car unless it is
being operated by someone who knows about theasystem. In order for the power for the
fuel pump to be activated, the ignition must beand then the brake pedal and a special hidden
switch must be pressed simultaneously. The fuedppower is disabled again when the
ignition is turned off.

2. Description
2.1 Overall Organization

The car anti-theft system is composed of sevem maidules: the debouncer, fuel pump
logic, 1Hz clock divider, timer module, time paraers module, anti-theft FSM, and siren
generator. The modules are interconnected as shoRigure 1.
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Figure 1 - Block diagram of the anti-theft system

1 MIT. (2007).6.111 Course Website. http://web.mit.edu/6.111/www/f2007/handouts/labis8.html



The debouncer module debounces and synchronizibe &utton and switch inputs so
that no glitches occur under normal operation.

The fuel pump logic includes the necessary funetlibnto implement the secret fuel
pump control mechanism. It only provides powethi® fuel pump when the ignition is turned
on, then the brake pedal and hidden switch argaeti simultaneously.

The 1Hz clock divider takes the 27MHz system clank divides it to a 1Hz pulse for
use in the timer module. The timer module getalaersin seconds from the time parameters
module and counts down when the anti-theft FSMagan the start_timer control line. The
time parameters module stores the default timeegadund also reads the time parameter selector,
time value, and reprogram input switches to allbevaser to program different time values into
the module. This module also receives a 2-birvatevalue from the anti-theft FSM which
determines which time delay value to send to timetimodule.

The anti-theft FSM is a state machine that, basetthe inputs it receives, controls the
timer, status light, and siren generator. Thensgenerator takes an enable signal from the anti-
theft FSM and produces a square wave for audioubtiyat sweeps up and down respectively
through high and low frequency ranges. All mod@esattached to a global reset signal to
restore every unit to the default internal valueg states on power-up or user reset.

2.2 Debouncer

Since the output from mechanical pushbuttons anitises produce very rapid voltage
fluctuations when switched, they can accidentatipsmit multiple presses in digital logic levels
during a very short time period when pressed. Thusimportant to make sure that the signal
from every mechanical input only shows one chandedic level when the state of the button
changes.

The debouncer module accomplishes this by ensthatgonly changes in state that last
longer than 0.01 seconds are transmitted to ther otlodules in the system. In order to do this,
the debouncer has an internal counter that coym2/0 000 (0.01s with a 27MHz clock) if the
incoming signal does not change state. If thermiog signal changes state, the counter will
reset to zero. The outgoing signal will only refléhe change in the incoming signal if the
counter reaches 270 000.

2.3 Fuel Pump Logic

The fuel pump logic implements the secret theféaent of controlling the power to the
fuel pump to only allow power when the correct same of inputs is received. It works by
using a simple 3-state finite state machine. Wherreset signal is received, the FSM is in the
reset state (the default state), and power toublepgump is disabled. If the ignition is turned on
the FSM goes into the ignition state, where it wilit for both the brake pedal and the hidden
switch to be activated at the same time before ngg&itransition to the active state. In the



ignition state, the power to the pump is still igal. Once in the active state, power to the
pump is enabled, and the car can run. Also, amtied active state, the FSM ignored the brake
pedal and hidden switch inputs, so power will ieHad on solely by the ignition switch. In
either the ignition or active states, the FSM weliurn to the reset state if the ignition is turned
off. The power to the pump is controlled using bimational logic to assert the pump power
signal when the state variable reflects that thil FSin the active state.

2.4 1Hz Clock Divider

The timer module uses seconds to count its timalges, so there must be a source for a
1Hz clock in the anti-theft system. The 1Hz clookider takes the 27MHz system clock and
divides it down to a 1Hz pulse for use in the tim@dule. To do this, the divider uses an
internal counter that is incremented on every g®dge of the system clock. The counter counts
from O to (n - 1), where n is the number of clogkles of the system clock that occur for every
pulse on the output clock. Since the anti-the$tey has a 27MHz system clock, the parameter
nis set to 270 000 000. The output pulse is otiett by combinational logic which makes the
output active when the counter reaches (n - 1)s @hly occurs for one clock cycle, so the 1Hz
signal is already output as a pulse.

The clock divider’s reset signal is asserted wiheme is a global reset, but is also
connected to the start_timer signal from the dmfttFSM via an OR gate, so that when either
the global reset or start_timer signal is assettedlinternal counter restarts at 0. This is s th
the timer module receives its first 1Hz pulse elyaztsecond from when the start_timer signal is
asserted, ensuring accurate timing.

2.5 Timer Module

The timer module counts down the number of secoecksived in 4 bits on the value line
when the start_timer signal is asserted by thethaft FSM. When the countdown is finished,
the timer asserts the expired signal. Intern#tlg,timer keeps track of its operations using a 4-
bit counter and a single bit timing flag. On res$keé counter is reset to zero, and the timing flag
is de-asserted. When the start_timer signal fieeranti-theft FSM is asserted, the timer latches
the current input from the value line into the caurand asserts the timing flag. While the
timing flag is asserted, the timer will decremdrd tounter every time a pulse is received from
the 1Hz clock divider. When the counter reaches,zbe timing flag is de-asserted. The
expired signal is asserted using combinationakledien the count reaches 0, and it is output as
a pulse to the anti-theft FSM.

Since the time value is received from the timeapeaters module, and is selected in that
module by the anti-theft FSM, there is an extrakloycle delay between when start_timer is
asserted and when a valid time value reachesrttex thodule if both the interval and start_timer
signals were sent from the anti-theft FSM in thms&lock cycle. Thus, the anti-theft FSM
must compensate for this delay by setting up tkexval signal a clock cycle before it asserts the
start_timer signal. (See section 2.7 for furthead on this operation.) Furthermore, when the



start_timer signal is asserted, the timer willaestiming even if it is already counting down.
This allows the anti-theft FSM to correctly redat timer module in the case that the anti-theft
FSM makes a transition, based on a non-timer irmityeen two states that both use the timer
module.

2.6 Time Parameters Module

The time parameters module stores the 4 diffénerd delay values used in the anti-theft
system and passes the value for the appropriadeneder selected by the anti-theft FSM to the
timer module. All the time parameters can alsodpeogrammed via the user input switches.
The tir%er parameters, their associated parametebay and their default values are shown in
Table T.

Interval Name Symbol Parameter Default Time (sec) Time Value
Number
Arming delay t arm_delay 00 6 0110
Countdown, t_driver_delay 01 8 1000
driver’'s door
Countdown, |t _passenger_delay 10 15 1111
passenger door
Siren on time t alarm_on 11 10 1010

Table 1 - Timing parameters

On every system clock cycle, the time parameterduie will output the appropriate
time value based on the parameter number receivetdthe anti-theft FSM on the interval lines.
The time parameters module will also check forrdgrogram signal from the user, which will
latch the time value from the time value selectwitched into memory for the correct interval
based on the value of the time parameter selegfitciees. When there is a global reset, the time
parameters module restores all the time delayvateito their default values as specified in
Table 1. Since there are only 4 time parametedslofs each, the space required to store the
values is very small, so the values are storedgister memory to improve the latency for
accessing the values from memory.

2.7 Anti-Theft FSM

The anti-theft FSM is the core controller for tlarm system. It takes inputs from the
ignition, driver, passenger, and reprogram switchealso controls the time parameters module,
timer, siren generator, and status indicator. mhé state machine consists of 11 states, as
shown in Figure 2. The armed state is the defdate when a global reset signal is asserted.
Also, any time the reprogram signal is assertegl HBM will return to the armed state. The
outputs of the FSM have flags in each state spegfyhether the timer is enabled, which
interval to select from the timer parameters mogdihie mode for the status light, and whether

2 Adapted from: MIT. (2007)6.111 Course Website. http://web.mit.edu/6.111/www/f2007/handouts/ladisB.html
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Figure 2 - State diagram for the anti-theft FSM
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the siren is enabled. The timer signal is congettea pulse before being sent to the timer
module to ensure synchronicity with the clock.

In order to simplify the process of specifying théputs for each state, a single 6-bit
register “outputs” was created to hold the stafualdhe outputs. The individual bits of this
signal are wired to the appropriate individual sigrto the other modules. The timer_off and
timer_on flags specify whether the start_timer algs being de-asserted or asserted,
respectively. The time delay parameter can beobih@ur flags (arm_sel, driver_sel,
passenger_sel, and alarm_sel) to specify which diet@y interval is being selected by the time
parameters module. The light status is contraldg the 3 flags, light_off, light_on, and
light_blink. These 2 bits for the light status asat to a light controller sub module, which
controls the actual status light output. The sicghor siren_on flags control the enable signal
sent to the siren generator.

As the state diagram reflects, the time delayrwaleparameter must be setup a clock
cycle before the timer_on flag is set so that iime {parameters module can send the appropriate
time value to the timer module. In the anti-tHe®M, there are states where the timer is
enabled. When the FSM reaches rearm_time (statea@}ivates the timer with the alarm_sel
time parameter value. There is only one state fndmnch the rearm_time can be reached
(sound_alarm, state 5), so the alarm_sel pararcatebe sent to the time parameters module in
plenty of time for the timer to get the correctéimelay value. Likewise, arm_wait (state A)
activates the timer with the arm_sel parameteris $tate is only reached via door_wait_c (state
9), so the arm_sel parameter can be set during d@dtr c.

With the passenger _trig (state 3) and driver (stgte 4) states, however, there must be
two extra states in order to set the correct tiar@meter values a clock cycle early, since either
of these paths can be triggered from the armete(8)astate. Thus, p_trig_set (state 1) and
d_trig_set (state 2) setup the correct time detapmpeters, then immediately make the transition
to the passenger_trig or driver_trig states, respeg.

Since the FSM uses a 2-bit signal to control th&us of the light, there is a sub module
that takes this signal and controls the actualistight output. Within this module, there is a
dedicated 1Hz clock divider to send a pulse whietkes the light turn on or off every second
when the light is in the light_blink mode. Thiwidier is reset when the light control module
enters the light_blink mode to ensure that the fremsition is a second after the light mode
changes state. In addition, the light control sudzlule also accounts for the light_off and
light_on modes.

2.8 Siren Generator

The siren generator in the anti-theft system eggpéospecial sweeping audio effect
where it starts at a middle frequency, ascendshiglafrequency, then drops down to the middle
frequency to descend to a low frequency beforar@st) the cycle. This is accomplished using
two variable clock dividers. The first clock dieid(the siren clock) generates pulses on which
the siren generator causes transitions in the audut. This clock has a variable divisor input



which is controlled by the siren generator. Theose clock (the sweep clock) is a variable
clock divider where the divisor is wired to a numal constant in the main siren generator
module. This clock sends a pulse every time thisali of the siren clock is to be incremented
or decremented by 1. Thus, it controls the spédldecfrequency sweeping action of the siren.

The siren generator module uses a single bit Variabhold the state of the audio
generation. When asc = 1, the generator is ims$icending mode; it is in the descending mode
otherwise. On every cycle of the system clock,siihen generator will reset all internal values if
a global reset is asserted, or on the rising efitfgecenable signal. It also causes a transition o
the siren audio output if the siren clock outpufsibse during that clock cycle. Initially, the
siren generator is in the ascending mode, so litswiéep up in frequency, decrementing the
divisor sent to the siren clock every time thera mulse from the sweep clock, until the current
frequency hits the high frequency. Then, the as@ble is deasserted, and the middle frequency
divisor is sent to the siren clock. The siren kl@calso reset every time the siren generator
makes a jump in frequency. When the asc variagbtieiasserted, the siren generator will sweep
down in frequency, incrementing the divisor for gien clock, until it hits the lower frequency.

It will then assert the asc variable, sent the meidickquency divisor to the siren clock, and
restart the cycle.

Since the variable clock divider must be able tweat a changing divisor without being
reset in order to ensure a smoothly sweeping amdiout, it is a specially modified version of a
regular clock divider. Normally a clock divider wid output a pulse exactly when the current
internal counter of the divider is one less thandlvisor. In the case of a variable divisor,
however, the divisor could drop to a value lowenthhe current count, which would cause the
clock divider to not output a pulse until it is eesgain. In the variable divider implementation
in the siren generator, however, the variable clticider checks for the case where the counter
is greater than or equal to one less than theativiglue, ensuring that accurate pulses will
always be output regardless of the status of agihgrdivisor.

3. Conclusion

The car anti-theft system implements all the nemgssecurity for securing a car against
theft. The system automatically arms itself aftgreset delay when the driver exits the car and
all the doors are closed, preventing the situatibere the user accidentally leaves the system
unarmed. There is also a hidden theft deterrechargsm that controls power to the fuel pump.
This special feature only allows the fuel pump poteebe enabled after the ignition is turned on
and then the brake pedal and a special hiddentsantcactivated at the same time. Thus, if an
unauthorized user disables the alarm system, thatél a hidden system preventing him from
driving the car away. In addition to being sectine, system is also easy to use. It accounts for
the case where the driver wants to open the passdogr to let the passenger in before going
around to the driver’s side of the car by allowapnger delay before the alarm sounds on the
passenger door. Thus, this system is the ideahbalof security and efficiency for a car anti-
theft system.
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5. Appendices

Appendix A — Top Level Module (labkit.v)
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systemace_we_b, systemace_oe_b, syst

analyzerl data, analyzerl_clock,
analyzer2_data, analyzer2_clock,
analyzer3 data, analyzer3_clock,
analyzer4 data, analyzer4_clock);

output beep, audio_reset_b, ac97_synch, a
input ac97_bit_clock, ac97_sdata_in;

output [7:0] vga_out_red, vga_out_green,
output vga_out_sync_b, vga_out_blank_b, v
vga_out_hsync, vga_out_vsync;

output [9:0] tv_out_ycrcb;

output tv_out_reset_b, tv_out_clock, tv_o
tv_out_pal_ntsc, tv_out_hsync_b, tv_out_v
tv_out_subcar_reset;

input [19:0] tv_in_ycrcb;

input tv_in_data_valid, tv_in_line_clock
tv_in_hff, tv_in_aff;

output tv_in_i2c_clock, tv_in_fifo_read,
tv_in_reset b, tv_in_clock;

inout tv_in_i2c_data;

inout [35:0] ram0_data;

output [18:0] ramQ_address;

output ram0_adv_Id, ramQ_clk, ramO_cen_b,
output [3:0] ramO_bwe_b;

inout [35:0] raml_data;

output [18:0] ram1_address;

output raml1_adv_Id, ram1_clk, ram1l_cen_b,
output [3:0] ram1_bwe_b;

input clock feedback in;
output clock feedback out;

inout [15:0] flash_data;

output [23:0] flash_address;

output flash_ce_b, flash_oe_b, flash_we_b
input flash_sts;

output rs232_txd, rs232_rts;
input rs232_rxd, rs232_cts;

input mouse_clock, mouse_data, keyboard_
input clock_27mhz, clockl, clock?2;
output disp_blank, disp_clock, disp_rs, d

input disp_data_in;
output disp_data_out;
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ystemace_ce_b,
emace_irg, systemace_mpbrdy,

c97_sdata_out;
vga_out_blue;

ga_out_pixel_clock,

ut_i2c_clock, tv_out_i2c_data,
sync_b, tv_out_blank_b,

1, tv_in_line_clock2, tv_in_aef,

tv_in_fifo_clock, tv_in_iso,

ram0_ce_b, ram0_oe_b, ram0_we_b;

raml_ce_ b, raml_oe b, raml_we_b;

, flash_reset_b, flash_byte b;

clock, keyboard_data;

isp_ce_b, disp_reset_b;



167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223

input button0, buttonl, button2, button3
button_left, button_down, button_up;

input [7:0] switch;

output [7:0] led;

inout [31:0] userl, user2, user3, user4;
inout [43:0] daughtercard,;

inout [15:0] systemace_data;
output [6:0] systemace_address;

output systemace_ce_b, systemace_we_b, sy

input systemace_irq, systemace_mpbrdy;

output [15:0] analyzerl_data, analyzer2_d
analyzer4 data;
output analyzerl_clock, analyzer2_clock,

M T
i

/I'1/O Assignments

I
M T

/I Audio Input and Output
assign beep= 1'b0;

assign audio_reset_b = 1'b0;
assign ac97_synch = 1'b0;
assign ac97_sdata_out = 1'b0;
/l ac97_sdata_in is an input

/I' VGA Output

assign vga_out_red = 8'h0;

assign vga_out_green = 8'h0;
assign vga_out_blue = 8'h0;
assign vga_out_sync_b = 1'b1;
assign vga_out_blank_b = 1'b1;
assign vga_out_pixel_clock = 1'b0;
assign vga_out_hsync = 1'b0;
assign vga_out_vsync = 1'b0;

/I Video Output

assign tv_out_ycrcb = 10'h0;
assign tv_out_reset_b = 1'b0;
assign tv_out_clock = 1'b0;
assign tv_out_i2c_clock = 1'b0;
assign tv_out_i2c_data = 1'b0;
assign tv_out_pal_ntsc = 1'b0;
assign tv_out_hsync_b = 1'b1;
assign tv_out_vsync_b = 1'b1;
assign tv_out_blank b =1'b1;
assign tv_out_subcar_reset = 1'b0;

/I Video Input
assign tv_in_i2c_clock = 1'b0;
assign tv_in_fifo_read = 1'b0;
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, button_enter, button_right,

stemace_oe_b;

ata, analyzer3_data,
analyzer3_clock, analyzer4_clock;

T

T



224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
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250
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252
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255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280

assign tv_in_fifo_clock = 1'b0;

assign tv_in_iso = 1'b0;

assign tv_in_reset b = 1'b0;

assign tv_in_clock = 1'b0;

assign tv_in_i2c_data = 1'bz;

/I tv_in_ycrchb, tv_in_data_valid, tv_in_|
/ltv_in_aef, tv_in_hff, and tv_in_aff ar

/I SRAMs

assign ram0_data = 36'hZz;
assign ram0_address = 19'h0;
assign ram0_adv_Id = 1'b0;
assign ram0_clk = 1'b0;
assign ram0_cen_b = 1'b1;
assign ram0_ce_b =1'b1;
assign ram0_oe_b = 1'b1;
assign ram0_we_b = 1'b1;
assign ram0_bwe_b = 4'hF;
assign ram1_data = 36'hz;
assign raml1_address = 19'h0;
assign raml1_adv_Id = 1'b0;
assign raml_clk = 1'b0;
assign raml1_cen_b = 1'b1;
assign raml_ce b =1'b1;
assign raml_oe_ b = 1'b1;
assign ram1l_we_b = 1'b1;
assign raml_bwe_ b = 4'hF;
assign clock_feedback_out = 1'b0;
/I clock_feedback_in is an input

/l Flash ROM

assign flash_data = 16'hz;
assign flash_address = 24'h0;
assign flash_ce_b = 1'b1;
assign flash_oe b =1'b1;
assign flash_we b = 1'b1;
assign flash_reset b = 1'b0;
assign flash_byte b =1'b1;

/I flash_sts is an input

/l RS-232 Interface

assign rs232_txd = 1'b1;

assign rs232_rts = 1'b1;

/l'rs232_rxd and rs232_cts are inputs

/ PS/2 Ports
/I mouse_clock, mouse_data, keyboard_cloc

/I LED Displays

/I Commenting out default values so debug i
/I assign disp_blank = 1'b1;
/I assign disp_clock = 1'b0;
/I assign disp_rs = 1'b0;
/I assign disp_ce_b = 1'b1;
/I assign disp_reset_b = 1'b0;
/I assign disp_data_out = 1'b0;

14

ine_clockl, tv_in_line_clock?2,
e inputs

k, and keyboard_data are inputs

nformation can be displayed



281
282 /I disp_data_in is an input

283

284 /I Buttons, Switches, and Individual LEDs

285

286 /I Changed so led[1:0] can be used

287 // assign led = 8'hFF;

288 assign led[7:2] = 6'b111111;

289

290 /l buttonO, buttonl, button2, button3, bu tton_enter, button_right,
291 /I button_left, button_down, button_up, a nd switches are inputs
292

293 /I User 1/Os

294 /I Changed so user[0] can be used

295 /[ assign userl = 32'hZ;

296 assign userl[31:1] = 31'hZ;

297 assign user2 = 32'hz;

298 assign user3 = 32'hz;

299 assign user4 = 32'hz;

300

301 /I Daughtercard Connectors

302 assign daughtercard = 44'hz;

303

304 /I SystemACE Microprocessor Port
305 assign systemace_data = 16'hZ;

306 assign systemace_address = 7'h0;

307 assign systemace_ce_b = 1'b1;

308 assign systemace_we_b =1'b1;

309 assign systemace_oe_b = 1'b1;

310 /I systemace_irq and systemace_mpbrdy are inputs
311

312 /I Logic Analyzer

313 /I Commenting out so signals can be routed to LA

314 /[ assign analyzerl data = 16'h0;
315 /[ assign analyzerl clock - 1'b1;

316 assign analyzer2_data = 16'h0;
317 assign analyzer2_clock = 1'b1;
318 assign analyzer3_data = 16'h0;
319 assign analyzer3_clock = 1'b1;
320 assign analyzer4 data = 16'h0;
321 assign analyzer4_clock = 1'b1;

322

323 I/l Setup a reset signal, taken from lectur e handouts

324 /I Using button_up as reset button, sinc e the others are taken
325 wire power_on_reset;

326 SRL16 reset_sr(.D(1'b0), .CLK(clock_27mh z), .Q(power_on_reset),
327 AO0(1'b1), .A1(1'b1), .A2(1'b1), .A3 (1'bl));

328 defparam reset_sr.INIT = 16'hFFFF;

329 wire reset, user_reset;

330 debounce db_reset(power_on_reset, clock 27mhz, ~button_up, user_reset);
331 assign reset = user_reset | power_on_res et;

332

333 // Declare module interconnectoin signals

334

335 wire hidden, brake, driver, passenger, ign ition, reprogram;

336 wire [1:0] parm_sel;

337 wire [3:0] time_val;

15



338
339
340
341
342
343
344
345
346
347
348
349
interval[1:0],
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393

wire pump, light, siren;

wire [1:0] interval;

wire start_timer, expired,;
wire [3:0] fsm_state;
wire [3:0] value;

wire clk_one_hz;

wire [3:0] timer_count;

I/l Assign LA pods

assign analyzerl data = {clk_one_hz, start
reprogram, passenger, driver, igniti

assign analyzerl_clock = clock_27mhz;

// Debeounce all the button/switch inputs
debounce db_hidden(reset, clock_27mhz, ~bu
debounce db_brake(reset, clock_27mhz, ~but
debounce db_driver(reset, clock_27mhz, ~bu
debounce db_passenger(reset, clock_27mhz,
debounce db_ignition(reset, clock_27mhz, s
debounce db_reprogram(reset, clock_27mhz,
debounce db_parm_selO(reset, clock_27mhz,
debounce db_parm_sell(reset, clock_27mhz,
debounce db_time_valO(reset, clock_27mhz,
debounce db_time_vall(reset, clock_27mhz,
debounce db_time_val2(reset, clock_27mhz,
debounce db_time_val3(reset, clock_27mhz,

Il Assign the output lights
assign led[0] = ~light;
assign led[1] = ~pump;

Il Instantiate the Anti-Theft FSM module

mainFSM control_fsm(.reset(reset), .clk(cl
.driver(driver), .passenger(passenger), .r
.interval(interval), .start_timer(start_ti
light(light), .siren(siren), .state(fsm_s

/Il Instantiate the Time Parameters Module

time_parms time_parameters(.reset(reset), .
.reprogram(reprogram), .parm_sel(parm_sel)
.interval(interval), .value(value));

/I Instantiate the Clock Divider Module
clkdiv one_hz_div(.reset(reset | start_time
.clkout(clk_one_hz));

/I Instantiate the Timer module

timer timer_module(.reset(reset), .clk(cloc
.value(value), .start_time(start_timer), .
.count(timer_count));

/I Instantiate the Fuel Pump Logic

fuelpump pump_logic(.reset(reset), .clk(clo
.brake(brake), .hidden(hidden), .pump(pump

16

_timer, expired, value[3:0],
on, hidden, brake, light};

tton0, hidden);

tonl, brake);

tton2, driver);
~button3, passenger);
witch[7], ignition);
~button_enter, reprogram);
switch[4], parm_sel[0]);
switch[5], parm_sel[1]);
switch[0], time_val[0]);
switch[1], time_val[1]);
switch[2], time_val[2]);
switch[3], time_val[3]);

ock_27mhz), .ignition(ignition),
eprogram(reprogram),
mer), .expired(expired),
tate));

clk(clock_27mhz),

, .time_val(time_val),

r), .clkin(clock_27mhz),

k_27mhz), .clk_one_hz(clk_one_hz),
expired(expired),

ck_27mhz), .ignition(ignition),
)



394
395
396
397
398
399
400
401
402
403
404
405
406

/Il Instantiate a controller for the VFD dis

/I Main FSM state and Timer countdown value

display_16hex hexout(.reset(reset), .clock_
.data({56'h00000000000000, timer_count, fs
.disp_blank(disp_blank), .disp_clock(disp__
.disp_ce_b(disp_ce_b), .disp_reset_b(disp_
.disp_data_out(disp_data_out));

/I Instantiate the Siren Generator Module
siren siren_gen(.reset(reset), .clk(clock 2
.siren_out(user1[0]));

endmodule

Appendix B — Debouncer (debounce.v)

O©CoOoO~NOOOUITA,WNPE

/I Switch Debounce Module

/I use your system clock for the clock input

/I to produce a synchronous, debounced outpu

module debounce (reset, clock, noisy, clean)
parameter DELAY = 270000; // .01 sec wi
input reset, clock, noisy;
output clean;

reg [18:0] count;
reg new, clean;

always @(posedge clock)
if (reset)
begin
count <= 0;
new <= noisy;
clean <= noisy;

end

else if (noisy != new)
begin
new <= noisy;
count <= 0;
end

else if (count == DELAY)
clean <= new;

else
count <= count+1;

endmodule

Appendix C — Level to Pulse Converter (levpulse.v)

1
2
3
4
5

‘timescale 1ns/ 1ps
W]
/I Company:

/I Engineer:

I

17
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Appendix D — Fuel Pump Logic (fuelpump.v)

/l Create Date: 20:31:58 10/04/2007
/I Design Name:

/I Module Name: levpulse

/I Project Name:

/] Target Devices:

/I Tool versions:

I/l Description:

1

/l Dependencies:

"

/I Revision:
/I Revision 0.01 - File Created
/I Additional Comments:

1

T
module levpulse(clk, level, pulse);

input clk, level;
output pulse;
reg qnot;

/I Convert a level to a pulse
always @ (posedge clk) begin
gnot <= ~level;

end

assign pulse = (gnot & level);

endmodule

‘timescale 1ns/ 1ps
M
/I Company:

/I Engineer:

1

/l Create Date: 21:21:07 10/04/2007
/I Design Name:

/I Module Name: fuelpump

/I Project Name:

/] Target Devices:

/I Tool versions:

I/l Description:

I

/I Dependencies:

1

/I Revision:
/I Revision 0.01 - File Created
/I Additional Comments:

I

T

module fuelpump(reset, clk, ignition, brake,

input reset, clk, ignition, brake, hidden;
output pump;
reg [1:0] state;

18
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T
hidden, pump);



25

26 /I Define the states
27 parameter s_reset = 2'b00;
28 parameter s_ignition = 2'b01;
29 parameter s_active = 2'b10;
30
31 /I Create a simple FSM
32 always @ (posedge clk) begin
33 if (reset) state <= s_reset;
34 case (state)
35 S_reset
36 s_ignition : state <= ~ignition ? s_reset
S_active : state);
37 s_active
state;
38 default
39 endcase
40 end
41
42 /I Turn the pump power on if we're in the a
43 assign pump = (state == s_active);
44
45  endmodule

Appendix E — 1Hz Clock Divider (clkdiv.v)

‘timescale 1ns/ 1ps
T
/I Company:
/I Engineer:
I
/I Create Date:
/I Design Name:
/ Module Name:
/I Project Name:
/] Target Devices:
I/l Tool versions:
I/l Description:
1
/I Dependencies:
1
/l Revision:
// Revision 0.01 - File Created
/I Additional Comments:
1
T
module clkdiv(reset, clkin, clkout);
input reset, clkin;
output clkout;
reg [25:0] count;

20:49:37 10/03/2007

clkdiv

/I Define when the output pulses for every
parameter every_n = 27000000;

/I Count up until we need an output pulse,

: state <= ignition ? s_ignition

: state <= (reset | ~ignition)

. State <= s_reset;

ctive state

M

T

n input clock cycles

then do it again

19

: state;

: ((brake & hidden) ?

? s _reset:



30
31
32
33
34
35
36
37

always @ (posedge clkin) begin
count <= ((count == (every_n - 1)) | reset
end

/I Send an output pulse if the counter is d
assign clkout = (count == (every_n - 1));

endmodule

Appendix F — Timer Module (timer.v)

down

‘timescale 1ns/ 1ps
T
/I Company:
/I Engineer:
I
/I Create Date: 18:08:51 10/04/2007
/I Design Name:
/l Module Name: timer
/I Project Name:
/I Target Devices:
I/l Tool versions:
I/l Description:
1
/I Dependencies:
I
/I Revision:
// Revision 0.01 - File Created
/I Additional Comments:
1
T
module timer(reset, clk, clk_one_hz, value,
input reset;
input clk;
input clk_one_hz;
input [3:0] value;
input start_time;
output expired;
output [3:0] count;
reg [3:0] count;

wire exp_lev;
reg timing;

always @ (posedge clk) begin

/I Make sure the timer is stopped on reset

if (reset) begin
count <= 0;
timing <= 0;
end

/I When start_time asserted, latch the tim

if (start_time) begin
timing <= 1;

20

)?0:count+ 1;

one

M

T
start_time, expired, count);

e value and start counting



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

Appendix G — Timer Parameters Module (timer_parms.y

count <= value;
end

/I If the counter reaches 0, stop timing

if ((count == 0) & timing) begin
timing <= 0;
end

/I Decrement the counter on the 1Hz clock

if (timing & clk_one_hz) begin
count <= count - 1;
end
end

/I'If the counter is done, send the expired
assign exp_lev = ((count == 0) & timing);

/I Make sure the expired signal outputs as
levpulse exp_out (.clk(clk), .level(exp_lev

endmodule

“timescale 1ns/ 1ps
T
/I Company:
/I Engineer:
1
/l Create Date: 23:27:12 10/03/2007
/I Design Name:
/I Module Name: time_parms
/I Project Name:
/] Target Devices:
/I Tool versions:
I/l Description:
1
/I Dependencies:
1
Il Revision:
/l Revision 0.01 - File Created
/l Additional Comments:
1
T
module time_parms(reset, clk, reprogram, par
input reset, clk, reprogram;
input [1:0] parm_sel;
input [3:0] time_val;
input [1:0] interval;
output [3:0] value;
reg [3:0] value;
reg [3:0] t_arm_delay;
reg [3:0] t_driver_delay;
reg [3:0] t_passenger_delay;
reg [3:0] t_alarm_on;

21

signal

a pulse
), .pulse(expired));

T

M
m_sel, time_val, interval, value);



32

33 /I Define each time parameter

34 parameter t_arm_sel = 2'b00;

35 parameter t_driver_sel = 2'b01;

36 parameter t_passenger_sel = 2'b10;

37 parameter t_alarm_sel = 2'b11;

38

39 always @ (posedge clk) begin

40 /I Restore all the values to their default S on reset

41 if (reset) begin

42 t arm_delay <= 4'd6;

43 t driver_delay <= 4'd8;

44 t_passenger_delay <= 4'd15;

45 t_alarm_on <= 4'd10;

46 end

47

48 /I On reprogram, store the time_val from t he switches in the right
49 /[ parameter

50 if (reprogram) begin

51 case (parm_sel)

52 t arm_sel :t_arm_delay <= time_val;

53 t driver_sel . t_driver_delay <=time_va l;
54 t_passenger_sel: t_passenger_delay <= ti me_val;
55 t alarm_sel : t_alarm_on <=time_val;

56 default : value <= value;

57 endcase

58 end

59

60 /I Output the correct value to the timer m odule based on the interval
61 /I input

62 case (interval)

63 t arm_sel : value <=t_arm_delay;

64 t_driver_sel : value <=t_driver_delay;

65 t_passenger_sel: value <=t_passenger_del ay,

66 t alarm_sel :value <=t_alarm_on;

67 default : value <= 2'b00;

68 endcase

69 end

70

71 endmodule

Appendix H — Anti-Theft FSM (mainFSM.v)

1 ‘timescale 1ns/ 1ps

2. M
3 /I Company:

4 |/ Engineer:

5

6 // Create Date: 22:53:04 10/04/2007
7 Il Design Name:

8 /I Module Name: mainFSM
9 /I Project Name:

10 // Target Devices:

11 /I Tool versions:

12  // Description:

22

M



13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

I

/I Dependencies:

1

/I Revision:
/I Revision 0.01 - File Created
/I Additional Comments:

I

L T
module mainFSM(reset, clk, ignition, driver,
start_timer, expired, light, siren, sta te);

input reset, clk, ignition, driver, passeng
output [1:0] interval;

output start_timer;

input expired;

output light, siren;

output [3:0] state;
reg [3:0] state;

wire [1:0] lightstate;
reg [5:0] outputs;
wire start_timer_lev;

/I Create a single variable for holding sta
assign {start_timer_lev, interval[1:0], lig

outputs[5:0];

37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

/I Define flags for the outputs

Il Flags for the interval output to select
parameter arm_sel = 2'b00;
parameter driver_sel = 2'b01;
parameter passenger_sel = 2'b10;
parameter alarm_sel = 2'b11;

/I Flags for the status light
parameter light_off = 2'b00;
parameter light_on = 2'b01;
parameter light_blink = 2'b10;

/I Flags for the timer
parameter timer_off = 1'b0;
parameter timer_on = 1'b1;

/I Flags for the siren
parameter siren_off = 1'b0;
parameter siren_on = 1'b1;

/I Define state names for the main FSM
parameter armed = 4'b0000;
parameter p_trig_set = 4'b0001;
parameter d_trig_set = 4'b0010;
parameter passenger_trig = 4'b0011;
parameter driver_trig = 4'b0100;
parameter sound_alarm = 4'b0101;
parameter rearm_time = 4'b0110;
parameter disarmed = 4'b0111;
parameter door_wait_o = 4'b1000;

23
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69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
siren_off};

85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124

parameter door_wait_c = 4'h1001;
parameter arm_wait = 4'b1010;

/I Create the FSM

always @ (posedge clk) begin
/I For every state, go back to armed if th
if (reset | reprogram) state <= armed;
case (state)

armed: begin
outputs <= {timer_off, arm_sel, light_bl
if (ignition) state <= disarmed;
else if (driver) state <= d_trig_set;
else if (passenger) state <= p_trig_set;
end
p_trig_set: begin
outputs <= {timer_off, passenger_sel, li

state <= passenger_trig;
end
d_trig_set: begin
outputs <= {timer_off, driver_sel, light
state <= driver_trig;
end
passenger_trig: begin
outputs <= {timer_on, passenger_sel, lig
if (ignition) state <= disarmed;
else if (expired) state <= sound_alarm;
end
driver_trig: begin
outputs <= {timer_on, driver_sel, light_
if (ignition) state <= disarmed;
else if (expired) state <= sound_alarm;
end
sound_alarm: begin
outputs <= {timer_off, alarm_sel, light_
if (ignition) state <= disarmed;
else if (~driver & ~passenger) state <=
end
rearm_time: begin
outputs <= {timer_on, alarm_sel, light_o
if (ignition) state <= disarmed;
else if (driver | passenger) state <= so
else if (expired) state <= armed;
end
disarmed: begin
outputs <= {timer_off, arm_sel, light_of
if (~ignition) state <= door_wait_o;
end
door_wait_o: begin
outputs <= {timer_off, arm_sel, light_of
if (ignition) state <= disarmed;
else if (driver) state <= door_wait_c;
end
door_wait_c: begin
outputs <= {timer_off, arm_sel, light_of
if (ignition) state <= disarmed;
else if (~driver & ~passenger) state <=
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ere is a reset or reprogram

ink, siren_off};

ght_blink,

_blink, siren_off};

ht_on, siren_off};

on, siren_off};

on, siren_on};

rearm_time;

n, siren_on};

und_alarm;

f, siren_off};

f, siren_off};

f, siren_off};

arm_wait;
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end
arm_wait: begin

outputs <= {timer_on, arm_sel, light_off

if (ignition) state <= disarmed,;

else if (driver | passenger) state <= do

else if (expired) state <= armed;

end

default: state <= armed;

endcase
end

/I Convert the start_timer flag to a pulse
levpulse start_timer_Itp (.clk(clk), .level

.pulse(start_timer));
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Appendix | — Light Control Unit (lightcontrol.v)

/I Instantiate the light control unit
lightcontrol light_ctl(.reset(reset), .clk(

light(light));

endmodule

“timescale 1ns/ 1ps
T
/I Company:
/I Engineer:
1
/l Create Date: 22:14:19 10/07/2007
/I Design Name:
/I Module Name: lightcontrol
/I Project Name:
/] Target Devices:
/I Tool versions:
I/l Description:
1
/I Dependencies:
1
Il Revision:
// Revision 0.01 - File Created
/l Additional Comments:
1
T
module lightcontrol(reset, clk, lightstate,
input reset, clk;
input [1:0] lightstate;
output light;
reg light;

wire blink_reset, blink;
reg blink_reset_lev;

/I Define flags for the light state
parameter light_off = 2'b00;
parameter light_on = 2'b01;

for output
(start_timer_lev),

clk), .lightstate(lightstate),

M

T
light);
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parameter light_blink = 2'b10;

/I Convert the blink_reset signal to a puls

levpulse blink_reset_lItp (.clk(clk), .level

.pulse(blink_reset));
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/l instantiate a 1Hz clock for blinking
clkdiv light_div (.reset(blink_reset), .clk

// Control the light based on the input lig
always @ (posedge clk) begin
if (reset) light <= 1'b0;
case (lightstate)
light_off: begin

light <= 1'bO0;
blink_reset_lev <= 1'b0;
end
light_on: begin
light <= 1'b1;
blink_reset_lev <= 1'b0;
end

light_blink: begin

blink_reset_lev <= 1'b1;

e
(blink_reset_lev),

in(clk), .clkout(blink));

ht state

light <= (blink) ? ~light : light;

end
default: light <= 1'b0;
endcase
end
endmodule

Appendix J — Siren Generator (siren.v)

“timescale 1ns/ 1ps

T

/I Company:

/I Engineer:

I

/l Create Date: 23:20:06 10/07/2007

/I Design Name:

/l Module Name: siren

/I Project Name:

/] Target Devices:

/I Tool versions:

I/l Description:

1

/l Dependencies:

1

Il Revision:

// Revision 0.01 - File Created

// Additional Comments:

I

T

module siren(reset, clk, siren_en, siren_out
input reset, clk, siren_en;
output siren_out;

M

I
);
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descending
64
65
66
67
68
69
70
ascending
71
72
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reg [15:0] every _n;
wire en_p, siren_pulse, sweep_clk;
reg asc, siren, div_reset;

/I Define the sweeping endpoint frequencies
parameter asc_| = 27000000/(2*500);
parameter asc_h = 27000000/(2*667);
parameter desc_| = 27000000/(2*400);
parameter desc_h = 27000000/(2*500);

/I Define the sweeping speed

parameter sweep_n_par = 27000000/6750;

wire [15:0] sweep_n;
assign sweep_n = sweep_n_par;

/I Also get the enable signal as a pulse
levpulse en_rst(.clk(clk), .level(siren_en)

/I Instantiate a variable clock to generate
varclkdiv n_div(.reset(div_reset), .clk(clk
.clkout(siren_pulse));

/Il Instantiate a clock for sweeping the aud
varclkdiv sweep_div(.reset(reset), .clk(clk
.clkout(sweep_clk));

always @ (posedge clk) begin
/I Twiddle the audio output on the audio ¢
if (siren_pulse) siren <= ~siren;

/I Reset all values on a reset

if (reset | en_p) begin
every_n <=asc_l;
asc <= 1'b1;
div_reset <= 1'b1;
siren <= 1'b0;

end

/I If we've hit the high end of the ascend

/[ range

else if (asc & (every_n <= asc_h)) begin
every_n <=desc_h;
asc <= 1'h0;
div_reset <= 1'b1;

end

/' If we've hit the low end of the descend

/[ range
else if (~asc & (every_n >= desc_l)) begin
every _n<=asc_|;
asc <= 1'b1;
div_reset <= 1'bl;
end
/I If we're ascending, sweep the frequency
else if (asc) begin
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every n <= (sweep_clk) ? (every n-1):

div_reset <= 1'b0;
end
/I If we're descending, sweep the frequenc
else if (~asc) begin

every _n <= (sweep_clk) ? (every n+1):

div_reset <= 1'b0;
end
end

/I Make sure audio is only output when the
assign siren_out = (siren_en) ? siren : 1'b

endmodule

Appendix K — Variable Clock Divider (varclkdiv.v)

“‘timescale 1ns/ 1ps
M T
/I Company:
/I Engineer:
I
/I Create Date:
/I Design Name:
/l Module Name:
/I Project Name:
/] Target Devices:
/I Tool versions:
I/l Description:
1
/l Dependencies:
I
Il Revision:
// Revision 0.01 - File Created
// Additional Comments:
1
T
module varclkdiv(reset, clk, every_n, clkout
input reset, clk;
input [15:0] every_n;
output clkout;
reg clkout;

23:53:23 10/07/2007

varclkdiv

reg [15:0] count;

/I Create a variable clock divider, making
/I dividing value changed without being res
always @ (posedge clk) begin
count <= ((count >= (every_n - 1)) | reset
clkout <= (count >= (every_n - 1));
end

endmodule
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every_n;

y down

every_n;

enable signal is asserted

0;

M

I
);

sure it can handle having it's
et

)?0:count+ 1;



