A Multicast Key Management Protocol (MKMP) draft-ietf-<somewher e>-mkmp-00.txt

Dan Harkins Naganand Doras wamy cisco Systems Bay Networks

naganand@ba ynetworks.com dharkins@cisco.com

Scalab le, secure (of cour se) distrib ution of multicast ke ys

-- access contr ol is enforced

-- key distribution is m utually authenticated

-- key distribution provides live-ness pr oof

Allows for incremental deplo yment

Uses IPSec to secure m ulticast traffic; uses ISAKMP/Oakley-type messa ges for key management

Does not unnecessaril y burden intermidiate communications de vices (routers need not join the secure m ulticast gr oup)

MKMP Featur es

Independent of underl ying multicast r outing pr otocol

MKMP-aware routers can become Gr oup Key Distributors to allo w key acquistion to scale

A Group Information Tuple, created b y the group key creator , enforces access and delegates ke y distribution authority to Gr oup Key Distributors

10000m view of MKMP

Uses a 224.0.1.x gr oup-- ALL-MKMP-DEVICES

Key Acquire is separate fr om group join

-- all MKMP-aware entities on the netw ork listen to this gr oup

Announcement of secure gr oup done via SAP/SDP

-- SDP description f or Group Key Manager

k=uri:mkmp://bad.attitu.de k=addr:IN IP4 199.166.37.16

Creation of a Secur e Gr oup

Group Key Manager creates a ke y, a list of candidate ke y distributors, and access contr ol information

Periodic Group Key Distributor solicitation sent to the multicast gr oup ad dress. Messa ge contains

Message sent with Router Aler t Option (RFC 2113)

-- all routers on the distrib ution tree will e xamine the messa ge -- MKMP-aware routers can par se; non-MKMP-aware routers

a list of all candidate distrib utors and corresponding

If the messa ge reac hes a candiate Gr oup Key Manager using the K ey Distribution Protocol

Distributor it obtains the ke y from the Group Key

merely forward the messa ge, albeit on the slo w path

-- GIT identifying router as Gr oup Key Distributor and containing

“cookies”.

-- cookie state need not be retained as long as bogus cookies can be rapidl y identified (Karn and Simpson)

Key Distribution Delegation

access contr ol information is also obtained

GKDs must pre vent themselves fr om being pruned

-- e.g. send periodic join/prune messa ges e ven if there are no long er any members do wnstream

Key Distribution Delegation (cont.)

Only routers alread y on the distrib ution tree become GKDs.

-- not all bad since GKDs will onl y appear in places the y’re needed.

GKD solititation with Router Alert Option

Initiation of the

candidate GKD

Key Distribution Protocol

GKM Key Distribution Delegation

Group Member

Harkins and Doraswamy

Host wishing to obtain Gr oup Key probes its neighborhood f or Group Key Distributors

-- messa ge sent to the ALL-MKMP-BOXES group

Group Key Distributor responds with an asser t

If there are no responses host contacts Gr oup Key Manager Directly and obtains the ke y using the Key Distribution Protocol

-- initially quite frequent b ut as hosts join the gr oup and a

-- GKD’s GIT, signed b y the GKM, asser ts distrib ution authority -- asser t also contains a “cookie”

multicast distrib ution tree is b uilt, becomes less frequent

Group Key Acquisition

-- scoped b y TTL

-- original TTL of probe inc luded in messa ge

Group Key Distributors set a response timer based upon distance fr om candidate member

Candidate member squelc hes fur ther responses with a “got it” messa ge multicast to ALL-MKMP-DEVICES

GKD

Probing for a GKD

Candidate Member

GKM

Candidate Member Probe Key Distribution Assert

N_1 = random n umber of Candidate Member’s choosing N_2 = N_1 ^ key

cookie-I = cookie from GKD asser t or GKM solicitation cookie-R = random cookie of Candidate Member’ s choosing IDcm = identity of the Candiate Member

Candidate Member

hdr , IDcm, { N_1 }_{pub_kh} , [ CER T, ]

hdr , { N_2 }_{pub_cm} , SAm, SAc, [ GIT , ]

Key Holder (GKM or GKD)

HASH2

HASH1

HASH1 = SHA ( cookie-R | cookie-I | N_1 | IDcm_b ) HASH2 = SHA ( cookie-I | cookie-R | N_2 | N_1 )

Key Distribution Pr otocol

SAm: attributes + SPI used to pr otect m ulticast traffic

SAc: attributes + SPI used to send MKMP contr ol messa ges to all member s

-- group reke y: new security associations and ne w key sent under the pr otection of the old SAc

-- notification of f orced member remo val and need f or global key reacquire-- ne w SAm with SPI of zero.

-- group termination hdr, SAm, SAc, KE, SIG

with the Router Aler t Option set to ensure all GKDs obtain messa ge.

-- GKDs need not retain this Security Association since the y do not join the m ulticast gr oup

Key Distribution Pr otocol (cont.)

Group Member

hdr , IDcm, HASH1

hdr , { N_2 }_{pub_cm} , SAm, SAc, [ GIT , ]

Key Holder (GKM or GKD)

HASH2

HASH1 = SHA ( cookie-R | cookie-I | N_{1-orig} | key ) HASH2 = SHA ( cookie-I | cookie-R | N_2 | N_{1-orig} ) N_{1-orig} = original Candidate Member nonce (N_1) key = old key N_2 = N_{1-orig} ^ new-key IDcm = identity of group member

Rekey After For ced Member Removal

What Next?

Clean up draft-ietf-<some where>-mkmp-00.txt and find a home-- ipsecond? m ulticastsec? Ask IANA for a 244.0.1.x group for ALL-MKMP-DEVICES Reference Implementations?