ABriefReviewoftheIPsecSecurityArchitectureDocumentSteve Kent, BBN39th IETF Meeting Munich, GermanyAugust 15, 1997

MajorDocumentSectionsnIntroduction, Design Objectives, System OverviewnSecurity Associations (SPD, SAM, SAD, Selectors)nIPsec processing (outbound/inboound)nPMTUnAlgorithmsnUsage Scenarios (illustrative examples)nUse in Information Flow Security EnvironmentsnConformancenAppendixes (Glossary, PMTU Analysis, Sequence Number Algorithm)

SecurityAssociationSelectorsSELECTORH/GWFO

IP addressR/

it/maskS/D Po explicit/mask rt ProtocolR/ s)User IDR*/N cificSecurity

/OIPSO/CIPSOP

(IPv6 only)R

s(s)Flow labe

only)R/Rvalu

SPD,SAM,&SADnSecurity Policy Database: a database used to determine what IPsec services, if any, are applied to traffic flows. If IPsec is to be applied, one or more SAs will be invoked, in sequence. Traffic flows are characterized by selectors, and because selectors may overlap, this database must be ordered.nSecurity Association Map: a database used to map outbound traffic to an SA (or SA bundle). The mapping is selector driven. This database is required for BITS, BITW, and security gateway iplementations, but not for socket interface implementations.nSecurity Association Database: a database containing SA parameters. Outbound traffic is mapped to the SAD by pointers from the SAM; inbound traffic is mapped by Destination IP address, IPsec protocol, and SPI.

OutboundProcessingExampleSPDSAD outboundtrafficIPsecnomatchBypassDiscardKeyManagementSAM+

InboundProcessingExample inboundtraffic

IPsec

Discard

KeyManagementSAD

Bypass

SAM+SPD

UnresolvedIssuesnTunnel mode header processing—document contains strawman. RFC 1853 defines simple outbound processing for IPv4, but does not address inbound processing, or IPv6. nPMTU: trusted vs.untrusted sources —document currently defines how to manage MTU based on receipt of ICMP from any source, trusted or not. potential denial of service problems—Richardson I-D is a start at dealing only with trusted ICMP sourcesnConformance requirements—IPv6 compliance calls for AH and ESP, but what about IPv4?—since AH and ESP both point to this document, can an AH only or ESP only implementation be compliant?—

what AH & ESP combinations are required in hosts vs. gateways?

RequiredAHandESPCombinations?IPHDRAHTRANSPORT...IPHDRTRANSPORT...ESPAHIPHDRTRANSPORT...ESPIPHDRTRANSPORT...ESPIPHDRIPHDRTRANSPORT...ESPIPHDRAHIPHDRTRANSPORT...

ESP TRANSPORT MODE TUNNEL MODE IPHDR TRANSPORT... AH IPHDR ??

HOST2BHOST6MobileHOSTIPSECPathOptions AHOST1HOST3CCHOST7ABROUTER1CWANCAROUTER2AA

AROUTER3AAHOST 8AA

MoreIPSECPathOptions ROUTER1MobileHOST

AHOST2BHOST1HOST3CCHOST7ABCWANCAROUTER3AROUTER2AAHOST8AAHOST6

CompletingtheDocumentnMore feedback needed from WG members!nMore detail needed on inbound and outbound processing—critical, just a matter of timing, implementor feedeback needednUsage scenarios (helps explain conformance requirements)—critical, just a matter of timing, input would be helpfulnAutomated gateway discovery—will be critical, but can defer to separate document (existing I-Ds)nInformation flow security environment requirements—not critical for most users, defer to separate documentnMulticast scenarios and multicast key management—

not yet critical, defer to separate document(s)