Coral Snake - a High - Performance Distributed Striping HTTP

Downloader

6.894 ˘ Distributed Operating Systems ˘ FinalProject, December 2000

Anthony Johnson, Noshirwan Petigara, Daniel Vlasic

{anthonyj, nosh, drdaniel}@mit.edu

Abstract

In recent years, the emegenceof broadband access to theinternet h a s revealed several bottlenecks within theInternet. Dueto these bottlenecks, broadband clients areunableto utilizetheir bandwidth effecti vely. In order to overcomethesebottlenecks, weproposean architectureto stripe file download s across multipleservers simultaneously over HTTP/1.1. By striping , wecan raisethe effectivebandwidth that is utilized by th eclient. Striped downloading of replicated files fits well with existing Internet architectureas mirror sites for servers arereadily available. We present Coral Snake, a HTTP/1.1 striped filedownloader, developed in Java. Wediscuss our algorithmfor efficiently striping files and document results showing that Coral Snake can greatly speed up filetransfers in most situations.

1. Introduction

Thedevelopment o f broadband Internet access over thepast coupleof years has lead to a dramatic changein theneeds of users. Until recently, thelimitation on thespeed of data transfer was thespeed of a modem. However, with broadband connections, theuser is now conf ronted with theactual bottlenecks within theInternet itself. Thesebottlenecks areoften theservers themselves, which can besingleUnix machines serving the entirecommunity (e.g.

www.rpmfind.com). This may lead to theserver being overwhelmed by req uests, or intermediary network hops being congested, which can bring thedata transfer ratedown considerably.

Data transfer rate, however, is not theonly consideration. Whilethedata rateachieved is theonly heuristic that is important in a filedown load situation, therearemany cases in which it is necessary that thedata arrivein order as best as possible. Examples of this aresuch data as real - timevideo, in which theplayer must beableto start playing thevideo without having to wait for the entirefileto download.

This paper first presents someprevious work donein thefield, followed by an explanation of thebasic techniqueused. Oncethis has been shown, thealgorithmis presented, followed by an explanation of theimplementation used. Finally, wepresent theperformanceof thealgorithmunder real conditions, and concludewith possiblefuturework.

1.1 File Striping

Thetechniquethat is used in our solution uses filestriping. Filestriping effectively divides the full fileinto separate request, each of which is then brought in fromseparateservers. In theory, as thenumber of servers increase, it should becomepossibleto saturatetheclient´s bottleneck.

In a simpleimplementation of filestriping, theclient requests a filefragmen t of size

(total filesize)/(number of servers.) Themain disadvantageof this approach is that the completion of thedownload will be entirely dependent on theslowest server. In order to optimize this, it becomes necessary to partition thefilefragment requests in a manner that minimizes the total download time. This is dealt with in thealgorithmsection of this paper.

1.2 Previous work

Although it seems that littlework has been donein this field with respect to simpleover - the -

Internet filedownloadi ng, a considerableamount has been donein order to lower download time for clients.

Akamai and Web Caches

Themost prominent work in this field has been doneby Akamai. In order to increasebandwidth to clients, they havereplication servers located thr oughout thenetwork topology, often with the

ISPs themselves. This gives thema high - bandwidth to thebackbonethat theclient is connected to.

This is a very simpleand useful systemfor mediumand largecompanies who can afford to access thesesort of re source. It is unlikely to beused, however, by such things as open - source projects, wheretherearelargefiles to download, but not thefinancial backing to afford Akamai.

Download Managers

Download managers increasedownload transfers by two main meth ods: multipleconnections to singleservers and optimizing of server selection. They often makemultipleconnections to the sameserver in order to saturatethebandwidth availableto theclient. This probably works as a result of routers attempting to sh arebandwidth equally among connections.

Theoptimizing of server selection is usually limited to using theping timeas a measureof thedata rate. Whileat times this is an accuratemeasure, wealso found through manual testing that this is not ideal, s inceservers can sometimes havelow ping times, even though they are overloaded and thereforehaving a low bandwidth.

Thechoiceof mirrors selected is often based on a databaseof common sites, and their replicas. This manager thereforeworks best for oft en used sites such as http://www.download.comand thesuch. They are, however, not ableto get information directly fromtheserver, which means that non - listed servers arenot dealt with well.

Striping Download Managers

Thenewest generation of download managers combinethesefeatures, and performa formof striping. They connect to multipleserves and download parts of thefilefromtheseservers, and recombinethemat the end. Themain limitation of this approach is that, despitetheincreasein spee d, thefileis not assured to comein order, which makes it inappropriatefor anything other than simpledownloading, sincestreaming - video must comein order.

2. File Striping with HT T P

In a file - striping algorithm, a higher effectivebandwidth is achieved by requesting different portions of a filesimultaneously fromdifferent servers. In thesimplest file - striping algorithm, the fileis divided equally between multipleservers and each part is retrieved simultaneously fromthe different servers. This algo rithmperforms optimally when thebandwidth and latency between each server and theclient is equal and constant. In this optimal situation, the effectivebandwidth that can beachieved can becalculated as N ´ b , where b is theconstant bandwidth between each server and theclient, and N is thenumber of servers. To seewhether wecould achievethis theoretical maximumfiletransfer speed with N servers, weconducted thefollowing experiments.

Web servers weresetup on different machines on a local area network, to bring network delays to a minimum. Thebandwidth of each server was kept equal and constant. Wethen divided thefile between theseservers and requested thesechunks simultaneously. Theresults for this can beseen in Figure1. It can beseen that theperformanceachieved is extremely closeto theideal of

1/(number of servers).

As weweredesigning Coral Snaketo stripefiles over theInternet using theHTTP/1.1 protocol, wehad to adapt our algorithm to thenetwork and protoc ol characteristics. The most important

Figure 1: File str ipinginona controlednetwork

0

20000

40000

60000

80000

100000

1 2 3 4 5

Nu mber of Servers

Download Time

(milliseconds) consideration is that all servers on theInternet arenot created equal. Therearesubstantial

differences in bandwidth, processing power, and server load between different servers and even

with thesameserver at dif ferent times. If thesimplealgorithmdescribed earlier is used to stripe

files, thedownload timefor thestriped filewould beconstrained by theslowest server. In order

to work around this limitation, thefileshould bedivided between servers accordin g to their

speed. However, server speed is not constant and hencethis calculated filedistribution between

servers can changeover thecourseof thedownload. To account for this instability, each server

should beassigned a small chunk proportional to it s speed. Oncethis chunk is downloaded, it can

beassigned a new chunk proportional to its new speed, calculated over thetimeof thedownload.

As downloads occur over HTTP, each request for a chunk of thefilehas an overhead that must be

factored into th ealgorithm. A request has to begenerated by theclient, which travels across the

Internet to

theserver.

This request

has to be

processed by

theserver,

which sends

back the

requested

chunk along

with a

header.

Consequently, retrieving a filein chunks u sing HTTP can had adverseaffects on download times

unless requests areissued sparingly. To investigatethese effects, weperformed thefollowing test.

Weran a web server and web client on different machines on a high - speed local area network.

Thesetup allowed us to ignorebandwidth and round - trip times in order to isolatethe effects of

theHTTP requests and headers on filedownload times. For each test, westarted with a small

chunk sizeand issued consecutiveHTTP requests for sequential ranges of thi s sizeuntil the

wholefilewas received. On each subsequent run, weincreased thechunk sizeincrementally

until thechunk sizewas equal to thefilesize. Theresults for 5MB, 10MB, and 15MB files can be

seen in figure2. As predicted, small chunk size s gavehigher download times becausemore

requests areissued to theserver. However, weobserved that this effect tapered off with a chunk

Figure2: Effect ofChunkSizeonFileDownloadTime

0

10000

20000

30000

40000

50000

0 5000 10000 15000 20000

ChunkSize(KBytes)

Downlaod Time

(milliseconds)

15MBFile

10MBfile

5MBfile sizeof about 10% of thefilesize. This gives a good indication of theminimumchunk sizethat

could beused to dow nload files without observing deterioration in download time.

Wealso had to ensurethat wedid not stripefiles that wereso small that theHTTP headers

accounted for a substantial portion of thedata transmitted. Weaveraged therequest and response

head ers froma number of servers and found that their added sizewas around 400 - 500 bytes.

Fromthis wedecided that theminimumchunk that could berequested fromany server would be

8 Kbytes (multiply theaverageheader by 20 to get morethan an order of mag nitudelarger). This

ensured that any chunk that was requested froma server would havehigh ratio of data to headers.

3. Algorithm

3.1 Assumptions

Thefiles downloaded using our striped downloading utility arereplicated on a number of servers.

For each reques ted file, weassumethat thelist of N best servers replicating that fileis available.

If themeans wereavailable, this list could beobtained fromtheserver mentioned in theclient’s

request by a specialized protocol, or fromsomeknown (centralized o r distributed) database.

Ideally, this protocol or databasewould also providethefilesize, but wedo not assumethat.

3.2 Overview

As explained earlier, filestriping over theInternet poses difficult problems. To start with, theN

best servers each exhibi t different performancecharecteristics. Therefore, thepercentageof the

filedownloaded fromeach server should beproportional to server’s speed. Furthermore, the

performanceof each server is likely to vary throughout thedownload. Thus, theamount of data

requested fromeach server should bedynamic as well. Finally, a server could slow down to a

crawl or even stop sending data (dueto either server failureor network failure). To counter that,

thealgorithmneeds to detect this condition and reco ver fromit.

Our high - level algorithmis as follows:

0. repeat

1. for each server S

2. assign a certain range (e.g. bytes 0 - 8191)

3. send an HTTP range request to S

4. save the reply content

5. update speeds

6. assign a new range

7. unt il the whole file is retrieved

3.3 Getting the File Size

Prior to striping, thealgorithmhas to obtain thefilesize. Thefilesizeis retrieved fromthe

header of thefirst response. Oneserver sends a request for theinitial rangeof length

initialLeng th (which wecalculated earlier to be8 Kbytes) and extracts thefilesizeas soon as it

parses theresponseheader. If thefilesizeis greater than this initial length, thealgorithmcan

then assign ranges to other servers. Theinitial rangeis chosen such that short files not worth

striping aredownloaded fromonly oneserver with only onerequest.

3.4 Assigning Ranges

Theranges for each server aretaken sequentially fromtheportion of thefilestill to be

downloaded. This way our utility can receives t hefilechunks roughly in order, and wecan

sequentially writethemfrom memory to disk or forward themto a client. This makes Coral

Snakesuitablefor streaming media applications. Initially, as wedo not know how ^good~ each

server is, weassign each se rver ranges of thesamelength (referred to as genericLength ). Later

on, however, therangelength reflects theserver’s performance.

In our implementation, wedefinethreeheuristics for server performance; wecall them

globalSpeed , localSpeed , and betwe enSpeed . Weupdatethese every 0.5 seconds. The

globalSpeed of thedownload at time t is calculated by dividing thetotal bytes read fromthe

server by thetimefromthebeginning of download. The localSpeed is equal to thenumber of

bytes read sinceth eprevious updatedivided by thetimesincelast update. The betweenSpeed is

defined as theaverageof previous betweenSpeed and localSpeed , and it can bethought of as in

between theglobal speed and local speed -- not quiteas dynamic as thelocal speed , but more

sensitivethan theglobal speed.

e initialTim e currentTim ad TotalBytes t d globalSpee

-

= Re ) (

Time lastUpdate e currentTim tUpdate adSinceLas bytes t localSpeed

-

= Re ) (

2

) ( ) ( ) ( between t localSpeed t d globalSpee t Speed

+ =

Using theseperformanceheuristics, wecalculatetherangelength for a particular server

proportional to betweenSpeed of that server an d the genericLength . The genericLength is, in turn,

proportional to fileSize . Hence, therangelength is proportional to fileSizeed betweenSpe ´ .

2 n 2

1 ed betweenSpe

.... ed betweenSpe ed betweenSpe

Speed normalized

+ +

=

gth genericLen

Speed normalized h rangeLengt´ =

Figure 3a: Coral Snake Algorithm ˘ 4 Servers

Figure 3 b: distribution of requests to servers in figure 3a

Figure 3c: Simple Algorithm - 4 Servers

Figure 1 d: distribution of requests made by servers in figure 3c

Theoverall effect that this algorithmhas on thedistribution of r angerequests can beseen in

Figure3. In Figure3a, wecan seethat themanner in which filechunks arerequested are requested and received aresequential, whilein Figure3b, wecan seetheactual distribution of requests between servers over thewhole length of thefile. This distribution of chunks with the

Coral Snakealgorithmcan becompared to thedistribution of chunks by themuch simpler algorithmin figures 3c and 3d. In this algorithm, all requests to striping servers areof thesame size. As we can see, theslowest server dominates thedownload timeand breaks thesequential ordering of bytes received. All of thesetests weredonewith four different servers in three different countries, to get differing bandwidths fromeach of theservers.

3.5 Aba ndoning Ranges

SinceInternet is unstableand unreliable, theperformanceof a server can drop severely or even go to zero. This can becaused network congestion, network partition, or server failure. Dueto this, it is possiblethat a largechunk is ass igned to a server, whoseperformancethen suddenly drops to a crawl midway through thetransfer. In order to prevent this fromaffecting download timeor sequential ordering, thealgorithm"abandons" thecurrent range. Specifically, it saves the part of therangethat has already been downloaded, puts theremaining part in theset of abandoned ranges, resets theconnection to that server, and assigns it a new rangebased on the newly calculated speed. As a result, thealgorithmdraws new ranges fromthe abandoned set (if it is nonempty) beforeit looks at theunassigned range. Theconnection has to bereset becausewe aredealing with HTTP messages, and thereis no way of halting therequest whilekeeping the connection alive.

Thecrawling behavior is de tected upon updating server speeds. A server is labeled as crawling if thefollowing threeconditions aretrue:

1. its current speed is much slower than theaveragespeed,

2. its current speed is much slower than at chunk allocation,

3. theremaining par t of thechunk is much larger than what thealgorithmwould assign this server with its current speed

4. Implementation

For thedevelopment of Coral Snake, wedecided to useJava for a variety of reasons. First, wefelt that Java´s platformindependencew as in keeping with thenatureof theWWW. More importantly, theauthors all used multipleplatforms for development. Secondly, wehave observed that recently a lot of developers havesuccessfully developed distributed applications using theJava programmin g language. Lastly, wefelt that Java´s programming paradigmand easy to useAPIs would allow us to concentrateon thedevelopment on thealgorithm. Weused

Sun´s JDK 1.3 for development.

Weused thestandard network packages to setup our connections to th emultipleservers.

Each connection to a server runs on a separatethread. As wehavevery few shared data structures, co - ordination was not a problem. Weused an open sourceregular expression package fromApacheto do theparsing of theHTTP headers. We designed thecodebasefor Coral Snake such that it would be easy to add or changestriping algorithms. This was very important during our algorithmdevelopment stage, when wewereconstantly modifying and switching algorithms.

Wealso found the Timer clas ses in Java very useful for updating server speeds at a constant rate.

In general, wewerepleased with our development experiencewith Java. Theperformance was satisfactory and we experienced no perceptibleslow downs in code. However, wedid observeth at thecodedid takequitelong to load on Solaris. However, weobserved no such problems on Windows machines.

Oneproblemthat our implementation addresses is that thereis a maximumnumber of requests that areallowed per server. Within a single^Keep - A live~ connection, theserver can chooseto terminatetheconnection if theactual number of request exceeds somelimit, usually

100 or 200 requests. Weresolved this by simply reconnecting theserver, even though this can impact performance.

5. Results and Performance

Our goal was simple ˘ wewanted Coral Snaketo achievetheperformanceover theInternet that wehad observed on a controlled network. In no possiblesituation did wewant a Coral Snake download to beslower than a download froma singleserver . Our results show that Coral Snake comes closeto achieving this theoretical maximumspeed. To analyzetheperformanceof Coral

Snake, and insurethat it met all of specifications, a number of situations had to betested. We performed a variety of tests u sing different filesizes and different number of servers.

Figure4 shows theperformanceof Coral Snakewith different numbers of servers. Figure4a graphs thedownload timeof a 5MB file, whilefigure4b show thebandwidth of theservers during this tra nsfer. Thesetests wereperformed on a set of Mozilla mirrors scattered across the globe. Each test was performed ten times and averaged. As wecan see, the effectivebandwidth is closeto thesumof thebandwidths of theindividual servers. To understand how Coral Snake achieves this high level of performance, wehavegraphed thedistribution of chunks between servers of different sizes.

0

20000

40000

60000

80000

100000

120000

140000

server1 server2 server3 server1+2 server1+2+3

Optimal

We b Se r ve r s

Download Time

(milliseconds)

Figure 4a: Download time for a 5MB file transfer

0

50

100

150

200

250

300

350

optimal

Web Servers

Effective Bandwidth

(KBytes/sec)

Figure 4b: Server Bandwidth during 5MB file transfer

Figure5 shows thechunk distribution over in a similar download with threeservers. In

Figure5a each different shadeof gray represents oneof thethreeservers used. Thealgorithm distributes thechunks betw een thedifferent servers according to size. As expected, thewider chunks arealso theslightly shorter ones. In addition, thechunks taken progress linearly through thefile. This shows that our algorithmis actually ableto providetheclient with an un interrupted streamof data.

Figure 5a ˘ request ranges vs. time for 3 servers

(different shades indicate different servers)

Figure 5b ˘ request ranges vs. servers.

Figure5b shows theactual distribution of chunks across servers ˘ it is easy to observetheuneven distribution of therequests, with its preferencefor thefaster servers.

In addition to theperformancethat can begained fromconnections to multipleservers, we analyzed performanceincreases gained fromtheuseof multiple connecti ons to singleservers.

Figure6 shows that theincreasein bandwidth gained, which whilenot as good as from multipleservers, is considerable. Wehavesurmised that this is dueto an attempt by intermediary routers to share bandwidth equally among conn ections, rather than clients. Wechosenot to open multiple connections to a singleserver as results areinconsistent. However, in thecasethat no mirrors are available, multipleconnections can beopened to thesameserver.

An interesting situation occu rs when oneserver can saturatetheclient´s bandwidth. In this case, themaximumfiletransfer speed can beachieved by downloading thefilefromthis server - striping thefilefrom multipleservers cannot decreasedownload time. Situations such as these can occur when theclient´s link is slow or theclient link experiences high congestion. Wewanted to ensurethat that Coral Snakealgorithmdid not degradein this situation. To simulatethis, we ran Coral Snakeand a web server on a local area network. T heweb server on theLAN was able to saturatetheclient´s bandwidth. Weadded this server to Coral Snake´s list of mirrors and proceeded to download thefile. TheCoral Snakealgorithmwas ableto adapt to this situation and

Figure 6: Multiple connections to a single server

0

50000

100000

150000

1 3 5

No. of connections to servers

Download Time

(millseconds) performed comparably to thedo wnload directly fromthelocal web server.

6. Conclusion and Further work

Our results fromCoral Snakehaveshown that downloads over theweb can besped up by closeto a factor on N using our algorithm, whereN is thenumber of servers used to download a fi le. In developing Coral Snake, wedesigned for simplicity. Weallow theuser to thenumber of servers to beused for striping. A useful addition to thealgorithmwould beto automatically detect how many servers to stripea particular filefrom. In such a n algorithm, striping would start with a small number of servers. Additional servers would beadded incrementally until no further increasein bandwidth was detected. Theoretically, this could lead to a completesaturation of the client´s bandwidth and fas ter downloads. In addition, wefeel that theprocess for deciding when to abandon striping froma particular server could beimproved. Wecurrently usea static metric, which errs on thesideof caution. With somefine - tuning, this could improved to only a bandon connection when absolutely necessary.

Despitecompelling results, thereis a still a major obstaclethat prevents deployment of

Coral Snakeor similar software. Thereis currently no good method to detect mirror sites for files across theweb. Altho ugh mirror sites could bestored in somedistributed database, webelieve that theweb servers, using an extension to theHTTP/1.1 protocol, could best deliver mirror information. Weproposethat a header beadded to theHTTP reply such that web clients co uld be informed of availablemirrors. A possibleimplementation of such a header could havethe following format:

Mirrors:www.mirror1.com/path1,www.mirror2.com/path2,www.mirror3.c om/path3

This would allow web clients to discover possiblemirrors during the first HTTP transaction with a server. In addition, this would allow only theadministrators of theweb siteto add approved mirror sites for striping.

In conclusion, wefeel that Coral Snakeis a viablesolution to increasebandwidth utilization on thec lient side. With additions to existing WWW protocols, Coral Snakecould bewidely used.