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Abstract
Thispapershowshow to integratetwo complementarytech-
niquesfor manipulatingprograminvariants:dynamicdetec-
tion andstaticverification. Dynamicdetectioncanpropose
likely invariantsbasedonprogramexecutions,but theresult-
ing propertiesarenot guaranteedto betrueoverall possible
executions.Staticverificationcancheckthatpropertiesare
alwaystrue,but it canbedifficult andtediousfor peopleor
programsto selecta goalandto annotateprogramsfor input
to a staticchecker. Combiningthesetechniquesovercomes
theweaknessesof each:dynamicallydetectedinvariantscan
annotatea programor provide goalsfor staticverification,
andstaticverificationcanconfirmpropertiesproposedby a
dynamictool.

We have integrateda tool for dynamicallydetectinglikely
programinvariants,Daikon, with a tool for statically veri-
fying programproperties,ESC/Java. Daikon examinesrun-
timevaluesof programvariables;it looksfor patternsandre-
lationshipsin thosevalues,andit reportspropertiesthatare
never falsifiedduring testrunsandthatsatisfycertainother
conditions,suchas being statistically justified. ESC/Java
takesasinput a Java programannotatedwith preconditions,
postconditions,andotherassertions,andit reportswhichan-
notationscannotbestaticallyverifiedandalsowarnsof po-
tential runtimeerrors,suchasnull dereferencesandout-of-
boundsarrayindices.

Our systemruns Daikon, inserts its output into code as
ESC/Java annotations,and then runs ESC/Java, which re-
ports unverifiableannotations.The entire processis com-
pletelyautomatic.In our experiments,ESC/Java verifiedall
or mostof theinvariantsproposedby Daikon,andfew addi-
tionalannotationswererequired.

1 Intr oduction
Staticanddynamicanalyseshave complementarystrengths
and weaknesses,so combining them has great promise.
Staticanalysisoperatesby examiningprogramsourcecode
andreasoningaboutpossibleexecutions.It builds a model
of thestateof theprogram,suchasvaluesfor variablesand
other expressions.Staticanalysiscan be conservative and
sound;however, it canbe inefficient, canproduceweakre-
sults,andcanrequireexplicit goalsor annotations.Dynamic
analysisobtainsinformation from programexecutions;ex-

amplesincludeprofiling andtesting. Ratherthanmodeling
thestateof theprogram,dynamicanalysisusesactualvalues
computedduringprogramexecutions.Dynamicanalysiscan
beefficientandprecise,but theresultsmaynotgeneralizeto
futureprogramexecutions.Ourresearchintegratesstaticand
dynamicanalysisto take advantageof their complementary
strengths:dynamicanalysiscanproposeprogramproperties
to beverifiedby staticanalysis.

This paper focuseson analysesover program invariants.
A program invariant is a property that is true at a par-
ticular program point or points, such as might appear
in an assert statementor formal specification. Invari-
ants include procedurepreconditionsand postconditions,
loop invariants,andobject (representation)invariants. Ex-
amples include ���������
	�� ; ��
������������ ; array a con-
tains no duplicates; n = n.child.parent (for all nodes n);��� ������� ���!�"������� �����$#&%('�)*�+'�)*�"� ; and graph g is acyclic. In-
variants explicate data structuresand algorithms and are
helpful for programmingtasksfrom designto maintenance.
Invariants assist in creation of better programs [Gri81,
LG86, HHJ, 87b, HHJ, 87a], documentprogram opera-
tion [LCKS90, KL86], assist testing and enable correct
modification [OC89, GKMS00], assistin test-casegener-
ation [TCMM98] and validation [CR99], form a program
spectrum[AFMS96, RBDL97, HRWY98], andcanenable
optimizations[CFE99], amongotheruses.Despitetheir ad-
vantages,invariantsareusuallymissingfrom programs.

Dynamic invariantdetectionis a techniquefor postulating
likely invariantsfrom programruns:adynamicinvariantde-
tector runs the target program,examinesthe valuesthat it
computes,andlooksfor patternsandrelationshipsoverthose
values,reportingthe onesthat arealways true over an en-
tire test suite and that satisfy certainother conditions(see
Section3.1). Theoutputsarelikely invariants:they arenot
guaranteedto beuniversallytrue,becausethetestsuitemight
not characterizeall possibleexecutionsof theprogram.

Staticinvariantverificationis a techniquefor checkingpro-
gram properties. Given a programand a set of properties
over that program,the verifier reportswhich propertiesare
guaranteedto be true for all executions.Other(unverified)
propertiesmight or might not be universally true. Static
verifierscanoperateby dataflow analysis,theoremproving,
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model checking,or other techniques.Usersof static veri-
fiersmustannotatetheir programswith the propertiesto be
proved(andany otherpropertieson which thosemight de-
pend).

Combiningdynamicinvariantdetectionwith staticverifica-
tion hasbenefitsfor the userof the invariantdetector. Be-
causeits outputis not guaranteedto besound,programmers
maybereluctantto useit, andits outputcannotbe fed into
othertoolsthatrequiresoundinput. A staticverifier canin-
dicatewhich proposedinvariantsareguaranteedto be true.
Userscanfilter out unverified invariantsso that the results
aresoundor canusetheverificationsasafirst approximation
whendeterminingwhichdynamicallydetectedpropertiesare
functionalinvariantsandwhich areusageproperties— both
of which areuseful,but for differenttasks.

Combiningdynamicinvariantdetectionwith staticverifica-
tion alsohasbenefitsfor theuserof theverifier. Staticveri-
ficationoftenrequiresextensive annotationsor intermediate
assertionsandgoals.Automaticannotationwill relieveusers
of theburdenof annotatingprogramsfrom scratch— a task
few enjoy or aregoodat. Dynamicallydetectedinvariants
can also indicatepropertiesprogrammersmight otherwise
haveoverlooked.

We have demonstratedthesebenefitsby integrating a dy-
namicinvariantdetector, Daikon [Ern00, ECGN01], with a
staticverifier, ESC/Java [DLNS98, LNS00]. Oursystemop-
eratesin threesteps. First, it runs Daikon, which outputs
a list of likely invariantsobtainedfrom running the target
programover its testsuite. Second,it insertsthoseinvari-
antsinto the target programas annotations.Third, it runs
ESC/Java on the annotatedtarget programto reportwhich
of the likely invariantscanbe staticallyverified andwhich
cannot.Section4 givesmoredetailsaboutthis process.All
threestepsarecompletelyautomatic,thoughusersmaypro-
vide guidancein orderto obtainbetterresultsif desired.

The remainderof this paperis organizedas follows. Sec-
tion 2 presentsresultsfrom several experiments.Section3
providesbackgroundon the dynamicinvariantdetectorand
static verifier usedby our system,andSection4 describes
how we integratedthesetools.Section5 discussesproblems
that arosewhile building andrunningour system. Finally,
Section6 relatesour resultsto otherresearch,Section7 pro-
posesfollowonresearch,andSection8 concludes.

2 Experiments
This sectiongives both quantitative and qualitative results
from several experimentswith statically verifying dynam-
ically detectedinvariants. Sections2.1 and 2.2 discuss
in detail two classestaken from a data structurestext-
book[Wei99]; Section2.3overviewsotherexperiments.

2.1 StackAr: array-basedstack
The StackAr exampleis an array-basedstack implemen-
tation [Wei99]. Codecommentsspecifythebehavior of the

classbut donotmentionits representationinvariant.Oursys-
temdeterminedtherepresentationinvariant,methodprecon-
ditions, modificationtargets,andpostconditions,andstati-
cally provedthatthesepropertieshold.

Figure 1 shows part of the automatically-annotatedsource
codefor StackAr . The first six annotationsdescribethe
representationinvariant.Thearrayis nevernull, andits run-
time type is Object[] . The topOfStack index is at least
-/. andis lessthanthe lengthof thearray. Finally, the ele-
mentsof thearrayarenon-null if their index is nomorethan
topOfStack andarenull otherwise.

The next four annotationsdescribethe specificationfor the
constructor. If thecapacityis non-negativeon entry, thenon
exit thearraylengthmatchesthegivencapacity, the topOf-

Stack index indicatesan emptystack,andall elementsof
thearrayarenull. (Thefinal assertionis implied by therep-
resentationinvariant.)

The StackAr classhas the constructorand six methods:
isEmpty , isFull , push , top , topAndPop , and make-
Empty . TheDaikoninvariantdetectorfinds108invariants:6
objectinvariants,4 requiresclauses,3 modifiesclauses,and
95ensuresclauses.However, 17of theensuresclauseswere
inexpressibleby ESC(seeSection4.2). Also, of the108in-
variants,75wereredundantandcouldhavebeenremovedby
improvedredundancy checksin Daikon (seeSection7). Fi-
nally, oursystemheuristicallyadded2 annotationsinvolving
theownerof thearray(seeSection4.3).

Without theseannotations,ESCissueswarningsaboutmany
potentialruntimeerrors. With the additionof the detected
invariants,ESCsuccessfullychecksthat theStackAr class
avoidsruntimeerrors,meetsits specification,andmaintains
importantpropertiesduringexecution.

The invariantsguaranteethat certainruntimeerrorsareim-
possibleas long ascallersmeetrequiresclauses;ESCcan
beusedto checkthat thosepreconditionsaremet in calling
code.Errorsguaranteedto beabsentincludenull dereferenc-
ing, negativearraysizes,andarrayboundserrors.

In additionto proving theabsenceof errors,oursystemgen-
eratedspecificationsfor all operationsof theclass,andver-
ified that the implementationmet the specification.For ex-
ample,two postconditionsfor thetopAndPop methodwere:

(\old(topOfStack) == -1) == (\result == null)
(\old(topOfStack) >= 0) == (\result != null)

Theseinvariantsstatethat topAndPop returnsnull if and
only if thestackis emptyuponentry. Theseinvariantswere
detectedby Daikon, provedby ESC,andcould be usedby
ESCwhile checkingcodewhich calledthemethod.

Takentogether, thesetof assertionsfor a givenmethodpro-
videaspecificationby describingits behavior in wayswhich
areusefulfor reasoning,checking,andprogramunderstand-
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/**
* Array-based implementation of the stack.
* @author Mark Allen Weiss
*/

public class StackAr
{
/*@ invariant this.theArray != null */
/*@ invariant \typeof(this.theArray) == \type(java.lang.Object[]) */
/*@ invariant this.topOfStack >= -1 */
/*@ invariant this.topOfStack <= this.theArray.length-1 */
/*@ invariant (\forall int i; (0 <= i & i <= this.topOfStack) ==> (this.theArray[i] != null)) */
/*@ invariant (\forall int i; (this.topOfStack+1 <= i & i <= this.theArray.length-1)

==> (this.theArray[i] == null)) */

/**
* Construct the stack.
* @param capacity the capacity.
*/

public StackAr( int capacity )
/*@ requires capacity >= 0 */
/*@ ensures capacity == this.theArray.length */
/*@ ensures this.topOfStack == -1 */
/*@ ensures (\forall int i; (0 <= i & i <= this.theArray.length-1) ==> (this.theArray[i] == null)) */

{
theArray = new Object[ capacity ];
topOfStack = -1;

/*@ set theArray.owner = this */
}

...

/*@ spec_public */ private Object [ ] theArray;
/*@ invariant theArray.owner == this */

/*@ spec_public */ private int topOfStack;

...

}

Figure1: Theobjectinvariants,first method,andfield declarationsof theannotatedStackAr.java file [Wei99]. TheJML annotations
(commentsstartingwith “ /*@ ”) areproducedautomaticallyby Daikon, areautomaticallyinsertedinto thesourcecodeby our system,and
areautomaticallyverifiedby ESC/Java.

ing. Theassertionsdonotnecessarilygiveafull input-output
relation,however.

Thespecificationsderivedfrom detectedinvariantsareuse-
ful for severalreasons.First, specificationshave thegeneral
benefitthatuserscanreadthespecificationto understandbe-
havior, insteadof reasoningaboutthe implementation.Ad-
ditionally, statictoolscanchecktheassertions,andcanuse
the (checked)assertionsto performreasoningaboutcalling
code. Also, programmersmodifying existing codemay be
aidedby knowledgeof existing invariantswhich the code
preserves.

In general,thesegeneratedspecificationsinform usersabout
theabstractionin termsof theimplementation.In onesense,
thisis adeficiency becauseabstractdatatypes(ADTs) should
hidetheimplementationthroughtheuseof specification.On
theotherhand,certaininvariantsareusefulwithout describ-
ing the implementation(such as a result being non-null),
andinvariantswhich referto implementationdetailsarestill
moreusefulthanno specificationsat all.

Finally, the invariantscontainpotentially importantproper-
tiesof the implementation.For example,the representation
invariantonStackAr guaranteesthatunusedarrayelements
aresetto null. This guaranteesthatobjectspoppedfrom the
stackwill not bepreventedfrom beinggarbagecollected.

2.2 DisjSets:union-find disjoint sets
A secondexampleillustratestheusefulnessof ourapproach,
even when necessaryinvariantsare not automaticallyde-
tected.

The DisjSets classis an array-basedimplementationof
disjoint sets, a partition of some range of integers into
disjoint subsetsthat support the union and find opera-
tions [Wei99]. Codecommentsspecify the behavior of the
classbut donotmentionits representationinvariant.Oursys-
temdeterminedpartof the representationinvariant,method
preconditions,modificationtargets,andpostconditions,and
staticallyprovedthatmostof thesepropertieshold.

Our systemfound259invariantsover theclass.Of these,62
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werenot expressiblein JML, 11 wereobject invariants,56
were0 requiresclauses,2 weremodifiesclauses,126wereen-
suresclauses,and2 weretestsuiteartifactswhich couldnot
beproventruein general.Again,2 annotationsinvolving the
ownerof thearraywereaddedby a heuristic.Of the197in-
variantsexpressiblein JML, 155wereredundant(givenour
additionsto the representationinvariant,describedimmedi-
atelybelow).

ESCcouldnot initially provesomeof thedetectedinvariants
becausetwo componentsof therepresentationinvariantwere
missing:

(\forall int i; (0 <= i & i <= this.s.length-1)
==> (this.s[i] >= -1))

(\forall int i; (0 <= i & i <= this.s.length-1)
==> (this.s[i] != i))

Oncethesetwo invariantswereaddedby hand,ESCwasable
to prove195of the197expressibleinvariants,andit warned
aboutthetwo (unprovable)testsuiteartifacts.BecauseESC
assumesratherthanprovespreconditions,testsuiteartifacts
in preconditionswouldnotbeaproblem(aslongastheclass
did not call its own methodsin its implementation).

EventhoughtheDisjSets classcouldnot passthroughthe
systemwithout userassistance,theannotationsprovidedare
still extremelyhelpful. Theadditionof two objectinvariants
by handis certainlyeasierthanfully annotatinga program
from scratch.

Addingatestfor thelowerboundof theelementsof anarray
to the Daikon invariant detectorwould provide one of the
missinginvariants.Thiswould bebothsimpleandgenerally
useful.

Daikon could alsocomparearrayelementsto their indices
to detectthe �21 � 3�4�5� invariant. However, it is not clearthat
this invariantwould make sensein generalcontexts, asfew
programsmay usesuchan invariant. In this example,the
invariant is helpful and informative, but is not strictly nec-
essary;many usefulpropertiescanbe detectedandproved
without it. Theinvariantis neededto provecertainotherde-
tectedinvariants,suchas �21 67384�96 . However, theseotherin-
variantscouldberemovedwithout impairingtheusefulness
of thespecifications[FL, FJL00].

2.3 Other experiments
We have run our systemon approximatelyten otherexam-
ples,primarily chosenfrom textbooksand from staff solu-
tions to problemsetsin a programmingcourseat MIT. We
selectedtheseparticularprogramsbecausethey containrep-
resentationinvariantsthat are interestingandnontrivial but
are not obviously beyond the capabilitiesof ESC. Given
ESC’s intendeduseasa lightweight technologyfor detect-
ing a restrictedclassof runtimeerrors,this choicemay be
questionable.However, we wishedto explore the limits of
what invariantscan be dynamicallydetectedand statically

Invariants

Instrumented
program

Original
program

Test suite

RunInstrument

Data trace
database

Detect
invariants

Figure2: An overview of dynamicdetectionof invariantsasim-
plementedby Daikon.

verified, andgoodobject invariantsareusually requiredin
any eventto determinethatarrayaccessesarewithin bounds
andvariablesarenon-null.

Wewerenotabletoverify all thedetectedinvariantsfor these
otherprograms.We found therewerethreegeneralclasses
of problemswith theseotherexamples.First andforemost
were artifactsof the test suites,which initially resultedin
many irrelevant invariants. The initial testsuiteswereunit
teststhatcamefrom thetextbooksor wereusedfor grading.
We speculatethat unit tests,which tend to be smallerand
morestylizedthantypical usage,throw off Daikon’sstatisti-
cal justificationtests(seeSection3.1), which seemto work
well whenrunningsystemtests[ECGN01].

Thesecondclassof probleminvolvedinvariantsthatDaikon
couldnotdetect— generallymissingclassesof invariants,as
discussedin Section2.2. For instance,we would have liked
to prove the equality of the denominatorsof the argument
and resultof the RatNum.negate method. However, that
would requiredetectingthatthenumeratoranddenominator
of theargumentarein reducedform andthat thegcd oper-
ation calledby the constructorthereforehasno effect. We
had previously rejectedsuchinvariantsas of insufficiently
generalapplicability.

Thethird classof problemsinvolvedESC’sinability to prove
certaininvariants. We found that discovering the sourceof
the secondandthird classof problemswaseasyandquick,
andwehadlittle troubleconvincingourselvesof thecorrect-
nessor incorrectnessof the invariantor the code. By com-
parison,extendingthe unit testsuitesto find the interesting
invariantsin Daikon’s output was time-consumingand te-
dious.In thefuturewewill avoid startingwith unit tests.

3 Background
3.1 Daikon: Invariant Discovery
Dynamic invariant detection[Ern00, ECGN01] discovers
likely invariantsfrom programexecutionsby instrumenting
thetargetprogramto tracethevariablesof interest,running
theinstrumentedprogramover a testsuite,andinferring in-
variantsover the instrumentedvalues(Figure2). The infer-
encesteptestsa set of possibleinvariantsagainstthe val-
uescapturedfrom the instrumentedvariables;thoseinvari-
antsthataretestedto asufficientdegreewithout falsification
arereportedto theprogrammer. As with otherdynamicap-
proachessuchas testingandprofiling, the accuracy of the
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inferredinvariantsdependsin part on the quality andcom-
pleteness0 of the test cases. The Daikon invariant detector
is languageindependent,currentlysupportinginstrumenters
for C, Java,andLisp.

Daikon detectsinvariantsat specificprogrampointssuchas
loop headsand procedureentriesand exits; eachprogram
point is treatedindependently. Theinvariantdetectoris pro-
videdwith a variabletracethatcontains,for eachexecution
of aprogrampoint,thevaluesof all variablesin scopeat that
point. Eachof a setof possibleinvariantsis testedagainst
variouscombinationsof one,two, or threetracedvariables.

For variables : , ; , and < , and computedconstants = ,>
, and ? , some examplesare: equality with a constant

( �/�9� ) or a smallsetof constants( �A@CB��ED��EDF#+G ), lying in a
range( �AHI��HJ� ), non-zero,modulus( �/KJ�/��L
%2MA�7� ), lin-
ear relationshipslike �N�J�O�P	9���N	�# , ordering( ��H�� ), a
rangeof functions( �/��Q�'2����� ), and invariantcombinations
( �P	R�SKJ�/��L
%2MA�7� ). Also soughtare invariantsover a se-
quencevariablesuchasminimum andmaximumsequence
values,lexicographicalordering,elementordering, invari-
antsholdingfor all elementsin thesequence,or membership
( �A@T� ). Giventwo sequences,someexampleinvariantsare
elementwiselinear relationship,lexicographiccomparison,
andsubsequencerelationship.

In addition to local invariants such as node =
node.child.parent (for all nodes), Daikon detectsglobal
invariants over pointer-directed data structures, such
as mytree is sorted by U . Finally, Daikon can detect
conditional invariants that are not universally true, such
as “ if V�WXZY7[7\ \ then V7] ^&_ \ [&`badc ” and “ V7] ^&_ \ [&`eaf\ gihjg k or
V7] \ `Flmkonph�q k"rm`�` ”. Pointer-basedinvariantsare obtainedby
linearizinggraph-likedatastructures.Conditionalinvariants
result from splitting datainto partsbasedon the condition
and comparingthe resultinginvariants;if the invariantsin
the two halvesdiffer, they arecomposedinto a conditional
invariant[EGKN99].

For eachvariableor tuple of variables,eachpotential in-
variant is tested. Eachpotentialunary invariant is checked
for all variables,eachpotentialbinary invariant is checked
overall pairsof variables,andsoforth. A potentialinvariant
is checked by examiningeachsample(i.e., tuple of values
for the variablesbeing tested)in turn. As soonas a sam-
ple not satisfyingtheinvariantis encountered,that invariant
is known not to hold andis not checkedfor any subsequent
samples.Becausefalseinvariantstendto befalsifiedquickly,
the costof computinginvariantstendsto be proportionalto
the numberof invariantsdiscovered. All the invariantsare
inexpensive to testanddo not requirefull-fledgedtheorem-
proving.

To enable reporting of invariants regarding components,
propertiesof aggregates,andothervaluesnot storedin pro-
gramvariables,Daikonrepresentssuchentitiesasadditional
derivedvariablesavailablefor inference.For instance,if ar-

ray a andinteger lasti areboth in scope,thenproperties
over a[lasti] may be of interest,even thoughit is not a
variableandmay not evenappearin the programtext. De-
rived variablesare treatedjust like other variablesby the
invariant detector, permitting it to infer invariantsthat are
not hardcodedinto its list. For instance,if size(A) is de-
rivedfrom sequenceA, thenthesystemcanreporttheinvari-
ant �(st� � ���u�$v8� without hardcodinga less-thancomparison
checkfor the caseof a scalarandthe lengthof a sequence.
For performancereasons,derived variablesare introduced
only whenknown to besensible.For instance,for sequence
A, thederivedvariablesize(A) is introducedandinvariants
are computedover it beforeA[i] is introduced,to ensure
that i is in therangeof A.

An invariant is reportedonly if thereis adequateevidence
of its plausibility. In particular, if thereare an inadequate
numberof samplesof aparticularvariable,patternsobserved
overit maybemerecoincidence.Consequently, for eachde-
tectedinvariant,Daikon computesthe probability that such
a propertywould appearby chancein a randominput. The
propertyis reportedonly if its probability is smallerthana
user-definedconfidenceparameter[ECGN00].

TheDaikoninvariantdetectoris availablefor downloadfrom
http://sdg.lcs.mit.edu/˜mernst/daikon/ .

3.2 ESC: static checking
ESC[Det96, DLNS98, LN98] is anExtendedStaticChecker
thathasbeenimplementedfor Modula-3[Nel91, Har92] and
Java [JSGB00]. It staticallydetectscommonerrorsthatare
usuallynot detecteduntil run time, suchasnull dereference
errors,arrayboundserrors,andtypecasterrors.

ESCis intermediatein bothpower andeaseof usebetween
typecheckers and theorem-provers,but it aims to be more
like the former and is lightweight by comparisonwith the
latter. Ratherthan proving completeprogramcorrectness,
ESCdetectsonly certaintypesof errors.Programmersmust
write programannotations,many of whicharesimilar in fla-
vor to assert statements,but they neednot interactwith
the checker asit runsover the annotatedprogram. ESCis-
sueswarningsaboutannotationsthat cannotbe provenand
aboutpotentialrun-timeerrors.

ESC performsmodularchecking: it checksdifferent parts
of a programindependentlyandcancheckpartialprograms
or modules. It assumesthat specificationsfor missingor
unchecked componentsare correct. We will not discuss
ESC’scheckingstrategy in moredetailbecausethis research
treatsESCasa black box (it is distributedin binary form).
Wedid haveto addspecificationsfor somelibrary functions,
which wasaneasytask.

ESC/Java is a successorto the previous ESC/Modula-3.
ESC/Java’s annotationlanguage(a variantof JML; seeSec-
tion 4.2) is simpler, becauseit is slightly weaker. This is in
keepingwith thephilosophyof a tool thatis easyto useand
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usefulto programmersratherthanonethatis extraordinarily
powerful0 but so difficult to usethatprogrammersshy away
from it.

Both versionsof ESCarepublicly availablefrom http://

research.compaq.com/SRC/esc/ .

4 Implementation
This sectiondiscussesour implementation. We enhanced
Daikon’sinvariantdetectioncapabilitiesto permitit to report
certaininvariants(Section4.1). To permitESCto verify the
detectedinvariants,they mustbeconvertedinto ESC’s input
language,JML (Section4.2). Finally, someannotationsare
addedheuristically(Section4.3).

4.1 Daikon additions
Wemadeseveralenhancementsto Daikonto makeits output
easierfor ESCto prove.

We addedsomeinvariantsover sequenceelements,suchas
thatall elementsaregreaterthananothervariable.Suchin-
variantswere presentin a previous implementationof dy-
namicinvariantdetection[ECGN01] but hadnotbeenadded
to thecurrentimplementation.

We suppressedobject invariantsfrom all preconditionsand
postconditionsof non-privatemethods.This greatlyreduces
thenumberof reportedinvariants,makingthemmoreman-
ageablewithout removing any information.

We listedwhich variablesaremodifiedby theroutine. This
outputcansometimesbe misleading.For instance,the dis-
joint setunionroutinemodifiess[set2] ; but set2 mightbe
0, sos[0] is alsolistedaspossiblymodified,eventhoughit
is nevermodifiedunlessset2 is 0. Weplanto eliminatethis
extraneouslisting by a combinationof staticallyanalyzing
the methodtext and heuristicallyomitting from the modi-
fication list sometimes-modifiedvariablesthat overlapwith
always-modifiedvariables.

Finally, weaddedto Daikon’slist of splittingcriteriawhichit
usesto produceimplications[EGKN99]. Daikon usessplit-
ting criteriato split datainto two parts;if differentinvariants
aretrue in the partsof the data,they canbe combinedinto
implicationsor disjunctions.Thenew splitting criteriasplit
booleanfunctionsbasedon their returnvalueandsplit func-
tions with multiple exit pointsbasedon which returnstate-
ment(or fallthrough)wasexecuted.

4.2 JML notation
ESC’s input languageis avariantof JML, theJavaModeling
Language[LBR99, LBR00]. JML is an interfacespecifica-
tion languagethatcanspecifythebehavior of Java modules.
Most relevantto this researchareits ability to specifyobject
representationinvariantsandmethodpreconditionsandpost-
conditions.JML expressionsarewritten in a syntaxclosely
resemblingJava. In the sequel,“JML” refers to the JML
variantacceptedasinput by ESC.

Daikon’sdefaultoutputlanguageis alsosimilarto Java,with
extensionsthatpermitcertainvarietiesof invariantto beex-
pressedmore conciselyor clearly than would be possible
in Java. As a useroption, Daikon can produceoutput in
JML. The differencesbetweentheseformatsfall into two
categories. Whenthe semanticsdiffer becauseJML is less
convenientor concisebut the languagesareequallyexpres-
sive, we usuallyconvert Daikon’s output to JML. In cases
whereJML cannotexpressconceptsthat Daikon discovers
andexpressesin its own language,we omit thoseinvariants
whenattemptingverificationwith ESC.

Semanticdifferences
Daikon’s default output format supportsarray comprehen-
sionssuchasa[i..j] to representthe subarrayof a from
indices i to j inclusive. Daikon also permits quantifica-
tion via the expression“array elements ”; for instance,
this.s elements Hf) w�� �&x �&xmy �+'!z+) w . Daikon representsaccesses
to arrays,vectors,andlinked lists uniformly andsuccinctly
with subscriptingnotation,a[i] . Field accessesmaybeap-
plied to sequences,indicating a sequenceof the specified
fields. By contrast,JML expressesexpressionsover arrays
via anexplicit \forall quantifierandcannotaccessvector
or linkedlist elements.

By default, expressionsin Daikon’s outputareassumedto
hold only when their subexpressionsare sensible. For in-
stance,Q{%E%|xm�!��}~�J��� means“ Q{%E%A��'u��y�y8%E}/Q{%E%|xm�!��}��9��� ”,
and �21�� 3�
�� means“ �(st6t%E}��(�t�Exmy �+'!z+) wI%E}S�21�� 3�
I� ”. A
Daikon switch makestheseguardsexplicit in the outputor
eliminatesinvariantsover expressionsthat are sometimes
nonsensical.In ESC,useof an expressionlike a[i] when
i maynot bea legal index canresultin failureto verify and
uninformativeerrormessages.

Daikon’s objectinvariantsarespecifiedto hold at entryand
exit of non-privatemethods,whereasESC’s arerequiredto
hold at entry and exit of all methods. However, private
helpermethodsneednot requireor maintainobject invari-
ants.Wedonot rewrite Daikon’sobjectinvariantsby repeat-
ing thematall appropriatemethodentriesandexits, because
we judgedthat to be too verboseand confusing; this pre-
ventssometrue(public)objectinvariantsfrom beingproved
by ESC.

Invariantsinexpressiblein JML
Daikon and JML methodpostconditionscan indicate that
expressionsshouldbe evaluatedin the prestate. Daikon’s
orig() canapplyto arrayobjects,arraycontents,andarray
elements/subsequences:orig(a)[i] , orig(a[])[i] , and
orig(a[i]) maybedifferent(if a or a[i] areassignedby
the methodbody); furthermore,orig(a)[orig(i)] and
orig(a[])[orig(i)] may differ from any of the above.
All of theseexpressionshavecomeup in realisticanduseful
invariantswehaveencounteredin programs.JML’s \old()

cannotapply to array contentsor to methodparametersof
primitivetype.Furthermore,it cannotbenested,andthereis
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no \new() notationthatcanbeplacedinsidean\old() ex-
pression.� (Someof theselimitationscanbe workedaround
by tricks suchasexistentialquantifiers,but theresultingin-
variantsarenot particularlyreadable.)

JML annotationscannotincludemethodcalls,evenonesthat
areside-effect-free.Daikonusesthesefor obtainingVector

elementsandaspredicatesin implications.

UnlikeDaikon,JML cannotexpressclosureoperations,such
asall theelementsin a linkedlist. Propertiesover suchcol-
lectionsareoften themostinterestingandimportantinvari-
antsoverrecursively defineddatastructures.

4.3 Other annotations
When adding invariantsto the sourcecodepreparatoryto
verificationby ESC,wemakeprivatevariablesaccessibleto
the specificationwith the spec_public annotation.Addi-
tionally, in eachconstructorwe settheowner ghostfield of
eachfield to theobjectitself. This statesthatthecontentsof
thefield arenotaliasedbyotherobjects.Withoutthisannota-
tion, ESCreasonsthatthefield canbearbitrarilymodifiedat
any time by anothermethod,andvery little whatsoever can
be proved. Adding this annotationwithout examining the
sourcecodeis unsafe,but this disciplineis very frequently
followed,soit hasbeenacceptablein practice.

5 Challenges
Thissectiondiscusseschallengesto staticverificationof dy-
namicallydetectedprograminvariants.Thesechallengesfall
into threegeneralcategories:problemswith thetools,prob-
lems with the target programs,and problemswith the test
suitesfor thetargetprograms.In somecaseswehavelargely
solvedtheproblems,andin othercasesdifficultiesremainto
beovercome.

5.1 Tools
Section4.1 listedenhancementsmadeto theDaikon invari-
ant detectoras a part of this research. As Daikon is still
a prototype,we anticipatethat additionalchangesmay be
requiredin the future, particularlyas it is extendedto new
varietiesof invariant. In particular, asnotedin Section2.2,
Daikonismissingsomeinvariantsoverarrayelements.Also,
strengtheningits checksfor redundantinvariantswill reduce
thesizeof its outputandimprovecomprehensibilitywithout
removing any information.

Section4.2 notedproblemswith ESC’s input language,a
variantof JML thatcannotexpresscertainimportantinvari-
antsandcannotconciselyandclearlyexpressothers.In some
casesESC doesnot appearto be strongenoughto verify
certaintrue invariants,andits error messagesareoccasion-
ally cryptic. However, in generalwehavebeenpleasedwith
ESC:it hasoperatedeffectively andefficiently. For instance,
thoughwe have not run ESCon Daikon’ssourcecode,ESC
hasdetectedat leasttwo bugs in Daikon by failing to ver-
ify reportedinvariantsthat,uponcloserinspection,werenot
true. (Both bugswerecut-and-pasteerrors: in onecase,the

invariant formatting routine was incorrect, and in another
case,thefirst elementof anarraywasnot beingexamined.)

JML cannotexpressinvariantsover strings,andDaikon re-
portsfew suchinvariantsin any event. As a result,it is dif-
ficult for ESCto prove thatobjectinvariantshold at theexit
from a constructoror other methodthat interpretsa string
argument,eventhoughit canshow thattheinvariantis main-
tainedby othermethods.

In somecases,ESCcannotprove propertiesDaikon reports
(suchas that two variableshappento have the samevalue
in a specialcircumstance),becausethepropertydependson
anobjectinvariantthatis beyondDaikon’sscope.Userscan
eitheraddsuchinvariantsby handor deletethe properties
thatdependon them(seeSections2.2and6.1).

5.2 Target programs
Another challengeto static verification of invariantsis the
fact that programsare likely to containerrorsthat prevent
thedesiredinvariantfrom beingtrue.(Althoughit wasnever
our goal, we have previously identifiedsucherrorsin text-
books[Gri81, Wei99] and in programsusedin testingre-
search[HFGO94, RH98].) As an exampleof a likely er-
ror thatwe detectedin thecourseof this project,oneof the
object invariantsfor StackAr statesthat unusedelements
of the stack are null; this permits objects to be garbage-
collectedafter the stack is poppedand permitsearlier de-
tectionof certaintypesof error. The topAndPop operation
maintainsthis invariant (which approximatelydoublesthe
sizeof its code),but themakeEmpty routinefails to doso—
a nonobvious oversightwhich the implementorandclients
shouldbeappraisedof.

5.3 Testsuites
The largestproblemwith our techniqueis that dynamicin-
variantdetectioncanproducepropertiesthataretruefor the
testsuiteover which the targetprogramwasrun, but which
arenot truefor arbitraryrunsof theprogram.However, that
problemis solvedby integratingdynamicinvariantdetection
with staticverification.Thestaticverifierindicatesthatsome
invariantsareuniversallytrue; the othersmight be true but
beyond the capabilitiesof the verifier, might be true of the
context in which theprogramis alwaysrun,or might beac-
cidentalusagepropertiesof thetestsuite. In the lattercase,
thereportedinvariantsspecifytheunintendedpropertyof the
testsuitethatmakesit lessgeneralthanit shouldbe,soapro-
grammerknowsexactlywhatis wrongwith thetestsuiteand
exactlyhow to fix it.

Becausestatic verification partly solves the question of
which invariantsarenecessarilytrue in all contexts, the re-
mainderof this sectiononly treatsthis problemin the ab-
senceof staticverification:how difficult is it to eliminateall
propertiesthat arenot universally true from the output, so
thatit verifieswith no warningswhatsoever?

In somecasesthe“bad” invariantsgavevaluablehintsabout
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test casesthat neededto be addedto the test suite. For
instance,� certainstackoperationswerenot performedon a
completelyfull stack,anda queueimplementedvia anarray
wasnot forcedto wraparoundby addinganddeletingmore
elementsthanits capacity. As anotherexampleof a serious
oversight,a safestackpopoperationhappenedto alwaysbe
protectedby a checkwhetherthe arraywasempty. The re-
sulting invariantsstatedthat theresultwasalwaysnon-null,
indicatingthat the full functionality of the methodwasnot
beingtested.

In other cases,the testsexercisedsituationsthat were not
specialcasesin the particular implementationswe exam-
ined, but which might easilyhave beenin implementations
that usedother representationsor were heavily optimized;
we judgedtheseadditions,too, to beworthwhile.

In yet othercases,however, eliminatingthe undesirablein-
variantswasa tediouschore. It requiredfinding a testcase
that falsified a particularspecialcasethat had little to do
with theabstraction(it wasrelevantto thedatastructures,but
not the logic, of theparticularimplementation).Thelargest
problemswereundesirableupperandlowerboundsfor vari-
ables.WespeculatethatDaikon’sstatisticaltestsfor whether
suchinvariantsshouldbereportedarefaulty andneedto be
overhauled. It is also possiblethat, since thosestatistical
testsstrive to be time- and space-efficient, they make too
many approximationsanddo not produceanaccurateresult.

6 Relatedwork
Thisis thefirst researchweareawareof thathasdynamically
generated,thenstaticallyproved,programproperties.

Dynamicanalysishasbeenusedfor avarietyof tasks;for in-
stance,inductive logic programming(ILP) [Qui90, Coh94]
producesa setof Horn clauses(first-orderif-then rules)and
canberunoverprogramtraces[BG93], thoughwith limited
success.Programmingby example[CHK , 93] is similar but
requiresclosehumanguidance,andversionspacescancom-
pactlyrepresentsetsof hypotheses[Mit78, Hir91, LDW00].
Value profiling [CFE97, SS98,CFE99] can efficiently de-
tect certainsimple propertiesat runtime. Event tracescan
generatefinite statemachinesthatexplicatepotentialsystem
organizationor behavior [CW98a, CW98b]. Programspec-
tra [AFMS96, RBDL97, HRWY98, Bal99] alsocaptureas-
pectsof systemruntimebehavior. Noneof theseothertech-
niqueshavebeenassuccessfulasDaikonin detectinginvari-
antsin programs,thoughmany have beenvaluablein other
domains. Many static inferencetechniquesalso exist, but
spaceprohibitsdiscussingthemhere.

There are many other techniquesand tools besidesESC
for statically checking formal specifications; for exam-
ple, [Pfe92, DC94, EGHT94, Det96, Eva96, NCOD97,
LN98]. Theseother systemshave different strengthsand
weaknessesthan ESC,but few have the polish of its inte-
grationwith a realprogramminglanguage.

6.1 Houdini
Theresearchmostcloselyrelatedto oursis Houdini, anan-
notationassistantfor ESC/Java [FL, FJL00]. Houdini is mo-
tivatedby theobservationthatusersarereluctantto annotate
their programswith invariants;it attemptsto lessenthebur-
denby providing an initial set. Houdini takesa candidate
annotationsetasinputandcomputesthegreatestsubsetof it
that is valid for a particularprogram. It repeatedlyinvokes
thechecker andremovesrefutedannotations,until no more
annotationsarerefuted.Thecandidateinvariantsareall pos-
siblearithmeticcomparisonsamongfields (and“interesting
constants”suchas -/. , 0, 1, arraylengths,andnull ); many
elementsof this initial setaremutuallycontradictory.

Daikon’s candidateinvariantsarericher thanthoseof Hou-
dini; Daikon outputsimplicationsanddisjunctions,and its
baseinvariantsarealsoricher, including morecomplicated
arithmeticandsequenceoperations.If evenonerequiredin-
variantis missing,thenHoudini will eliminateall othertrue
invariantsthat dependon it. Houdini makesno attemptto
eliminateimplied(redundant)invariants,asDaikondoes(re-
ducingits outputsizeby anorderof magnitude[ECGN00]),
so it is difficult to interpretnumbersof invariantsproduced
by Houdini. Finally, Houdini is notpublicly available,sowe
cannotperforma directcomparison.

Merging the two approachescould be very useful. For in-
stance,Daikon’soutputcouldform theinputto Houdini,per-
mitting Houdini to spendlesstime eliminatingfalseinvari-
ants. (A prototype“dynamic refuter”— essentiallya weak
dynamicinvariantdetector— hasbeenbuilt [FL], but node-
tailsor resultsaboutit areprovided.)Houdinihasadifferent
intent thanDaikon: Houdini doesnot try to producecom-
pletespecificationor annotationsthat aregoodfor people,
but only to makeup for missingannotationsandpermitpro-
gramsto belesscluttered;in thatrespect,it is similar to type
inference.However, Daikon’s outputcouldperhapsbeused
in placeof Houdini’s. Invariantsthat are true but depend
on missinginvariantsor arenot provableby ESCwould not
be eliminated,sousersmight be closerto a completelyan-
notatedprogram,thoughthey might needto eliminatesome
invariantsby hand.

7 Futur ework
Section5 listeda numberof problemswith our system(and
with its componentsDaikon andESC) that shouldbe cor-
rected.

Another obvious way to extend this work is to use dif-
ferent invariantdetectorsthanDaikon or differentverifiers
than ESC. Section6 lists someother invariant detectors.
Examplesof static verifiers that are connectedwith real
programminglanguagesincludeLCLint [EGHT94, Eva96,
Eva00], LOOP[JvH, 98], JavaPathFinder[HP00], andBan-
dera[CDH , 00].

We are currently integrating Daikon with IOA [GLV97,
GL00], a formal languagefor describingcomputationalpro-
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cessesthat aremodeledusingI/O automata[Lyn96, LT87,
LT89� ]. TheIOA toolset(http://theory.lcs.mit.edu/

tds/ioa.html ) permitsIOA programsto be run andalso
providesaninterfaceto theLarchProver(LP) [GG90, GG91,
SAGG, 93], aninteractive theorem-proving systemfor mul-
tisortedfirst-orderlogic. Daikonwill proposegoals,lemmas,
or intermediateassertionsfor thetheoremprover. Sidecon-
ditions suchas representationinvariantscan enableproofs
that hold in all reachablestates/representations(but not in
all possiblestates/representations).It can be tediousand
error-pronefor peopleto specifythepropertiesto beproved,
and current systemshave trouble postulatingthem; some
researchersconsiderthat task harder than performing the
proof [Weg74, BLS96].

We arealsointerestedin recoveringfrom failed attemptsat
static verification. Broadly speaking,verification fails be-
causethe goal propertiesare too strong or are too weak.
Propertiesthataretoostrongmaybetruebut beyondtheca-
pabilitiesof the verifier, or maynot beuniversallytrue (for
instance,artifactsof the testsuiteor guaranteedby thepro-
gramcontext). Propertiesthataretooweakaretrue,but can-
not be provedby thestaticverifier or arenot usefulto it —
for instance,loop invariantsmayneedto bestrengthenedto
be proved. We anticipatethat dynamicinvariantdetection
will proposemoreoverly stronginvariantsthanoverly weak
ones. Whenverificationfails, we would like to know how
to strengthenandweaken invariantsin a principledway, by
examiningthesourcecode,programexecutions,patternsof
invariants,andverifier output, to increasethe likelihoodof
successfulverification.

While dynamicinvariantdetectionhasbeenquitesuccessful,
we believe that truly successfulprogramanalysisrequires
both staticanddynamiccomponents.What is hardfor one
varietyof analysisis easyfor theother. Someof theproper-
ties that aredifficult to obtainfrom a dynamicanalysesare
apparentfrom anexaminationof thesourcecode,andprop-
ertiesthat are beyond the stateof the art in static analysis
canbeeasilycheckedat runtime.We planto integratemore
staticanalysisinto oursystem(andparticularlyinto Daikon).
Thedynamicanalysisneednot checkpropertiesdiscovered
by the staticanalysis,the dynamicanalysisfocuson stati-
cally indicatedcode.

8 Conclusion
We have demonstratedthefeasibility of dynamicallydetect-
ing, thenstaticallyverifying, programinvariants.In particu-
lar, wehavebuilt asystemthattakestheoutputof theDaikon
invariantdetectorandfeedsit to theESCstaticchecker. Ex-
perimentsdemonstratethat Daikon is effective at propos-
ing useful invariantsand that ESC is effective at verify-
ing thoseinvariants.Integratingdynamicinvariantdetection
with staticverificationhasbenefitsfor bothtools.

Useof a staticverifier to augmentdynamicinvariantdetec-
tion overcomesapotentialobjectionaboutpossiblyunsound

output,classifiestheoutputto permitprogrammersto useit
moreeffectively, permitsproveninvariantsto beusedin con-
texts (suchasinput to certainprograms)thatdemandcorrect
input, and may improve the performanceor output of dy-
namic invariantdetection. As a result, moreprogrammers
cantake advantageof dynamicallydetectedinvariantsin a
variety of contexts, directly leading to fewer bugs (by in-
troducingfewer anddetectingmore),betterdocumentation,
lesstimewastedonprogramunderstanding,bettertestsuites,
moreeffective validationof programchanges,andmoreef-
ficientprograms.

Use of dynamically detectedinvariantsto bootstrapstatic
verification,by annotatingprogramsor by providing goals
andintermediateassertions,will speedtheadoptionof static
analysistools by lesseningthe userburden, even if some
work remainsfor the user. The direct effect of increased
useof thesetoolswill bethedetectionof moreerrorsearlier
in the software developmentprocess,statically at compile
time rather than dynamicallyat test time (or, worse,after
anapplicationhasbeenfielded). The indirecteffect will be
theproductionof morerobust,reliable,andcorrectcomputer
systems.Both visible faultsandsilenterrorswill occurless
often,andit will beeasierto maintainthesepropertiesduring
a program’s life becauseof machinecheckingof conditions
thatprogramcorrectnessdependsupon.
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